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FIRMWARE VERSION 1.0.5.

PRODUCT NAME
GDS3705 (HW Supported: 1.1A, 1.2A, 1.3A, 1.4A, 1.4B)

DATE
12/28/2019

SUMMARY OF UPDATE

This is a major feature update for GDS3705 as well as bug fixes, mainly for ITSP customers.
Factory Reset is recommended if upgrading from very old firmware, or experiencing abnormal

webUI or missing parameters in the GUI. Please backup the data and configuration before
factory reset, then import back after reset.

FIRMWARE APPLIES TO BELOW HW VERSION ONLY

HW Version FW Comments
GDS3705 HW1.1A YES
GDS3705 HW1.2A YES
GDS3705 HW1.3A YES
GDS3705 HW1.4A YES FW1.0.0.20 as Init ial Version for this HW version
GDS3705 HW1.4B YES FW1.0.0.20 as Initial Version for this HW version
BUG FIX

1 Fixed abnormal open door sometimes alarm may not trigger issue

9 Fixed virtual number peering call not working between GDS and SIP phone

9 Fixed device cannot be re-provisioned when CFG file includes firmware upgrade and provisioning
parameters

1 Fixed rejecting call did not send 486 busy here (3CX IOT)

1 Fixed 200 OK SDP out of order (3CX IOT)

1 Fixed not recognizing DTMF input (3CX 10T)
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ENHANCEMENT

1 Added support for failover mechanism based on DNS SRV

Added siren alarming function when door opened abnormally (special wiring required)
Added including Holidays at Keep Door Open schedule

Added reset/restore factory default password via special keypad combination operations

=a =4 =4

KNOWN ISSUES

Playing Prompt Audio from Proxy/UCM sometimes distorted.

Dual Mic function is invalid.

When doorbell volume set to 0 still hearing the ring back tone.

Sending repeating registration packets to Server when receiving Terminate/Notify message.

Silent Alarm to SIP phone still playing siren at phone side not stoppingevena f t er pressing phon
keypad which supposedly should stop the siren audio at SIP phone side.

= =2 =4 - -
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NEWHTTP API

Alarm_Settings.Alarm_Events_Config.Digit_Input.Digit_Input_1_Abnormal_Door_C
ontrol_Options

IP15508: (value: 0/1)
GET: http://ip:port/goform/config?cmd=get&type=event
SET: http://ip:port/goform/config?cmd=set&P15508=<value>

Alarm_Settings.Alarm_Events_Config.Digit_Input.Digit_Input_2_Abnormal_Door_C

ontrol_Options
IP15509: (value: 0/1)

GET: http://ip:port/goform/config?cmd=get&type=event
SET: http://ip:port/goform/config?cmd=set&P15509=<value>

NEW RVALUE

P15508: (value: O01)
Alarm_Settings.Alarm_Events_Config.Digit_Input.Digit_Input_1 Abnormal_Door_Control_Options

P155®: (value: 0/1)
Alarm_Settings.Alarm_Events_Config.Digit_Input.Digit_InpRt Abnormal_Door_Control_Options

MODIFIED PVALUE

N/A
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NEW FEATURES OBRVIEW

This section lists major new features or improvementand descri bes how to use
of view.

SUPPORT FAILOVER MECHANISM ON DNS SRV
1 Web Configuration

This option can be found under device web Ul A Account A Account X (X=1, 2, 3, and 4):
> GDs3705

Account 1

B Door System Settings

SIP Basic Settings
&£ System Settings

Account Active L4
A Account
Account Name DNS.SRV
Account 1
SIP Server sip.server.com
Account 2
Secondary SIP Server backup_sip.server.com
Account 3
Account 4 Outbound Proxy primary.proxy.com
%, Phone Settings Backup Outbound Proxy backup.proxy.com
) i DNS Mode SRV v
¥ Audio Settings
) SIP User ID 12345678
& Alarm Settings
Authentication 1D 87654321
@ Email Settings
Password e
4, Maintenance
TEL URI Disabled v

@ Status

1 Functionality

This is a major feature enhancement for Service Provider, via DNS SRV (mainly for BroadSoft certified
Soft Switch for major Internet Telephony Service Providers). Service providers can use this feature to
provider smooth service transition backup in case service down.

GRANDSTREAM NETWORKS GDS3705 Release Note Page 9
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& GDs37os

SIP Advanced Settings
B Door System Settings

Registration Expiration(m) 1800 Outbound Proxy Mode
O System Settings - R
¢ . - Qutbound proxy mode is to place
Re-register before Expiration(s) 0 in route header in sending SIP
A Account = messages, or they can be always
Local SIP Port 5080 sent to outbound proxy.
Account 1
SIP Transport UDP v
Account 2
Enable DTMF + RFC2833 SIP INFO
DTMF Payload Type 1m
Account 4
Enable Keep Alive v
<, Phone Settings
Unregister On Reboot v
# Audio Settings
NAT Traversal Auto A
& Alarm Settings
Enable SRTP Disabled v
& Email Settings
Special Featura ‘ Broadsoft v ‘ |
4, Maintenance - tandard
QOutbound Proxy Moda Broadsoft
@ Status - Telefonica Spain

Validate Incoming Messages

In the device web Ul A Account X (X=1, 2, 3, and 4) A SIP Advanced Settings A Special Feature:
There is a new feature specially designed for Telefonica Spain to match the service provided by
Telefonica to their customers. Just need to enable this feature via either WebUI or Provisioning.

GRANDSTREAM NETWORKS GDS3705 Release Note Page 10



GRANDSTREAM

CONNECTING THE WORLD

SIREN ALARMING WHEN DOOR OPENED ABNORMALLY (SPECIAL WIRING REQUIRED)
1 Web Configuration

This option can be found under device web Ul A Alarm Settings A Alarm Events Config A Digit Input:

& cDs370s

Alarm Events Config

E Door System Settings

Digit Input Digit Input 2
< System Settings Digit Input Port operates in 2
Digit Input 1 Disable v Modes: 1. Alarm Input: Connect
A Account ? various of sensor to trigger alarm.
Digit Input 2 Abnormal Deor Control v i' Sr?i’;:rof?gmcﬁl?ff a switch to
t. Phone Settings G ’
Digit Input 2 Status Normal Close v |Currentstateis OP [ DI port is connected to a switch,
# Audio Settings ? it will not work during the time of
Select Schedule 2 All Day v | Edit Schedule i;;ower outage, rd]levice booting or
& Alarm Settings rware upgracing
Select Alarm Action Profile 2 profile1 v | Edit Profile
Alarm Events Config
Digit Qutput
Alarm Output Duration(s) 5 v

Alarm Phone

1 Functionality

This is a major security enhancement for GDS37xx (GDS3705/3710) when device be tampered to open
the door abnormally.

When this feature enabled (special wiring required, see below wiring diagram), abnormal open door
will be detected by DI port (Alarm_In2 or IN2 in below diagram showed) if wired correctly (connecting the
COMXx port to DIx port) therefore trigger siren alarm. Once abnormal open door alarm triggered, the
siren will sound non-stop, until manually override by related person.

There are several ways to stop and disable the alarm:
1) Power cycle the GDS37xx
2) Pick up the Alarm Phone Call (if configured)
3) Open Door using PIN (either public PIN or private PIN)

Once alarm triggered, the GDS3705 will play siren sound, send email to administrator (if configured
SMTP); call the configured alarm SIP phone, send the alarm output (if connected). User will only be able
to disable the siren using the 3 methods mentioned above.

Detailed action information pleaserefert o GDS37xx User Manual, i Al arm Acti on
Below are some diagrams showing the correct wiring to enable this new security enhancement feature.
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NOTE:

 GDS3705 and GDS3710 sharing the SAME interface backboard. For convenience, the below
diagrams are using GDS3710 as example.

I GDS3705 is exactly the same as GDS3710 in wiring for this feature. This means the interface
backboard can be shared between GDS3705/3710. Swap the device does NOT need to rewire.

GDS3710 Connection & Wiring Diagrams ---- “Fail Safe” Electric Strike, 3" Party Power Supply
Outdoors Indoors

Ao (0o Joee

N Tide

Power Supply for
Blactric Strike
DC 624V

GDS3710 Connection & Wiring Diagrams ---- “Fail Safe” Electric Strike, 3" Party Power Supply
Outdoors Indoors

Power Supply for
Elactric Strike
DC 6-24Y
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GDS3710 Connection & Wiring Diagrams ---- “Fail Secure™ Electric Strike, 3! Party Power Supply
Outdoors Indoors

Power Supply for Bath
GDS3710 and Bectric Strike:

GDS3710 Connection & Wiring Diagrams ---- “Fail Secure™ Electric Strike, 3" Party Power Supply
Outdoors Indoors

Power Supply for Both
GDS3710 and Electric Strike;
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If 31 party door sensor installed, customer can wire the door sensor signal directly into the DI port (DI2 in
below example) to trigger the alarm if the door opened abnormal. See below diagram:

GDS3710 Connection & Wiring Diagrams ---- “Fail Secure™ Electric Strike, 3! Party Power Supply
Outdoors Indoors

Power Supply for Bath
GDS3710 and Electric Strike;

For detailed information, please refer to User Manual and Resource Center:

 GDS3705 User Manual:
http://www.grandstream.com/sites/default/files/Resources/GDS3705 UserManual.pdf

T HOW-TO Guide
http://www.grandstream.com/support/resources/?title=GDS3705
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SUPPORT HOLIDAYS IN KEEP DOOR OPEN SCHEDULE
1 Web Configuration

This option can be found under device web Ul A Door System Settings A Keep Door Open:

> GDs3705

Keep Door Open

B Door System Settings

Basic Settings
Keep Door Open Schedule Open Door v
Keep Door Open
Schedule Start Time o
Card Management
Schedule End Time o
Group
Holiday Mode Holiday & v | Edit Holiday
Schedule
isabled
Holiday 01 2 3 4 5 6 Holiday 1 b1 22 23 0
Haliday 2
£ System Settings Sun :E::g:: i
Mon Holiday 5
A Account <y Holiday 6
Tue Fromaay
3 Haliday &
. Phone Settings Wed Holiday ©
Holiday 10
© Audio Settings e
Fri
& Alarm Settings
Sat
& Email Settings Holiday

1 Functionality

This feature is implemented based on field customer feedback either.

When configure Keep Door Open schedule, customers now can also specify which Holiday Schedule to
be included into the Keep Door Open schedule, therefore make the GDS37xx more user friendly in such
application scene configuration.
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RESET FACTORY PASSWORDAVSPECIAL KEY COMBINATION OPERATION

1 Functionality

This is a new enhancement feature requested by ITSP service providers as well as lots of system
integrators from Forum. This feature allows customers to reset the device administrator password to factory
default via keypad operation through some special key combination.

When performing this operation, ONLY password will be reset back to factory default. All other setting or
parameters will NOT be changed and will remain the same. This feature is specially designed for field
engineers or technicians when dispatched in field but for some reason the administrator password is not
available therefore not able to access the GDS37xx device to do the related maintenance.

Here are the steps to do such password reset operation via keypad:

Encoding Rules:

1 Alphabet AT Z mapping to digit 1 7 26 respectively, no difference in lower or up case.

A B D E F H 1 ] K L M N o P Q R 5 T u vV [ wW X Y z
1 2 3 4 5 7 3 9 10 | 11 |12 13 (14 | 15 | 16 | 17 | 18 | 19 [ 20 | 21 | 22 | 23 | 24 | 25 | 26
NOTE

1 Suggest decoding the MAC and Password and write on paper before doing the reset operation.

Prerequisite condition:
1) MAC address of the GDS37xx (check the sticker at back of the device)
2) Default password of the GDS37xx (check the sticker at the back of the device)
3) Correct decoding the last 6 MAC address into digits  (refer to encoding rule)
4) Correct decoding the default password into digits (refer to encoding rule)
5) Finish keypad input within 1 minute

GRANDSTREAM NETWORKS GDS3705 Release Note Page 16
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Operation Steps:

1)
2)

3)

4)

5)

6)

When device is idle, input the special keypad combination with format:  ***last 6 _MAC**#
Device will reach restore mode after correct digits in Step 1) entered. The backlight of keypad will
flash quickly to tell operator the device is now in password reset/restore mode.

Operator will enter the correct decoded default password ending with # with format:
default_password_code# via the keypad within 60 seconds.

If wrong code combination entered, the GDS37xx will beep with error sound (three short beeps)
then exit the password reset mode, and the backlight will stop flashing.

If the correct default password decode entered within 60 seconds, GDS37xx will play a long beep
sound (advising correct operation), the device will reboot itself automatically.

If keypad entry time out (not finish the input within 60 seconds), the device will exit this password
reset mode automatically and stop the backlight flashing.

After successful password reset, operator will then be able to log into the GDS37xx webUI with default
password, all the configuration inside the device will be the same and will NOT be changed.

For example:

Decoding the string into digits and write to paper before doing the operation:

Device with last 6 MAC address: 33DDDD
Decoding the last 6 MAC to digits would be: 334444
Default password is: XWPXZ6AA

Decoding the default password to digits would be: 2423162426611

1) Enter ***334444**# via keypad, get into the password reset mode, the keypad backlight will flash quickly.
2) Within 60 seconds, enter 2423162426611#, the device will play one long beep then reboot itself.
3) Wait the device finishing boot up, log in the webUI using the default password, xwpxz6AA

GRANDSTREAM NETWORKS GDS3705 Release Note Page 17
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FIRMWARE VERSION 1.0.1.3

GDS3705 (HW Supported: 1.1A, 1.2A, 1.3A, 1.4A, 1.4B)

DATE
07/30/2019

SUMMARY OF UPDATE

This is a major feature update for GDS3705 as well as bug fixes, mainly for the ITSP features.

Factory Reset is recommended if upgrading from very old firmware, or experiencing abnormal
webUI or missing parameters in the GUI. Please backup the data and configuration before

factory reset, then import back after reset.

FIRMWARE APPLIES TO BELOW HW YRSION ONLY

HW Version FW Comments
GDS3705 HW1.1A YES
GDS3705 HW1.2A YES
GDS3705 HW1.3A YES
GDS3705 HW1.4A YES FW1.0.0.20 as Initial Version for this HW version
GDS3705 HW1.4B YES FW1.0.0.20 as Initial Version for this HW version

BUG FIX

9 Fixed audio setting customize ringtone has prompt in Chinese.
1 Fixed reboot required to take effect when enable/disable DHCP Option 42.

GRANDSTREAM NETWORKS
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ENHANCEMENT

Added ITSP support: re-registration before expiration.

Added AOnly accept i ncomi ngenfaric®seceurdy ahd pfevent ghogpaalls.x y s er v e
Added support for DHCP Option 42.

Added support for Voice Frame Per TX at audio settings.

Added support of separated webUI credentials for GDSManager.

Added ability to enable multiple audio codecs simultaneously and specify priority of codecs.

Added support for failover mechanism based on DNS SRV.

Added support for schedule firmware upgrade/provisioning.

Added support for G.729 audio codec.

=A =4 =4 -4 -4 -4 -4 -4 -4

KNOWN ISSUES

1 Playing Prompt Audio from Proxy/UCM sometimes distorted.
1 Dual Mic function is invalid.

1 When doorbell volume set to 0 still hearing the ring back tone.

1 Sending repeating registration packets to Server when receiving Terminate/Notify message.

1 Silent Alarm to SIP phone still playing siren at phone sidenotstoppi ng after pressing ph
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NEWHTTP API

GET:[http|https]://<servername>/goform/config?cmd=get&type=sip
P37/P486/P586/P686

SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname =<value>

GET:[http|https]://<server name>/goform/config?cmd=get&type=sip
P2330/P2430/P2530/2630

SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname =<value>

GET:[http|https]://<servername>/goform/config?cmd=get&type=sip
P57/P58/P59/P60

SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname =<value>

GET:[http|https]://<servername>/goform/config?cmd=get&type=sip
P451/P452/P453/P454

SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname =<value>

GET:[http|https]://<servername>/goform/config?cmd=get&type=sip
P551/P552/P553/P554

SET:[http|https ]://<serverna me>/goform/config?cmd=set&Pname =<value>

GET:[http|https]://<servername>/goform/config?cmd=get&type=sip
P651/P652/P653/P654

SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname =<value>

GET:[http|https]://<servername>/goform/co nfig?cmd=get&type=  date
P144

SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname =<value>

GET:[http|https]://<servername>/goform/config?cmd=get&type= upgrade
P8458/P285/P8459/P286

SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname =<value>
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NEW RVALUE
Account 1 Account 2 Account 3 Account 4
<parameter> <parameter> <parameter> <parameter> Model Supported Values Description
=<value> =<value> =<value> =<value>
P37=<int> P486=<int> P386=<int> Pe&36=<int> GDS3710/GDS3705| <integer> | Voice Frame Rr
TX (1- 64,
Default 2)
P230 P2430 P2530 P2630 GDS3710/GDS3705| <integer | Reregister
Before
Expiration
P57/58/59/60 | P451/452/453/454| P551/552/553/554| P651/652/653/654| GDS3710/GDS3705|  String Preferred Audio
Code
P144: System Settings/ Data&TiedAllow DHCP Option 42 to override NTP server
P8458: Maintenance/Upgradeandomized Automatic Upgrade
p285. Maintenance/Upgraddbur of the Day (23)Start
P8459  Maintenance/Upgradéiour of the Day (23)end
P286. Maintenance/Upgrad®ay of the WeeK0-6)

MODIFIED PVALUE

N/A
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NEW FEATURES OVERVIEW

This section |lists major new features and describes ho

Advanced SIP Settings for ITSPs Reregister & Accept incoming calls from Proxy Only
1 Web Configuration
New feature added in SIP Advanced Settings allows server providers (ITSP) to provide specified service to

the customers.

This option can be found under device web Ul: Account A Account X (X =1, 2,3 and 4):

> GDs3705

SIP Advanced Settings

B Door System Settings Registration Expiration{m) &0

&£ System Settings I Re-register before Expiration(s) 10 I

A Account Local SIP Port 5060
Account 1 SIP Transport UDP v
Account 2 Enable DTMF # RFC2833 SIP INFO

Account 3 DTMF Payload Type 101

Account 4 Enable Kesp Alive

Settings
g Unregister On Reboot

¥ Audio Settings

NAT Traversal No v
& Alarm Seftings Enable SRTP Disabled v
# Email Settings Special Feature Standard v
4, Maintenance Outbound Proxy Mode In Route v
@ Status Validate Incoming Messages

Enable RTCP Dizabled v

Accept Incoming SIP from Proxy Only Ld

1 Functionality

This feature is added to meet the requirement of ITSP customers. Service provider (ITSP) customers can
configure the device to the customers.
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DHCP Option 42
1 Web Configuration

This feature is added to allow service providers (ITSPs) to configure system time based on DHCP server
configuration.

The option of this webUI can be found: System Settings A Date & Time:

& GDs3705

Date & Time

System Time 2019-07-30 16:02:29 Sync PC

Allow DHCP Option 42 to override NTP server v

B Door System Settings

£ System Settings

Date & Time
Time Zone GMT-05 {New York, Toronto, Washington DC) v
Metwork Settings
Enable Daylight Saving Time L4
Aco Settings
Start Time Mar v || Second ¥ | Sunday v 02:00 v
User Management
Factory Functions End Time Mov v First v Sunday v 0200 v
2 Account Enable NTP L4
NTP Server pool.nip.org

t. Phone Settings

Update Intervalim)

1440

% Audio Settings

1 Functionality

This feature is added to allow service provider customer to control system time via DHCP server.

NOTE:

1 This feature is designed for Service Provider, or Service Technician or Installers.
1 End users without necessary knowledge are strongly discouraged to use it, avoiding incorrect system
time caused by misconfiguration.
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DNS SRV Support
1 Web Configuration

This feature is added to allow service provider customers (ITSP) provide backup service in case there is
an interruption. This is more like IP Phone feature from ITSPs.

The option of this webUI can be found: Account A Account X (X =1, 2, 3 and 4)

& GDs3705

Account 1

B Door System Settings

SIP Basic Settings
£ System Settings

Account Active v
A Account

Account Name
Account 1

SIP Server

Account 2

Secondary SIP Server
Account 3

Account 4 Qutbound Froxy

%, Phone Settings Backup Outbound Proxy

: : DNS Mod ‘
® Audio Settings — SRV N

A Record
. SIP User ID
& Alarm Settings NAPTR/SRV

: i Authentication ID
& Email Settings

) Password
9, Maintenance

1 Functionality

This is an enhancement for ITSP customers to support network backup service.
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Multiple Audio Codecs and Voice Frame Per TX Support
1 Web Configuration

The option can be found under device webUI: Account A Account X (X =1, 2,3 and 4):

> cDs3705
SIP Transport UoP v
B Door System Settings Enable DTMF « RFC2833 SIP INFQ
& System Settings DTMF Payload Type 101
2 Account Enable Kasp Alive
Account 1 Unregister On Reboot
Account 2 NAT Traversal No v
Account 3 Enable SRTP Disabled v
Account 4 Special Feature Standard v
% Phone Settings Outbound Proxy Mode In Route v
© Audio Seftings Validate Incoming Messages
A Alarm Settings Enahble RTCP Disabled v
& Email Settings Accept Incoming SIP from Proxy Only v
4, Maintenance Vocoder Settings
@ Status Preferred Vocoder 1 PCMU v
Prefarred Vocoder 2 PCMA v
Preferred Vocoder 3 G.7T29A/B v
Preferred Vocoder 4 G722 v
Voice Frames Per TX 2

1 Functionality

This is an enhancement for an existing features after feedbacks from customers and installers, especially
ITSP customers.

Added fiVoice Frame Per TX0 to allow I STP customers contf

Added G.729 audio codec support as well as multiple audio codecs simultaneously with specified priority.
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Set Schedule for Upgrade/Provisioning
1 Web Configuration

The option can be found under device webUl: Maintenance A Upgrade:

> GDs3705
Upgrade Via HTTP -
B3 Door System Settings Config Server Path
£ System Settings HTTR/HTTPS User Name
A Account HTTP/HTTPS Password
. Phone Settings Config File Prefix
® Audio Settings Config File Postfix

& Alarm Settings XML Config File Password

& Email Settings

Validate Server Certificates
9, Maintenance

Enable DHCP Option 66 Override Server v
Upgrade

Zero Config v
Reboot & Reset

Automatic Upgrade No

Debug Log

Data Mainfenance ® Yes, check for every 10080 minute(s)
v = Le

System Health Alert Yes, check for every day

Event Notification Yes, check for every week
Event Log Randomized Automatic Upgrade
Certificates
Sricates Hour of the Day (0-23) Start |0 End |0
Status
® = Day of the Waek (0-6) 0

1 Functionality

This is an enhancement for ITSP customers so scheduled or preconfigured firmware upgrade or
configuration provisioning can be provided to the customers.
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Separate Credentials for GDSManager

1 Web Configuration

This option can be found under device web Ul A System Settings A Access Settings:

> cDs3705

Access Settings

B Door System Settings

Web Access Mode HTTPS v
&£ System Settings
Web Access Port 443
Date & Time
User Login Timeout(min) 5
Network Settings
Maximum Mumber of Login Attempts 5
Access Settings
User Management Locking Time of Login Error (m) 5
Factory Funclions Disable Web Access
2 Account Enable UPnP Discovery vd
%, Phone Settings Enable SSH ¢
- . SSH Port 22
® Audio Settings
) GDSManager Configuration Password | esene
& Alarm Settings

1 Functionality

This feature is implemented based on field customer feedback. Now separate credentials can be

configured and used in GDSManager to communicate with GDS3705, instead of using GDS3705 webUI
administratorés credential s. S ysswomd end asg amotiner padswoedt or s Kk e e |
for GDSManager where usually operated by HR or other company staffs.
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Make sure the correspondent password is configured in GDSManager like below:

: System(E) View(Y) Help(H)

Function Navigation X &
| —— | + Add X Delete % Delete all il ll Save
735 Holiday - _ =
53 Device & GDS GDS attributes
o L)
...... Q Search (=) 6DS3710_BA-854E
~ i 7 A-85-4/
(% Alarm Linkage D GDS3705_D4-59-BA Device Name GDS3710_BA-854E
Configuration — (OB 192 . 168 . 22 . 23
. i Camingy © Domain Name [
Bk _:_} Log
vvvvvv [Z1 DeviceLog RTSP Port 554
Administrator log Usamame admin
=[] Realtime Video
{; Preview Configure Password pomests
a1 6ps PIN to Open Door 1 .e
S O} GDS3710_BA-85-4E
— PIN to Open Door 2 eoe
[}, GDS3705_D4-50-8A
|| Report = [] Transmit by Server
& Smtp Server Information Transmission Protocol [RTSP—UDP v]
=2’ Report List
f:‘,_:‘% Attendance Management Door1
i Timefiaime Keep Door Open (Disable v
| Work Shift
=] Work Shift Assignment Emergency PIN to Disable Keep Door

| Special Assignment
vvvvvv - Vacation Catalog

+|=| Vacation Apply

= Overtime =

-1= Clockin/out record

-\=| Makeup Check-in X $ V1

A L i Administrator: admin Loain Time:2019-07-23 17:50:41

NOTE:

1 The password must match the password configured in the GDS3705 at above screenshot.

1 This feature requires both GDS37xx and GDSManager to make it work.

T GDS37xx has to be configured in ACentral Modeo
1 GDSManager Version 1.0.1.1 or above is required to support this feature.

GRANDSTREAM NETWORKS GDS3705 Release Note Page 28



PRODUCT NAME

FIRMWARE VERSION 1.0.0.41

GDS3705 (HW Supported: 1.1A, 1.2A, 1.3A, 1.4A, 1.4B)

DATE
06/06/2019

SUMMARY OF UPDATE

This is a major feature update for GDS3705 as well as bug fixes. Two doors can be controlled

starting from this version.

+~ ODRAND

STREAM

CONNECTIN

G THE WORLD

Factory Reset is recommended if upgrading from very old firmware, or experiencing abnormal
webUI or missing parameters in the GUI. Please backup the configuration and data before
factory reset, then import back after reset.

FIRMWARE APPLIES TO BELOW HW VERSION ONLY

HW Version FW Comments
GDS3705 HW1.1A YES
GDS3705 HW1.2A YES
GDS3705 HW1.3A YES
GDS3705 HW1.4A YES FW1.0.0.20 as Initial Version for this HW version
GDS3705 HW1.4B YES FW1.0.0.20 as Initial Version for this HW version

BUG FIX

=A =4 =4 -4 -4 -4 -4 -4 -4 -4 -4 -4

Fi xed no error

prompt when savi

Fixed API cannot open Door2 remotely.

Fixed wrong email theme used when testing alarm action.

ng

Fixed email failed to send out when non-schedule access alarm triggered.

Fixed only the 15t doorbell number can answer the call normally in Door Bell Call Mode.
Fixed cannot answer the call after uploading an empty custom doorbell ringtone.

Fixed GDSManager cannot open door2 via the remote PIN.
Fixed Digit Input will not open Doorl when disable ALMOUT1 open door feature.
Fixed alarm not activated even wrong private PIN inputted many times.

fiDoor 2

Unl ock

Fixed cannot end the call by pressing doorbell button if the doorbell schedule not include current time
Fixed Silent Alarm triggered the GDS3705 side has audio not muting on phone side.
Fixed Digit Input 1 can only control open doorl when ALMOUT1 set as Open Door.

GRANDSTREAM NETWORKS

GDS3705 Release Note

Page 29

Hol di



w CRANDSTREAM

CONNECTING THE WORLD

1 Fixed anyone knowing the DTMF PIN can open the door remotely if caller is GDS37xx, added the
security limitation that only callees in the whitelist can open door remotely.

1 Fixed if Hostage Alarm triggered the GDS3705 not sending audio but still sending alarm siren when
far side phone pressed keypad to stop the siren.

T Fixed AKeep Door Openo by c whefhDaglight Saving Broetkiekédiin. e f ai |t c

=

Fixed pressing doorbell calling the 2™ callee in the list will not ring if the first number user rejected the
open door request call (which supposedly should not happen like receptionist should not reject call)
Fixed and forbidden user to upload custom doorbell ringtone with empty ring.bin audio.

Fixed issue with decoding DNS (mDNS).

Fixed Account Active not taking effect on Accountl

Fixed event log the SIP account number displayed incorrectly.

Fixed no error prompt when saving SIP and RTP port with same number.

Fixed clicking webUI to make doorbell call only the 15t number will be called.

=A =4 =4 -4 4 -4 4

Fixed new uploaded certificate will not overwrite the previous certificate file.

ENHANCEMENT

Synchronized Digit Input Status with GDS3710.

Enhanced syslog messages and removed unnecessary details from the logs.

Added sending System Health Alerts via email.

Removed ASIP Proxy Compatibility Modeo as GDS370
Added feature to Enable/Disable Web Access.

Added feature option to configure ANo Key Entry
Added feature to use Digits Only as Private PIN.

Added option to set Ascheduleo for fALocal PI'N to
Added ability to configure AKeep Door Openodo acti
(Version: 1.0.1.1) and synchronize with GDS37xx, or vice versa from GDS37xx to GDSManager.

Added option to set DTMF Payload value.

Added RTCP/TRCP-XR support.

Added reuse ALMOUT1 for Open Door function and interface.

Added Digit Output support Normal Open or Normal Close setting.

Added fABoot Ved siinonidS ydsitsepnh alynef 00 of AStatusdo Ul

=A =4 =4 4 -4 -4 -4 -4 -4

=A =4 =4 4 A

KNOWN ISSUES

Playing Prompt Audio from Proxy/UCM sometimes distorted.

Dual Mic function is invalid.

When doorbell volume set to 0 still hearing the ring back tone.

Sending repeating registration packets to Server when receiving Terminate/Notify message.

Silent Alarm to SIP phone still playing siren at phone side not stopping after pressing p h o n leypad.

= =4 =4 -a -

GRANDSTREAM NETWORKS GDS3705 Release Note Page 30

5 not

Ti mec

Oper
on fr

page.



w CRANDSTREAM

CONNECTING THE WORLD

NEWHTTP API
P2392/P2492/P2592/P2692/ |GET:[http|https].//<servername>/goform/config?cmd=ge t&type=sip
P79/P496/P596/P696 SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname  =<value>
3 GET:[http|https]://<servername>/goform/config?cmd=get&type= access

P1547

SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname =<value>
P15436/P15433/P15450/
P15460/P15461/P15462/ GET:[http|https]://<servername>/goform/config?cmd=get&type= door
P15465/P15466/P15467/ SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname  =<value>
P15468/P15470/P15498

GET:[http|https]://<servername>/goform/config?cmd=g et&type= event
P15451/P15452

SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname =<value>

P15455/P15456/P15457/
P15458/P15459/P15472

GET:[http|https]://<servername>/goform/config?cmd=get&type=

SET:[http|https]://<serverna me>/goform/config?cmd=set& Pname =<value>

sch_open_door

P15490/P15491/P15492/
P15493/P15494/P15495/

GET:[http|https]://<servername>/goform/config?cmd=get&type=

sys_health_alert

P15496 SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname =<value>
GET:[http|https]://<servername>/gofor m/config?cmd=get&type= audio
P15499
SET:[http|https]://<serverna me>/goform/config?cmd=set&Pname =<value>
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NEW RVALUE
Account 1 Account 2 Account 3 Account 4
<parameter> | <parameter> | <parameter> | <parameter> Model Supported Values Description
=<value> =<value> =<value> =<value>
P79=<int> P496=<int> P596=<int> P696=<int> GDS37106DS3705| <integer | DTMF
Payload Type
P23@2 P2492 P232 P22 GDS37106DS3705|  <0]12> Enable RTCP
0:
1: RTCP
2: RTCRP-XR

P15473 - System Settings/Access Settings/Disable Web Access

P15436 - Door System Settings/Basic Settings/No Key Input Timeout(s)

P15433 - Door System Settings/Basic Settings/Disable Keypad SIP Number Dialing
P15450 - Door System Settings/Basic Settings/ALMOUT1 Feature

P15451 - Alarm Settings/Alarm Events Config/Digit Input/Digit Input 1 Open Door Option
P15452 - Alarm Settings/Alarm Events Config/Digit Input/Digit Input 2 Open Door Option
P15455 - Door System Settings/Keep Door Open/Keep Door2 Open

P15456 - Door System Settings/Keep Door Open/Length (m) to Keep Door2 Open
P15457 - Door System Settings/Keep Door Open/Door2 Schedule Start Time

P15458 - Door System Settings/Keep Door Open/Door2 Schedule End Time

P15459 - Door System Settings/Keep Door Open/Door2 Schedule

P15472 - Door System Settings/Keep Door Open/Emergency PIN to Disable Keep Door2 Open
P15460 - Door System Settings/Basic Settings/Remote PIN to Open Door 2

P15461 - Door System Settings/Basic Settings/Unified PIN Open Door Options

P15462 - Door System Settings/Basic Settings/Guest PIN Open Door Options

P15465 - Door System Settings/Basic Settings/Door 2 Delay before Unlock(s)

P15466 - Door System Settings/Basic Settings/Door 2 Unlock Holding Time(s)

P15467 - Door System Settings/Basic Settings/ Control Options

P15468 - Door System Settings/Basic Settings/Wiegand Control

P15470 - Door System Settings/Basic Settings/DO1 Lock Status

P15498 - Door System Settings/Basic Settings/Local PIN to Open Door Schedule
P15490 - Maintenance/System Health Alert/Enable System Health Alert

P15491 - Maintenance/System Health Alert/Delivery Method

P15492 - Maintenance/System Health Alert/Interval Time

P15493 - Maintenance/System Health Alert/SIP Registration Status

P15494 - Maintenance/System Health Alert/ System Running Status

P15495 - Maintenance/System Health Alert/System Temperature

P15496 - Maintenance/System Health Alert/Email Title

P15499 - Audio Settings/Enable Custom Doorbell Ringtone

MODIFIED RVALUE
P14835 - bell ring volume, default5 -> 4
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NEW FEATURES OVERVIEW

This section lists major new featuresanddescri bes how t o use them from the user
SYSTEM HEALTH ALERT
1 Web Configuration

New feature allows users to configure the device to send email report about system health information, like:
Registration Status, Running Status, and Temperature. Email title can be written by users and also the
sending frequency can be selected as either real-time or in period.

This option can be found under device web Ul: Maintenance A System Health Alert:

> GDs3705

System Health Alert

B Door System Settings

Enable System Health Alert O
& System Settings

Delivery Method IEReaI—time

A Account

Email Title —
. Phone Settings eriodic
# Audio Settings Event Name

SIP Registration Status I

& Alarm Settings
& Email Settings System Running Status

. System Temperature
4, Maintenance Y p O

Upgrade

Reboot & Rese
Debug Log

Data Maintenance

System Health Alert

Event Motification

1 Functionality

This feature is added to meet the requirement of ITSP customers. Service provider (ITSP) customers can
configure the device to send out system health report to monitor the system health of the device to improve
the service.
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ENABLE/DISABLE WEB ACCESS
1 Web Configuration

This feature is added to allow service provider to disable web access to enhance the security of the device.

The option of this webUI can be found: System Settings A Access Settings:

> GDs3705

Access Settings

B Door System Settings

Web Access Mode HTTPS v
&£ System Settings
Web Access Port 443
Date & Time
User Login Timeout(min) 5
Mety Settings
Maximum Number of Login Attempts 5

Access Settings

n

User Management Locking Time of Login Error (m)

Factory Functions Disable Web Access O

2 Account Enable UPnP Discovery
%, Phone Settings Enable SSH
SSH Port 22

$# Audio Settings

1 Functionality

This feature is added to allow service provider customer to disable webUIl for end users and improve the
security of the device. By default is enabled.

NOTE:

9 This feature is designed for Service Provider, or Service Technician or Installers.

1 End users without necessary knowledge are strongly discouraged to use it, avoiding lost access to the
Ul of the device.

1 Once the webUIl access is disabled, the Ul can only be enabled again by either Provisioning, SSH (if
enabled) or Factory Reset. This feature is NOT suggested to use by end users.

91 If both Web Access and SSH are disabled, users will LOST access to the device. Only way to recover
is re-provisioning the device, or HARD factory reset. Be very careful about disable BOTH, unless the
device can be provisioned by configuration server.
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This feature is added to allow GDS3705 calling out automatically without pressing # key if stop input digits

after the configured timer. This is more like IP Phone feature.

The option of this webUI can be found: Door System Settings A Basic Settings:

> GDs3705
Door System Settings
m Settings
ALMOUTT Feature Alarm Qutput ~

Basic Settings

3 ALMOUTA Status Mormal Open ~

Joor
Card Management Delay before Unlock(s) 0
Group Unlock Holding Time(s) 4

hedule Minimum Interval of Swiping Card(ms) 300

Holiday Call Mode SIP Number ~

ystem Settings

L Account

. Phone Settings

Doorbell Mode

Doorbell Call Out Account

Door Bell Call Mode

Call Doorbell Mumber

Auto

Serial Hunting

® Audio Settings Number Called When Door Bell Pressed 803, 8040, .
A Alarm Settings Remate PIN to Open Door sssass
® Email Settings Maximum Number of Dialed Digits 4 ~
4, Maintenance No Key Input Timeout(s) 4
® Stat Press Doorbell Schedule All Day + | Edit Schedule
Status
Local PIN Type Private PIN ~

1 Functionality

E WORLD

This is an enhancement for an existing features after feedbacks from customers.

This setting allows user to configure the timeout (in second) when no key input then sending out the SIP
call automatically wi tdaoaustompe tlassparantethrdaséddrothelermviponmebks e r
this door phone installed.
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For example in above screenshot:

AMaxi mum Number of Dialed Digitsd is set to be fA4d40:
This is good for an installation allowing the door phone call ONLY the internal extensions to open door.

The setting is 4, means once user input 4 digit to the GDS3705, it will immediately dial out (saying the
internal extension is using 4 digits)

ANo Key I nput Ti meodot ((ss)ecc oinsd)s.et t o be #

This means if user input the digits (less than 4 digit in above example), then wait and not more key strike,
after 4 seconds (this can be customized by user or installer in the installation scene), the SIP call will
automatically dial out without the fA#0 pressed.

Same as above screenshote x ampl e, i f wuser input |l ess than 4 digits,
then followed by the 05ididork epphonehewi Itlhei merdesBi7vat el y di al

call. (7 0 @an be Operator or IVR depending on the IPPBX system configured)

Thist i mer is in seconds, if no new digit i nput by wuser,
required to end the input.

This is more a phone feature allowing users to simulate the traditional analogue phone dialing method.

Appropriate timer has to be configured to meet usersod c
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OPEN DOOR VIMIGITS ONLY PRIVATE PIN
1 Web Configuration

The option can be found under device webUl: Door System Settings A Basic Settings:

& cDs3705
Remote PIN to Open Door sseses
=] System Settings
DETFSEEm SETE Maximum MNumber of Dialed Digits Disabled ~ Disable Keypad SIP Number
Basic Settings Dialing
No Key Input Timeout(s) 4
When Keypad SIP number Dialing
Press Doorbell Schedule All Day ~ | Edit Schedule d\s_abled. dew:e_ will interpret each
digit entry as private-password
open door request after pressing
Local PIN Type Private PIN ~ 2
Enable DTMF Open Door
Enable Guest PIN
o - Guest PIN sesess
&£ System Seftings
Guest PIN Start Time 2019-05-28 09:05:29
£ Account
Guest PIN End Time 2019-05-31 17:00:00
%, Phone Settings
Disable Auto Answer O
# Audio Settings
Enable Doorbell Button to Hang Up Call
& Alarm Settings
Disable Keypad (except the Doorbell Button) O
& Email Settings
Enable On Hook After Remote Door Opened
4, Maintenance
Enable HTTP APl Remote Open Door m

@ Status

&S]

| Disable Keypad SIP Number Dialing

1 Functionality

This is an enhancement for an existing features after feedbacks from customers and installers.

This setting allows user to use DIGIT ONLY private PIN to open door, with the cost of NOT be able to
making any SIP calls (except for doorbell button call).

User just input i Pr i R la N #&dpen door, more like traditional door access system. The PIN format is
shorter and different with SIP call enabled mode (which PIN formatisii * Vi rt ual Numbér * Pri vat el
This makes the GDS3705 more like traditional access device.

NOTE:

Following settings are required to make this feature working:
1T ADisable Keypad SI P Number Callingd should be check
T ALocal PIN Typed should choose APrivate PI NO
1 Dial keypad to make SIP call will NOT work when above selected.
1 PrivatePIN must be UNIQUE among users, otherwise the door will still open but log will NOT tell
who opened the door due to duplicated PIN and whoever user last matched in the database with
the PrivatePIN will be shown in the log.
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SETSCHEDULE FOR LOCAL PIN OPEN OR
1 Web Configuration

The option can be found under device webUI: Door System Settings A Access Settings:

& GDs3705
Remote PIN to Open Door sesase
DIireE BT E s Maximum Mumber of Dialed Digits Disabled ~
Basic Setti
asic Setings No Key Input Timeout(s) 4
Keep Door Open
Press Doorbell Schedule All Day ~ | Edit Schedule

Card Management
Local PIN Type w
Group ) .

Local PIN to Open Door
Schedule

Holid Local PIN to Open Door Schedule All Day Edit Schedule
oliday

_ . Enable DTMF Open Door
& System Settings
Enable Guest PIN
2 Account
Guest PIN ssssss
. Phone Settings
Guest PIN Start Time 2019-05-28 09:05:29
¢ Audio Settings
Guest PIN End Time 2019-05-31 17:00:00

A Alarm Settings

1 Functionality

This is an enhancementfora Uni f i ed P N0 aftarfeedbaxls frdmewstormerseCurrently, using

Private PINorRFIDcard, user can configure schedule in the ACard Me
ti me door can be accessed. But there is no schedule in
With this enhancement, users can now configureathe @ASc

PIN also can be controlled by the Schedule, therefore door access can be controlled accordingly in the
preconfigured time schedule.

The settings wildl appear only when fAUnified PINO selec
S ¢ h e d o geeinto sthedule programming Ul:

NOTE:

M The schedule can ONLY be edited when fdCentr al Modeo o

T I f ACentr al Moded enabl ed, the ASchedul ed page is ol
Model o | abel will di sw@UlLgSeekelow).t op ri ght corner of t
T When ACentr al Moded enabl ed, the ASchedul edo wildl be

pulling from GDSManager down to GDS37xx device.
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The ASchedul eo Ul page is only viewabl e anldyedabtep edi t ab |
right corner:

& GDs3705

Schedule

Central Mode

Schedule Name Holiday Name

1 schedule_1 Disabled (O] ®
2 schedule_2 Disabled ® @
3 schedule_3 Disabled © (6]
4 schedule_4 Disabled (O] ®
5 schedule_5 Disabled ® @
6 schedule_6 Disabled (O] ®
7 schedule_7 Disabled
A Account - @ @
8 schedule_8 Disabled (O] @
% Phone Settings
9 schedule_9 Disabled (O] ®
O RIDEEITE 10 schedule_10 Disabled ® ®

& Alarm €

When ACentr al Modeo NOT enabl ed, click the AEddi to on t
allow user to edit the schedule:

S GDs3705
Enable On Hook After Remote Door Opened L]
B3 Door System Settings Enable HTTP APl Remote Open Doar ]
Basic Settings Disable Keypad SIP Mumber Dialing ]
Keep Door Open Card Issuing Mode Setting
Card Management Enable Card Issuing Mode
=L Card Issuing Mode Expired Timer{m) 5

Schedule

Light Settings

Holiday

Enable Key Blue Light

&£ System Settings

Doorbell Elue Light On/Off Time Interval Settings

A Account
Enable Doorbell Blue Light ]

%. Phone Settings

Card and PIN open door schedule configuration module

# Audio Settings
Central Mode |

& Alarm Settings

Key Tone Setting
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& GDs3705 T e
Schedule
Schedule Name Holiday Name Detail Edit
schedulet Disabled ® @
schedule2 Disabled ® @
schedule3 Disabled ® (6]
scheduled Disabled (O] ®
SeieiE schedules Disabled ® ®
e schedule6 Disabled ® @
schedule? Disabled ® ®
2 Account schedules Disabled ® (6]
%, Phone Settings scheduled Disabled ® (6]
10 schedule10 Disabled (O] (6]
Modify Schedule X
Schedule Name schedule_1
Holiday Mode Haoliday 1 w
Sun Period1 00 |v|:|00 |v|—|00 |v[:|00 |v
Mon Period2 07 |~|:/00 |~|— 18 |~|:/00 |+
Tue
Period3 00 |~ |:/00 |s|— 00 |~|:/00 |v
Wed
Periodd 00 |~ |:|00 |»|— 00 |~|:/00 |v
Thu
Fri Period5 00 |» 2 00 v |- 00 || 00 |w
Sat Periodb 00 |~ 00 |- 00 w00 |v
Holiday Period7 00 |v - 00 v - 00 |v|:o00 |v
Periodd 00 |~ |:/00 |s|— 00 |~|:/00 |v

Copy [] Sun Mon Tue Wed Thu Fri [] Sat [] Holiday [] Select All

Save Cancel
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39.#(2/.): % O+%%0 $//2 /0% 6 7)4( ' $3-1.1" %2
1 Web Configuration

This feature is added to allow service provider to synchronize the schedule open door from GDSManager
running at central office. GDSManager (Ver: 1.0.1.1 or later) required to work with this feature.

The webUI of GDS3701 can be found at: Door System Settings A Keep Door Open:
& GDs3ros

Keep Door Open

m Settings

ettings Door 1

Keep Door Open Keep Door Open Schedule Open Door e

Card Management
Helirs Schedule Start Time

Group
Schedule End Time

hedule

Holiday 8 9 10 11 12 13 14 15 19 20 21 22 23 0
& System Settings
A Account

% Phone Settings

¥ Audio Settings

& Alarm Settings

& Email Settings

4, Maintenance Door 2

et Keep Door Open Disabled ~
@ Status P p

Emergency PIN to Disable Keep Door Open
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The webUI of GDSManager can be found at: Realtime Video A GDS: select related GDS37xx device and
right click the selected GDS A Device Config:

1 Functionality

This feature is added to allow service provider or system administrator or installer to synchronize the
schedule open door from GDSManager running at Window based computer from central office.
GDSManager (Ver: 1.0.1.1 or later) required to work with this feature.

NOTE:

91 This feature requires both GDS37xx and GDSManager to make it work.
T GDS37xx has to be configured in ACentral Mo de o
1 GDSManager Version 1.0.1.1 or above is required to support this feature.
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