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FIRMWARE VERSION 1.0.11.2

PRODUCT NAME
UCM®6510

DATE
08/02/2016

IMPORTANT UPGRADING NOTE
T For UCM6510 that& already on 1.0.10.44, please upgrade to 1.0.11.27 directly using the

1.0.11.27 Aucm6510fw.bino file.

For UCM6510 thaté still on 1.0.2.7 (or lower), please follow upgrading instructions to upgrade
to 1.0.11.27.

Backup, Backup, Backup, ves, backup your data (including configuration) before doing any
firmware upgrade! (An SD card or USB Flash Drive is needed for backup purpose.)

For UCM6510, upgrading from firmware version 1.0.2.7 (or lower) to firmware version 1.0.11.27
directly is not supported. Please upgrade to 1.0.2.97 and then 1.0.10.44 (in the firmware
package), before upgrading to 1.0.11.27. The firmware upgrading process should be 1.0.2.7 (or
lower) ->1.0.2.97->1.0.10.44 -> 1.0.11.27.

The UCM6510 will be reset to factory default settings after upgrading to 1.0.10.44 from 1.0.9.26
(or lower). Users need restore backup file manually on 1.0.10.44 or re-configure after upgrade.
Therefore, it is VERY IMPORTANT to manually BACKUP data on the UCM6510 before upgrade.
Users will also be requested for backup when upgrading from 1.0.2.97 to 1.0.10.44.

If you have a backup file from firmware version lower than 1.0.10.44 to be restored, it is
required to restore the backup file when the UCM is on 1.0.10.44, then upgrade to 1.0.11.27
from 1.0.10.44. Otherwise, CDR might not work properly.

Once upgraded to 1.0.11.27, downgrading to 1.0.2.7 (or lower) is not supported.
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UPGRADING INSTRUCTIONS
The following are the upgrade steps from 1.0.2.7 to 1.0.11.27.

1. Upgrade UCM6510 from firmware 1.0.2.7 to 1.0.2.97 using the 1.0.2. 9 7 fA500cfm¥. biimd f il e
AfRel ease&lOUCME. 2. 97.0 package
2. When the UCM6510 is on firmware 1.0.2.97, open a web browser on a PC connected to the same
network as UCM6510 to log in UCM6510 web Ul. Go to Maintenance->Upgrade page, manually
upl oad 5GQuccpm6. bindo file under LocalThlep gfiruacdmeé 5s0edcdtpita rb i fn
can be found in ARelease UCM6510_1.0.10.440 package.
3. Once the UCMG6510 finishes loading the ucm6500dpt.bin file successfully, it will reboot and
automatically boot into recovery mode.
4. In recovery mode, the UCM6510 LCD will display its IP address. Please type this IP address in the
web browser of your PC that is connected to the same network as the UCM6510. Please make sure
you have cleared your browser cache and type in IP address only (Do not specify protocol or port
number). For example, if the IP address displayed in LCD is 192.168.1.2, please type in 192.168.1.2
in the browser address bar.
5. The following figure shows the UCM6510 web Ul in recovery mode. Log in the UCM6510 as
administrator.

Recover

ucmes10 v1.4A

Username  [aamin ]
Password [

6. Once |l ogged i n (as shown in figure bel ow)Q44 cl i ck
AucB06f w. biimo fAfRielleease_UCM6510 frbmyour POtodpbad. package
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Recovery

Status

Hardware Revision : V1.4A

Boot Version - 1006

Core Version - 1016

Base Version : 1.0.2.97

Program Version - 1.02.97

Upload File - Upload
Faclory Reset : Reset
Reboot - Reboot

7. Please keep the web page open and wait until uploading is finished. Once done, an upgrading
successful message will be prompted.

Recovery

Status
Upgrade Successfully

Hardware Revision ° V1.4A

Boot Version : 1006

Core Version : 1.0.1.6

Base Version 10297

Program Version : 10297

Upload File: - Done
Factory Reset : Reset

8 On the recovery mode web Ul , sH0ect fARebootd to reboc
9. Your UCM6510 is successfully upgraded to 1.0.10.44. If you have a backup file from firmware version

lower than 1.0.10.44 to be restored, it must be restored on firmware 1.0.10.44 now instead of

1.0.11.27.
10. Please navigate to UCM6510 web Ul, go to Maintenance->Upgrade page, manually upload firmware

1.0.11.27 fucm6500fw.bindfilei MRedl ease UCM6510 1. ®udgfde2071®.11PRa c k ag e

CHANGES SINCE FIRMWARE VERSION 1.0.10.44

ENHANCEMENT

Added ability to sort extension status on web Ul [EXTENSION STATUS IMPROVEMENT]

Added one click enable / disable feature code [FEATURE CODE SELECTION IMPROVEMENT]
Added Uruguay time zone support [URUGUAY TIME ZONE SUPPORT]

Added distinctive ring tone support [DISTINGCTIVE RING TONE SUPPORT]

Added special character support for SFTP client account [SFTP CLIENT ACCOUNT SPECIAL
CHARACTRE SUPPORT]

Added destination directory support for data sync [DESTINATION DIRECTORY]

1 Added ring group music on hold [RING GROUP MUSIC ON HOLD]

=A =4 =4 4 =N

=
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Added CDR multi-email / time condition support [CDR MULTI EMAIL AND SPECIFIC TIME
DOWNLOAD SUPPORT]

Added blacklist anonymous call block [BLACKLIST ANONYMOUS CALL BLOCK]

Added ability to sort selected extension in eventlist [EVENTLIST: SORTING SELECTED
EXTENSION]

Added banned user list for web Ul login attempts [WEB Ul LOGIN IMPROVMENT]

Added Email template support [EMAIL TEMPLATE]

Added outbound route country restriction [OUTBOUND ROUTE: COUNTRY RESTRICTION]

Added external disk usage alert option [EXTERNAL DISK USAGE ALERT]

Added range IP input support for dynamic defense white list [DYNAMIC DEFENSE: WHITE LIST
RANGE IP SUPPORT]

Added blacklist support for Fail2ban [FAIL2ZBAN: BLACKLIST]

Added ability to reboot device from zero config page [ZERO CONFIG: REBOOT DEVICE]

Added GXP1628B template for zero config [ZERO CONFIG: GXP1628B SUPPORT]

Added PIN group support [PIN GROUP SUPPORT]

Added H-Mobile PMS support [H-MOBILE PMS SUPPORT]

Added call queue custom prompt support [CALL QUEUE: CUSTOM PROMPT]

Added call queue retry time support [CALL QUEUE RETRY TIME]

Added enhancement for anonymous call on SIP trunk [ADDED ENHANCEMENT FOR ANONYMOUS
CALLS ON SIP TRUNK]

Added "call-info" SIP header for GXP phone paging mode [ADDED KEEP THHEF®OOGALSU P

HEADER FROM GXP PHONE USING PAGING MODE]
Added authentication for inbound SIP INVITE from SIP trunk (for Broadworks)

BUG FK

=A =4 =4 =4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -8 -4 4

Fixed PJSIP pool caused crashing issue

Fixed Service check function doesné work issue

Fixed CDR auto download by month CSV file empty issue

Fixed CDR APl Sub_CDR_1 field is duplicate on JSON file

Fixed Trunk caller ID name only allow to input letter, digits and space
Fixed Trunk call back auto recording file abnormal issue

Fixed Trunk call back auto recording doesnd play prompt issue
Fixed Trunk call back only has Chinese and English voice prompt
Fixed Trunk DOD tooltips unclear issue

Fixed Trunk incoming call drops in 30 seconds

Fixed Trunk call back using failover trunk on outbound call will fail
Fixed Trunk caller ID with special characters will cause UCM crash

Fi xed Trunk inbound route blackIlist doesnot bl ock

Fixed Trunk inbound route mode 1 strip value is null
Fixed Trunk inbound route privilege level is hidden when dial trunk is enabled
Fixed Trunk inbound call transfer fails with NEXTIVA trunk when PAI is enabled
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1 Fixed Trunk: inbound route black list feature code prompt doesnd match status issue

1 Fixed Trunk: disable qualify will cause outbound call fail

1 Fixed Trunk: outbound route custom dynamic route tooltips

1 Fixed Trunk: outbound route custom dynamic route cannot display full details when it is too long

T Fixed Register Trunk SIP message abnorigwaabledbehavi or i s

1 Fixed Register Trunk NAT tooltips misleading issue

1 Fixed Register Trunk extension NAT option does not take effect when transport set to TCP

1 Fixed Register Trunk will switch to alternative IP when UCM receives any 5xx and 6xx response

1 FixedRegist er Trunk: UCM doesnét send registration update

1 Fixed Register Trunk: UCM doesnd send correct caller ID and name

T Fixed Callback outbound password doesnét take effecti

1 Fixed Active Call page will displayincor r ect cal | forward status when fAAut

1 Fixed Active Call page will display incorrect call log when two extensions dial to parking lot

1 Fixed Active Call page will generate two call records when answering ring group calls using feature
code

1 Fixed Active Call page will display incorrect extension when call forward is enabled

1 Fixed Active Call page abnormal display when calling into paging / intercom extension

1 Fixed Active Call callee carries caller® caller ID name for CC feature

1 Fixed Active Call page fax extension display issue

1 Fixed Active Call page IAX extension callee ID and name display issue

1 Fixed Active Call page doesnd display corresponding spy mode

9 Fixed Active Call will display callee as unknown when using one key dial to reach voicemail

1 Fixed Active Call page will display two records when follow me members enable auto recording

9 Fixed Active Call page display issue after clicking Apply Changes

9 Fixed Active Call page cannot hangup when monitored extension becomes abnormal

I Fixed Active Call page display issue when callee enables ring both

9 Fixed Active Call page display issue when a call is transferred to call queue operator extension

I Fixed Active Call page display issue when call queue or ring group has IAX extension member
answers the call

9 Fixed Active Call FXO port shows in use when removing PSTN line from UCM

9 Fixed Active Call doesnd have error prompt when monitoring non registered extension

1 Improved Active Call page display for transfer call

1 Improved Active Call page display for direct dial extension when calling through register trunk

1 Fixed CDR display issue when CCSS call is rejected

1 Fixed CDR caller number tooltips error

1 Fixed CDR MCB invite doesn@ have independent record

1 Fixed CDR and voice recording not show callee issue if analog line has no CID

1 Fixed CDR inbound route mode 1 will have incorrect record

1 Fixed CDR recording stops after a call is parked

1 Fixed CDR incorrect record when dialing FXS extension through paging / intercom group

1 Fixed CDR incorrect record when using follow me for remote extension
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Fixed CDR cannot display ring group record when all members in the ring group rejects the call
Fixed CDR cannot display trunk name when inbound call coming through analog / digital trunk
Fixed CDR: GXP2160 doesnda generate record when using line button to dial

Fixed CDR: invite IAX / FXS extension into conference room will have extra CDR record

Fixed CDR incorrect record for call queue members

Fixed CDR display error when filter using SIP call

Fixed CDR incorrect record when calling into IVR has no extension number

Fixed CDR peer / IAX trunk will generate two records

Fixed CDR generates two records when follow me member has FXS / IAX extension

Fixed CDR callee displays as &dwhen it is a FAX extension coming through IVR

Fixed CDR search result doesnd match search settings

Fixed CDR doesnd generate record when using FXS extension

Fixed CDR will display no call detail if call prefix contains character 06

Fixed CDR display issue when user calls conference room

Fixed CDR display issue when creating customized prompt

Fixed CDR display issue when ring simultaneously for external number is enabled

Fixed CDR display issue when using dial by name on inbound call

Fixed CDR doesnd have call details when using AMI command originate calls

Fixed CDR FXS extension ring simultaneously will have incorrect record when ring simultaneously is
enabled

=A =4 =4 -4 -4 -4 -4 -4 -4 -4 A A -4 A - - -8 - A

Fixed CDR will have incorrect record when inbound call to external number

Fixed CDR: Chinese caller ID name will cause CDR record missing

Fixed CDR: incoming call from analog trunk without CID will cause no CDR and voice record
Fixed CDR API: setting TLS bind address to IP or domain will cause error prompt issue
Fixed CDR API: cannot delete permitted IP address

Fixed CDR API: Sub_CDR_1 field is duplicated in download JSON file

Fixed Extension Can Reinvite tooltips issue

Fixed Extension Caller ID Name option incorrect tooltips issue

Fixed Extension enable WebRTC option language error

Fixed Extension: cannot reboot phone when AuthiD is different than Extension number
Fixed Extension: incorrect WebRTC option in IAX and FXS extension page

Fixed | AX Extension: batch add | AX extension shows fiv
Fixed IAX and FXS extension does not send account name when using Email to User

Fixed FXS extension voicemail doesnd require password issue

Fixed FXS extension web page error prompt when modifying analog station

Fixed FXS Hotline option doesnd have default value

Fixed FXS echo canceler doesnd work on flash dial

Fixed Basic Call wrong CID for internal calls when Ring Simultaneously is enabled

Fixed Basic Call drops because SIP INFO is rejected by UCM

Fixed Basic Call ring simultaneously with external number will cause CID display issue

=A =4 =4 -4 -4 -4 -4 -4 -4 A A A A A A A A Ao e

Fixed Basic Call cannot record 3-way conference
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Fixed Basic Call cannot use feature code *0 to cancel attend transfer
Fixed Basic Call error prompt when using feature code *40 to add blacklist
Fixed Basic Call attend transfer Chinese language prompt error

Fixed Basic Call:
Fixed Basic Call:
Fixed Basic Call:
extension

Fixed Basic Call:
Fixed Basic Call:
Fixed Basic Call:
Fixed Basic Call:
Fixed Basic Call:
UCM crash
Fixed Basic Call:
Fixed Basic Call:
Fixed Basic Call:
Fixed Basic Call:
Fixed Basic Call:
Fixed Basic Call:
Fixed Basic Call:
Fi xed BL

parking call in occupied parking lot will connection two calls together
UCM cannot differentiate a call received on specific inbound route
extension will have abnormal status when previously delete and re-create the same

UCM cannot display extension status correctly when extension re-register on UCM
UCM cannot display extension status correctly after UCM reboots
video call with different codec will cause preview display abnormal
codec negotiation will fail if UCM has 183 response
cancel call from caller side when callee enables unconditional forward will cause

blind transfer will cause UCM to display incorrect caller ID
CCSS fail to call back when TEL URL via trunk is enabled
CCSS publish message exception caused system crash
UCM doesnd use same codec from negotiation when receiving 183 response
caller ID number will cause CCSS fail
time condition doesnd take effect
hold call feature issue
F&Eventlist: when one member cked

pi up

message to other members

Fixed BLF&Eventlist: cannot monitor remote parking lot when outbound pattern is prefixed with ® 6
Fixed BLF&Eventlist: UCM will reply incorrect expire when subscribe updates in dialog

Fixed BLF&Eventlist: UCM will send notify to private IP address when NAT option is enabled

Fixed BLF&Eventlist: UCM will send second refresh subscribe to private IP address when NAT option

is enabled

Fixed ZeroConfig
Fixed Ze
Fixed ZeroConfig
Fixed ZeroConfig
Fixed Ze

Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:

: GXV3275 auto answer call-info preview error
roConfig: GXV3240 templ ate
: GXV3140 has error web access mode p value from UCM
: GXP2140 device missing account 2 option in custom config page
roConfig: GXP2135 templ at e
GXP1610 XML template caused CGI crash

GXP1625 cannot auto pick extension from UCM
GXP1600 series cannot obtain LDAP phonebook XML file from UCM
GXP1628 upgrade method issue

GXP2200 fail to auto assign extension after deleting the original extension

doesnot show

doesnot i ncl

GXP2200 preview and web access mode doesn& match
GAC2500 cannot auto assign and pick up extension

DP715 NAT traversal doesn& have UPNP option

GSWave cannot obtain correct p value for auto answer from UCM
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Fixed ZeroConfig doesnd display null when extension number is not set

Fixed ZeroConfig cannot auto discover in VLAN

Fixed ZeroConfig deleting device from zero config page will cause error prompt

Fixed ZeroConfig disabled template still shows as active in the template list

Fixed ZeroConfig global policy tooltips multi-language issue

Fixed ZeroConfig global policy doesnd display XML phone book size

Fixed ZeroConfig global policy XML phone error prompt language display issue

Fixed ZeroConfig global policy set to manual cannot display related configuration options

Fixed ZeroConfig global policy allow to upload all file format as firmware

Fixed ZeroConfig global policy allow to upload all file format as XML phone book file

Fixed ZeroConfig global policy error prompt when deleting template

Fixed ZeroConfig global policy has incomplete tooltips

Fixed ZeroConfig cannot modify MPK and MPK EXT board settings

Fixed ZeroConfig cannot redirect user to zero config page when zero config is disabled

Fixed ZeroConfig doesné6t support concurrent registrat
Fixed ZeroConfig reboot the device on extension page caused crash

Fixed ZeroConfig doesnd support concurrent registration

Fixed ZeroConfig will auto assign deleted extension to device

Fixed ZeroConfig cannot provision devices when UCM has class B IP address

Fixed ZeroConfig abnormal display when template name has special characters

Fi xed ZeroConfig account preview doesndt match conf i
Fixed ZeroConfig: some IP will cause error prompt funable to update your requesto

Fixed ZeroConfig cannot set device IP in range of 172.16.0.255 and 172.16.1.0

Fixed ZeroConfig auto discover will fail if DHCP server has changed

Fixed ZeroConfig auto discover cannot display class B range IP address

Fixed ZeroConfig abnormal display when reset model template LDAP phone book to default

Fixed ZeroConfig vulnerability about HTTP header injection

Fixed ZeroConfig extension cannot display in device list

Fixed ZeroConfig auto discover issue

Fixed ZeroConfig pick up extension requires device to reboot when updating from model update page
Fixed Voicemail: Skip Voicemail Password Authentication is still active when voicemail is disabled
Fixed Voicemail: UCM sends email to member whose voicemail box is full

Fixed Voicemail: reply voice message to sender through peer trunk will fail

Fixed Voicemail: UCM will save voicemail for deleted extension

Fixed Voicemail: status doesnd display extension voicemail after UCM reboots

Fixed Voicemail: email attachments invalidity issue

Fixed LDAP QR code doesné6ét contain public I P address
Fixed LDAP cannot auto fill in extension last name when importing VCF format phonebook

Fixed LDAP mobile, home and fax number cannot contain character 0

Fixed LDAP doesnd stop sending request after timeout when LDAP sync fails

=A =4 =4 -4 -4 -4 -4 -4 —a —a —a a A A A A S oA oA A A A A A A A A A e e e

Fi xed Backup doesndt have complete CDR information
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Fixed Backup cannot restore default extension music on hold after factory reset

Fixed Backup cannot display file list on USB

Fixed Backup cannot fully restore backup files

Fixed Backup: no error prompt when trying to download backup file when external media is
unplugged

Fixed Backup: cannot restore MOH when restoring voice prompt files

Fixed Backup: deleted IVR still existed in the backup file causing callback issue

Fixed Backup: refreshing web Ul during backup will cause UCM fails to reboot

Fixed I VR dial 6006 for operator voice prompt
Fixed IVR cannot record new prompt from extension issue

Fixed IVR time out and invalid destination CDR display incorrect issue

Fi xed Conference: joining conference doesnbt
Fixed Conference: muted member cannot be displayed on web Ul

Fixed Conference background noise not handled correctly issue

Fixed Conference no join tone after user is invited to conference room

Fixed Conference busy tone is too long when user rejects the invitation

Fixed Conference meeting time is not accurate issue

Fixed Conference invited member bridging local MCB will fail

Fixed Conference playing MOH music when invited member holds the conference

Fixed Conference MOH can be initiated from any joined users

Fixed Conference DTMF inband password doesnd work for remote conference room

Fixed Conference admin privilege user can clean up conference schedule

Fixed Conference mute all option can mute other administrators in the same conference room
Fixed Conference doesnd play hold music issue when single member in the conference room
Fixed Conference admin press ¢d6doesnd play correct prompt

Fixed Conference members who are invited from web Ul into the conference room cannot use
conference menu

Fixed Conference: incorrect first name in the email when receiving invitation at remote side for
scheduled conference

Fixed Conference SIP subscription is not cleared when an invited user rejects the call

Fixed Conference choppy voice when both PCMU and G722 codec are used in conference room
Fixed Conference: recording is always activated even auto recording options is disabled

Fixed Conference: admin cannot hear voice prompt when entering conference room as first person

incorrec

hear

Fixed Conference: web Ul doesn& update status when members are mute / unmute by admin using

*83

Fixed Conference: web Ul doesna update status when admin lock / unlock conference room

Fixed Conference schedule can still add MCB when scheduled conference has reached maximum
capacity

Fixed Conference scheduled cannot count invited members properly when they are not available
Fixed Conference schedule doesnd sort the local extension

Fixed Conference schedule error prompt when scheduling conference time
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1 Fixed Conference schedule email invitation has password when password is not required
T Fixed Conference CCM: invited user cannot use CCM mer
1 Fixed Conference CCM: lock / unlock conference using CCM / web Ul doesnd play voice prompt
1 Fixed Conference CEIl: GXP user fails to display conference info when more than 24 members are in
the conference room
1 Fixed Conference CEl memory leak issue when members join the conference and subscribe CEI
1 Fixed Conference CEI notify doesndt carry invite status
1 Fixed Conference CEI count error after MCB is created or kicked
1 Fixed Conference CEl MCB cannot display remote user
1 Fixed Conference CEI cannot show remote conference after MCB via SIP register trunk
T Fixed Conference CEIlI doesndt take effect when UCM r es
1 Fixed Conference CEIl doesnd update mute / unmute status
1 Fixed Conference CEI user subscription doesnd clear up after being kicked out of the conference
room
1 Fixed Conference CEI: customized caller ID will cause conference CEI display abnormal

1 Fixed Conference CEIl: UCM will crash when user kicks MCB which has unsuccessful CEl re-
subscription

T Fixed Conference CEI : UCM doesndt s angfbatunecdde 82 t o me mt

1 Fixed Conference CEI: abnormal encode header in NOTIFY message when more than 19 members
join local conference and subscribe CEI

1 Fixed Conference CEIl: when more than 32 members join and leave conference with CEI enabled will

cause UCM system crash

Fixed SLA will have miss call record when inbound call to SLA station

Fixed PBX Status display issue when ring group members are no longer available

Fixed PBX Status call queue member display issue

Fixed PBX Status CGlI disconnect and abnormal display

Fixed PBX LDAP server web Ul Spanish display issue

Fixed PBX office/holiday web page language prompt error

Fixed PBX FXS status display error

Fixed SPY Whisper mode abnormal behavior when trying to monitor idle extension

Fixed SPY plays error extension number when monitoring FXS extension

Fixed SPY: call barging display issue when monitoring external number

Fixed SPY: monitoring invalid extension doesn@ have error prompt

Fixed SPY: voice prompt is incorrect when using feature code to monitor FXS extension

=A =4 =4 -4 -4 -4 -4 -4 -4 -4 -8 - -5

Fixed SPY: monitored extension set to unconditional forward will cause web Ul display two identical

calls in active call page

1 Fixed Follow me: using feature code *80 / *81 to call follow me members will cause web Ul display
two identical calls in active call page

1 Fixed Follow me: voice prompt error when default destination is IVR

1 Fixed Troubleshooting capture filter can have special characters

1 Fixed voice prompt doesn& match web Ul language selection
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Fixed WebRTC smart route enable destination option to gray

Fixed WebRTC: special characters in the TURN server password will cause prompt fail to update data
Fixed WebRTC: tooltips issue for iMax bandwidthdoption in Chinese

Fixed Google service will stop working when restore backup file

Fixed Fax file name multi-language display issue

Fixed Paging Intercom tool tips typo

Fixed Paging Intercom feature code *81 doesna work issue

Fixed Paging Intercom cannot display caller ID name issue

Fixed Paging Intercom abnormal behavior after reset user data when Paging Intercom has
customized prompt

Fixed Ring Group cannot modify extension number when ring group voice mail is enabled
Fixed Ring Group ring in order issue when there are remote members in the ring group
Fixed Ring Group call will drop in 20 seconds when the call is transferred to extension& voicemail
Fixed Upgrade: upgrade has a low chance will fail when upgrade to latest firmware

Fixed Fax / T.38 has incorrect tooltips

Fixed Fax / T.38 doesnd work correctly on SIP trunk

Fixed System Event: alert contacts can apply same email address when change different web Ul
language

Fixed System Event: incorrect alert for fi5IP Outgoing Call Throughdprompt

Fixed System Event will generate SIP Lost Registration alert to unregistered extension

Fixed System Event doesnd generate SIP fail warning when registration failed

Fixed System Event warning email notification can be enabled when email address is not set
Fixed System Event Disk Usage alert only detects data partition

Fixed System Crash caused by no SDP content in SIP INVITE header

Fixed System is vulnerable to XSS attack

Fixed System: DNS query caused system crash

Fixed DISA: call completion mode will cause user fail to use DISA

Fixed DISA call will enter voicemail when DISA call is being transferred and hung up

Fixed AMI: originating a call from AMI interface cannot leave a voicemail when callee rejects the call
Fixed Operation log: IVR key event language display abnormal

Fixed Operation log: super admin login to UCM doesn& generate operation log

Fixed Operation log: some operations dond have page detail in operation log

Fixed Operation log tooltips unclear issue

Fixed Operation log: IP address doesn have valid format restriction

Fixed Setup Wizard register trunk with cannot be saved with some specific settings

Fixed NAT: UCM IP NAT update issue

Fixed SIP option request is rejected with 403 response

Updated bundle of CA root certificates

Fixed E1/T1/J1: missing last digit when prepending prefix for trunk

Fixed E1/T1/J1: cannot apply different signaling method

Fixed E1/T1/31: inbound call failed when DID pattern sets to ik./!0
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1 Fixed E1/T1/J1: UCM will send out wrong caller ID when local and remote side has same extension
1 Fixed E1/T1/J1: UCM crash when calling into conference using E1 PRI signaling
1 Fixed E1/T1/J1: active call page will display incorrect caller ID when switching between PRI and EM

NEW FEATURES OVERVIEW

This section lists major new features and describes ho\

EXTENSION STATUSMPROVEMENT

The UCM6510 has new layout for extension status under web Ul. Extensions will be automatically sorted based
on their status: idle, ringing, talking or unavailable, and display them accordingly on the web Ul status section.

Extensions [-1
[ All' | Aralog || IAX || SIP || WebRTC || Ring Groups | Veicemail Grouos ®
Status =) Extension Name/Label Messags Type
1000 0/0/m Sir
1002 0/aim sIP
[ ] 1001 0/aim SIP
2000 0/aim sIP
Total: & Show: 111 Go m:|:|m

FEATURE CODISELECTION IMPROVEMENT

The UCM6510 now allows user to one click enable / disable specific feature code. To configure this feature,
please navigate to web Ul-> PBX->Internal Options->Feature Codes->Feature Codes.
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Feature Codes
Reset All Default All
g

(@ Voicemail Access Code: 08 v
(i) Agent Pause: g3 v
() Paging Prefix: *g1 v
() Blacklist Add: 40 v
() Call Pickup on Ringing: v
(i) Direct Dial Voicemail Prefix: v

e e e e @ e

My Voicemail

Agent Unpause

Intercom Prefix:

Blacklist Remove:

Pickup Extension:

Call Completion Request

‘97 v
84 v
*80 v
41 v
8 v
1 v

By default, all the feature codes are enabled. Unchecking the box will disable the feature code.

URUGUAY TIME ZONBUPPORT

Uruguay time zone with day light saving is now supported on the UCM6510. This feature can be found under

web Ul-> Settings->Time Settings->Auto Time Updating->Time Zone from the time zone list.

Auto Time Updating

(i) Remote NTP Server:

(i) Enable DHCP Option 2:
(i) Enable DHCP Option 42:

Time Zone:

Self-Defined Time Zone:

nip.ipvideotall.com

W

b

GMT-08:00 (US Pacific Time, Los Angeles)

GMT-04:00 (Atlantic Time)

GMT-04:00 (Atlantic Time (New Brunswick))
GMT-03:30 (Newfoundland Time)
GMT-03:00 (Greenland)

GMT-03:00 (Brazil, Sao Paulo)

GMT-02:00 (Argentina)

GMT-03:00 (Uruguay time)
GMT-02:00 (Uruguay daylight saving time)

GMT-02:00 (Mid-Atlantic)

GMT-01:00 (Azores, Cape Verde Is.)
GMT (Edinburgh, Casablanca, Monrovia)
GMT (London, Great BEritain)

GMT (Lisbon, Portugal)

GMT (Dublin, Ireland)

GMT+01:00 (Brussels, Vienna, Warsaw)

GMT+02:00 (Helsinki, Athens, Tallinn)
GMT+02:00 (Kyiv, Ukraine)

GMT+03:00 (Kuwait, Baghdad, Tehran, Nairohi)

GMT+01:00 (Roma, Paris, Madrid, Prague, Berlin, ...

GMT+02:00 (Israel, Cairo, Athens, Istanbul, Bucharest
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DISTINGCTIVE RING TONE SUPPORT

The UCM6510 now supports to have distinctive ring tone when an inbound call is coming from call queue / IVR /
inbound route / extension. Users can configure the falert-infoofiled to select different ring tone for a specific
incoming call.

1. Call Queue configuration, please navigate to web UIl->PBX->Call Features->Call Queue->Create New
Queue/Edit Queue->Queue Options->Alert-Info.

Queue Options

@ Ring Timeout 15 @ Wrapup Time " 15
@ Retry Time - 5

(@ Max Queue Length ™ 0 (i) ReportHold Time:

(D Wait Time: () Auto Record:

(i) Enable Destination: Disable v (@ Queue Timeout”™

'11,' Fail Over Destination *Z

(D) Alert-Info: ||\|Ull'1E | v | (i) Enable Feature Codes:

2. IVR configuration, please navigate to Ul->PBX->Call Features->IVR->Create New IVR/Edit IVR->Alert-
Info.
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Create New IVR

Basic Settings  Key Pressing Events
(® Name:
(@) Extension: 7000
(@) Dial Trunk:
@ Dial Other Extensions: " Extension Conference Call Queue Ring Group
Faging/intercom Groups Voicemail Groups
Fax Extension Dial By Mame All
@ Alert-Info: Mone v
@ Welcome Prompt: welcome *  Prompt
(@ Digit Timeout 3
(@ Response Timeout ™ 10
(i) Response Timeout Prompt: ivr-create-timeout v  Prompt
(i) Invalid Prompt; invalid v Prompt
@ Fesponse Timeout Repeat 3 oo-
Loops:
[ | EX3

3. Inbound route configuration, please navigate to web UIl->PBX->Basic / Call Routes->Inbound Routes->
Create New Inbound Routes/Edit Inbound Routes->Alert-Info.
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Create New Inbound Rule X

@ Trunks " SIPTrunks — test -

(i) DID Pattern -

/
“ p:
() Prepend Trunk Name:
(@) Prepend User Defind Name:
(i) Aler-Info: Maone |v|
(i) Inbound Multiple Mode:

4. Extension configuration, please navigate to web UI->PBX->Basic / Call Routes->Extension->Create / Edit
Extension->Media to configure Alert-info.

Edit Extension: 1000

Basic Seftings Media Features Specific Time
SIP Settings

(D MAT v (© Can Direct Media: Mo v
@ DTMF Mode: RFC2833 v @ TEL URI: Disabled L
@ Enable Keep-alive: @ Keep-alive Frequency -
(D AlertInfo; Mong v (i) Fax Mode: Nang v
@ Enable T.38 UDPTL: @ SRTP: Disabled -
@ Strateqgy: Allow All v
@ Codec Freference: Available Codecs Selected Codecs

AAL2-GT26-32 " FCMU "

ADPCM % PCMA g

G723 GSM

H.263 © G728 @

H.263p » ® G722 - @
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SFTP CLIENT ACCOUNT SPECIAL CHARACTRE SUPPORT

The UCM6510 now supportss pe c i a l characters for SFTDPrhicchangemliobwsaccount |
user to use email address as SFTP accounts. To configure this feature, please navigate to web Ul->
Maintenance->Backup->Data Sync->Account.

Data Sync Configuration
(i) Enable Data Sync; v

Choose Data Sync Files: v CDR Records + Recording Files + Voice Mail + Fax +  All
@ Account - test@grandstream.com
(i) Password: Q
(@ Server Address
(i) Destination Directory:
@ SyncTime™

==3 “save

DESTINATION DIRECTORY

The UCM6510 now allows users to specify the destination directory on SFTP server for backup file. If the
directory doesnd exist on the destination, UCM6510 will create the directory automatically. To configure this
feature, please navigate to web Ul->Settings->Recordings Storage->Recordings Storage. Users could choose
USB, SD card or Local disk as destination.

Data Sync Configuration

(i) Enable Data Sync:

Choose Data Sync Files: CDR Records Recording Files Voice Mail Fax All
Account”

Password: 9

Server Address -

Destination Directory:

©lele ©

SyncTimea:

m Test Connection Synchronize All Data m

GRANDSTREAM NETWORKS RELEASE NOTE FOR F/W 1.0.11.27 PAGE 20



GRANDSTREAM

CONNECTING THE WORLD

RING GROUP MUSIC ON HO

The UCM6510 now supports music on hold for ring group. Users can upload custom prompt for specific ring
group. Please navigate to web UIl->PBX->Call Features->Ring Group->Create New Ring Group/Edit, from the
drop down menu, select the hold music from music on hold class to play for the ring group.

Ring Group Options

Ring Strategy: Ring in order v
@ |Music On Hold: default v
(i) Custom Prompt: Mone +  Prompt
() Ring Timeout on Each 10
Member (s)"
(i) Auto Record: v

CDR MULTI EMAIL AND SPECIFIC TIME DOWNLOAD SUPPORT

The UCM6510 now supports CDR multiple email recipients and ability to configure specific hour to receive the
CDR record. To have more than one email recipients, please separate each email address by semi-colon. If
hour field is configured, UCM6510 will send out CDR at specified time. To configure this option, please navigate
to web Ul->Status->CDR->CDR->Automatic Download Settings.

Automatic Download Settings X

Automatically send the new CDR records to the configured Email at a certain period. If you want to
upload the CDR records to FTR/TFTP server, please go to the Data Sync page to configure.

Enable: v
(i) Automatic Download Period: By Day A
@ Hour: EE
@ Email" testi@arandstream.com;tes: Email Template

J sae |
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BLACKLIST ANONYMOUS CAIBLOCK

The UCM6510 supportsu s er s t o a d d calferAcmBiacklisttooblock dalls which do not have caller ID
and caller ID name. To configure this feature, please navigate to web UI->PBX->Basic->Inbound Routers->
Blacklist->Add Blacklist Number.User s shoul d type in AAnonymousodo to enabl e

Blacklist X

The hlacklist (by CallerlD) is used for all inbound routes.

(i) Blacklist Enable; v

Blacklist Manage

(i) Blacklistlist Anonymous

Total: 1

@ Add Blacklist Mumber: @

(i) Blacklist File:

EVENTLIST: SORTING SELECTED EXTENSION

The UCMG6510 now supports sorting selected extension manually in eventlist. Users can now arrange the order
of selected extensions. This feature can be found under web Ul-> PBX-> Call Features-> Eventlist.
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Edit Event List : TestEventList X

@ URI*: TestEventList
(i) Local Extensions:
Available Extensions/Extension Groups Selected Extensions/Extension Groups
1003 - (Gp 1000 A )
1004 ©) 1002 @
1005 © 1001 )
1006 ® @
1007 - -
(i) Remote Extensions:
Available Extensions Selected Extensions
@ - @
@ @
@ ©®

WEB Ul LOGIN IMPROVMENT

The UCM6510 now adds login retry limits to prevent brutal force decryption. Users can configure maximum
failed login attempts, once the limit is reached, the IP address will be banned for a period of time based on
user® configuration. In addition, user can also add specific IP address to the white list to avoid restrictions. This
feature can be found under web Ul->Settings->Login Settings->Login Settings.

Login Settings

(@) User Login Timeout - 0
(i) User max number of try Iogin*: 5
@ Userpreventlugintime*: 5

Login Banned User List

Mo Login Banned User defined.

Login White List

[ Add |
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EMAIL TEMPLATE

The UCM6510 now supports email template for email notifications. Users can modify templates to be used in
appropriate scenarios. This feature can be found under web Ul->Settings->Email Settings->Email Templates.

Settings >> Email Settings >> Email Templates

Email Templates

Type Name Time Options
Conference Schedule conference_template html 2016-03-24 11:49:14 UTC-07:00
Alert Events sendAlertMail.html 2016-03-24 11:49:14 UTC-07:00
Extension account_template html 2016-03-24 11:49:14 UTC-07:00
Voicemail voicemail_template.htm| 2016-03-24 11:49:14 UTC-07:00
CDR auto_cdr2email.html 2016-03-24 11:49:14 UTC-07:00
Fax fax2email himl 2016-03-24 11:49:14 UTC-07:00
User Password sendPasswordMail.html 2016-03-24 11:49:14 UTC-07:00

Total: 7 Show: 11 Goto:l:l

To configure an email template, simply click the button under Options column, and edit the template as
desired.

Edit Email Template: Alert Events

Template Variables: ${MAC}: MAC Address
S{WARNING_MSG} - Warning message

Subject: UCM System Event

Message: B I U X K P A-aww-iz-iz-a [ L~ 5 - 1=~ Pamagraph - Arial -

16px J  BIEEEE S M =

[Device Mac addr: ${MAC}]

S{WARNING_MSG}

m Restore Default Template
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OUTBOUND ROUTE: COUNTRY RESTRICTION

The UCM6510 now allows users to put country code restrictions on specific outbound routes. Once the
restriction is enabled, call to the restricted country cannot be placed on that specific trunk. To configure this
feature, please navigate to web Ul->PBX->Basic->Outbound Routes->Country Codes.

Country Codes

(i) Disabled Country Codes: " e
+ South America
+ Europe
+ Asia and the Middle East
+ Africa
+ Australia

=X E

EXTERNAL DISK USAGE ALERT

The UCM6510 now can send alert for external disk usage. If this alert is turned on, once external disk, such as
USB / SD card, reaches the predetermined threshold, UCM6510 will send notification to email recipient. This
feature can be found under web Ul->Status->System Event List->External Disk Usage.

Status >> System Events >> Alert Events List
@ Email Send Cycle
== EX
[ | | ) |
Event Name Alert Email Notification Parameter settings
Disk Usage \_ OFF . OFF
External Disk Usage ON . \_J OFF
Modify Super Admin Password . OFF \_J OFF
Memory Usage ON ) . OFF
System Reboot \_ OFF . OFF
System Update \_/ OFF . OFF
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DYNAMIC DEFENSE: WHITE LIST RANEAP SUPPORT

The UCM6510 now supports white list to filter range of IP and ports. Users can determine range of IP in the
white list instead of keying in IP one by one. This feature can be found under web Ul->Settings->Firewall->
Dynamic Defense->Dynamic Defense.

Dynamic Defense

Dynamic Defense

Dynamic Defense Enable: v
@ Feriodic Time Interval{imin): 1
(i) Blacklist Update Interval(s): 120
(i) Connection Threshold: 100
(@ Dynamic Defense Whitelist: | 192.168.124.100-

192.168.124.150 1000:9000

Blacklist

FAIL2BAN: BLACKLIST

The UCM6510 now supports fail2ban blacklist, users will be able to view the IPs that have been blocked by
UCMB6510. This feature can be found under web Ul->Settings->Fail2Ban->Blacklist.
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Fail2ban
Global Settings
() Enable Fail2Ban: v
(@ Banned Duration " &0 {seconds)
(@) Max Retry Duration - 500 (seconds)
(@ MaxRetry" 3
0] Fail2ban Whitelist - 127.0.0.1/8 @
Local Settings
Asterisk Service:

Blacklist

Concer J"save

ZERO CONFIG: REBOOT DEVICE

The UCM6510 now supports rebooting discovered device from zero config page. To use this feature, please
navigate to web UI->PBX->Zero Config->Zero Config, by clicking the reboot button under Options tab.

Manage Zero Config

| suto Discover ' create NewDevice [ Delete Selected Devices W Modity Selected Devices [l Reset A Extensions

ND0EFIEAZOD 152168 A0 248 = 10141 GRANDSTREAM HTS = _‘;-" it d e

ZERO CONFIG: GXP1628B SUPPORT

The UCM6510 now has GXP1628B model available for zero config.
1. To config this model, please first download it from web Ul-> PBX-> Zero Config-> Model Update->
Model Template Package List-> GXP1628B.
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Model Template Package List
Vendor Model Version (Remote/Local) Size Option

Grandstream DP750 1.01.0 26K
Grandstream GAC2500 1.1- 24K
Grandstream GSWave 1.0 8.0K
Grandstream GVC3200 1.1+ 18K
Grandstream GVC3202 1.1- 13K
Grandstream GXP1100 1.0~ 729K
Grandstream GXP1105 1.0 297K
Grandstream GXP1600C 1.0~ 21K
Grandstream GXP1628B 1.0 23K
Grandstream Surveillance 1.0~ 12K

Toal:10 Show: 11 Goto:[ |

2. After installing GXP1628B model template, Please navigate to Model Templates page to configure
GXP1628B template as desired.

Create New Template X

@ Model ™ |GRANDSTREAM GXP1628B| v |

(@ Template Name ™
(i) Description:

'ﬁ) Default Model Template:

(i) Active: v

PIN GROUP SUPPORT

The UCM6510 now supports pin group. Once pin group is configured, users can apply pin group to specific
outbound routes. When placing a call on pin protected outbound routes, caller will be asked to input the group
pin number.
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Create New PIN Group

+ Grandstream yes

Total1 Show:11 Goto:[ |

Please note, if pin group is enabled on outbound route level, password, privilege level and enable filter on
source caller ID will be disabled.

(@ Calling Rule Name ™ Tes|
@ Pattern” —
P
(@ call Duration Limit:
(i) PIN Groups: Grandstream v
(i) Password:
(i) Privilege Level: Disable +  Warning: Setting privilege level at 'Disabled" will lead to this
rule can only be used by matched Source Caller 1D,
G} Enahle Filter on Source Caller
ID:

If pin group CDR is enabled, the call with pin group information will be displayed as part of CDR under Account
Code field.

DIAL "John Doe” 1000 2000 [Trunk: TEST) 0:00:00 0:00:00 pin2/Grandstream

DIAL “John Doe” 1000 2000 [Trunk; TEST) 0:00:00 0:00:00 pin1/Grandstream
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H-MOBILEPMS SUPPORT

The UCM6510 now supports PMS hotel features for H-Mobile. By accessing the PMS feature, users will be able
to handle / update hotel room requests, such as room check in / out, wake up call, room service request etc. To
configure PMS settings, please navigate to web UI->PBX->PMS.

Basic/Call Routes

Room Status

Room Number Extension Room Status User Name

1000 1000 1000 Checkout John Doe

Total: 1 Show: 11 Goto:l:lm

CALL QUEUECUSTOM PROMPT

The UCM6510 supports custom prompt feature in call queue. This custom prompt will active after the
caller waits for a period of time in the Queue. Then caller could choose to leave a message/ transfer to
default extension or keep waiting in the queue.

To configure this feature, please go to UCM web Ul->PBX->Call Features->Call Queue->Create New
Queue/Edit Queue->Queue Options->set Enable Destination to Enter Destination with Voice Prompt.
Users could configure the wait time with Voice Prompt Cycle.

Queue Options
(i) Ring Timeout™ 15 (@ Wrapup Time™: 15
@) Retry Time" 5
(1) Max Queue Length - 0 (i) ReportHold Time:
(D) Wait Time: (i) Auto Record:
(D] Enable Destination: Enter Destination With... = @ Voice Prompt Cycle - 60
(D Fail Over Destination™ [VR |+ ] v (i) Custom Prompt: Mone v
(i) Alert-Info: MNone v (i) Enable Feature Codes:
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Users now can change retry time in call queue. Retry time will determine the time for a call in the call queue to
wait before ringing the next agent. This feature can be found under web UI->PBX->Call Features->Call Queue,

click on create / edit to modify the retry time value.

Queue Options

(1) Ring Timeout " 15 (@ Wrapup Time " 15

@ Retry Time "

(1) Max Queue Length ™ 0 (i) ReportHold Time:

(i) Wait Time: (i) Auto Record:

(i) Enable Destination: Disable v (D Queue Timeout”

(1) Fail Over Destination -

(i) Alert-Info: Bellcore-dr1 v (i) Enable Feature Codes:
ADDED ENHANCEMENT FOR ANONYMOUS CALLS ON SIP TRUNK
The UCM6510 now supportst o add SI P Trunk | NVITE fAprivacy=fullo
an external number from a detected extension.
I $$%S +%%0 4)(.%/B#!3,),0 (% $%2 &2/- '80 O0(/.% 53)."

The UCM6510 supports GXP Phone with Paging Mode instead of dialing *81. When GXP phone using
paging mode to dial, user doesna need to dial feature code *81 for paging mode to take effect.
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FIRMWARE VERSION 1.0.10.44

PRODUCT NAME
UCM6510

DATE
04/22/2016

IMPORTANT UPGRADING NOTE

f

For UCM6510 that®& already on 1.0.10.39 /1.0.10.42, please upqgrade to 1.0.10.44 directly using
Nucm6510fw.bino file. Backup your data (including configuration) before upgrading is _highly

recommended.

For UCM6510 that& still on 1.0.2.7 (or lower), please follow upgrading instructions to upgrade
to 1.0.10.44.

Backup, Backup, Backup, ves, backup your data (including configuration) before doing any

firmware upgrade! (An SD card or USB Flash Drive is needed for backup purpose.)

For UCM6510, upgrading from firmware version 1.0.2.7 (or lower) to firmware version 1.0.10.44
directly is not supported. Please upgrade to 1.0.2.97 (in the firmware package) first, before
upgrading to 1.0.10.44. The firmware upgrading process should be 1.0.2.7 (or lower) ->1.0.2.97
->1.0.10.44.

The UCM6510 will be reset to factory default settings after upgrading to 1.0.10.44. Users need

restore backup file manually or re-configure after upgrade. Therefore, it is VERY IMPORTANT

to_ manually BACKUP data on the UCM6510 before upgrade. Users will also be requested for
backup when upgrading from 1.0.2.97 to 1.0.10.44.

Once upgraded to 1.0.10.44, downgrading to 1.0.2.7 (or lower) is not supported.

CHANGES SINCE FIRMWARE VERSION 1.0.10.42

ENHANCEMENT

il

Added Zero Config DP750 support
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1 Added Configure framing with 'esf' or 'd4' in T1/J1 (6510)

BUG FIX

1 Fixed PJSIP pool caused crashing issue
1 Fixed CDR auto download by month CSV file empty issue
1 Fixed CDR API Sub_CDR_1 field is duplicate on JSON file

NEW FEATURES OVERVIEW

This section lists major new featuresanddes cr i bes how to use it from the us

ZERO CONFIG DP750 SUPPORT

The UCM6510 now supports DP750 model template on Zero Config page.

1. Please navigate to web Ul-> PBX-> Zero Config-> Model Update page to download DP750 model
template.

rrrrrrrrrrr

Status PBX Settings Maintenance

—

PBX >> Zero Config >> Model Update

Update Model Packages

Upload Model Template Package

() Choose Model Package to © Upload
Upload:

Model Template Package List

Vendor Model Version (Remote/Local) Size Option

Grandstream DPT50 1.01.0 26K

2. After installed DP750 model template, Please navigate to Model Templates page to configure DP750
template as desired.
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Create New Template

@ Wodel” I GRANDSTREAMDPTSUI

@ Template Mame”:

() Description:

() Default Model Template:

) Active: v

Create New Template

3500/ 24%% &2! -) ." 7) 4 ( Ow3&b6 /2 O$16
The UCM6510 now added framing option with 'esf' or 'd4" in T1/J1 digital trunk

This option can be found under web Ul-> PBX-> Ports Config-> Digital Hardware-> Edit Digital Ports->
Basic Settings
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Edit Digital Ports X

Span Type:
Clock:
Signaling*:
LBO:

RX Gain:
TX Gain:
Codec:

Flay Local RET:

© @ © © © © © 0 ©

Framing:

Basic Settings Advanced Settings

T
Slave v
PRI_CPE v

0db(C5U)/0-133 feet (DSX-1)  »

0 v
0 v
Default v
esf n
esf
d4
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FIRMWARE VERSION 1.0.10.42

PRODUCT NAME
UCM6510

DATE
03/28/2016

IMPORTANT UPGRADING NOTE

T Backup, Backup, Backup, ves, backup your data (including configuration) before doing any
firmware upgrade! (An SD card or USB Flash Drive is needed for backup purpose.)

1 For UCM®6510, upgrading from firmware version 1.0.2.7 (or lower) to firmware version 1.0.10.42
directly is not supported. Please upgrade to 1.0.2.97 (in the firmware package) first, before
upgrading to 1.0.10.42. The firmware upgrading process should be 1.0.2.7 (or lower) ->1.0.2.97
->1.0.10.42.

1 The UCM6510 will be reset to factory default settings after upgrading to 1.0.10.42. Users need
restore backup file manually or re-confiqure after upgrade. Therefore, it is VERY IMPORTANT
to manually BACKUP data on the UCM6510 before upgrade. Users will also be requested for
backup when upgrading from 1.0.2.97 to 1.0.10.42.

1 Once upgraded to 1.0.10.42, downgrading to 1.0.2.7 (or lower) is not supported.

CHANGES SINCE FIRMWARE VERSION 1.0.10.39

BUG FIX

T Fixed Regi Bronedro nTariunnok cfionf i gurati on causes register me
T Fixed Regi st edronTariunnok cfioFnrfoingur at i displayéssusses trunk statu
1 Fixed Trunk outbound CID not carried issue
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FIRMWARE VERSION 1.0.10.39

PRODUCT NAME
UCM6510

DATE
02/03/2016

IMPORTANT UPGRADING NOTE

9 Backup, Backup, Backup, ves, backup your data (including configuration) before
doing any firmware upgrade! (An _SD card or USB Flash Drive is needed for backup

purpose.)

1 For UCM®6510, upgrading from firmware version 1.0.2.7 (or lower) to firmware version 1.0.10.39
directly is not supported. Please upgrade to 1.0.2.97 (in the firmware package) first, before
upgrading to 1.0.10.39. The firmware upgrading process should be 1.0.2.7 (or lower) ->1.0.2.97
->1.0.10.39.

1 The UCM6510 will be reset to factory default settings after upgrading to 1.0.10.39. Users need
restore backup file manually or re-configure after upgrade. Therefore, it is VERY IMPORTANT
to manually BACKUP data on the UCM6510 before upgrade. Users will also be requested for
backup when upgrading from 1.0.2.97 to 1.0.10.39.

1 Once upgraded to 1.0.10.39, downgrading to any previous version is not supported.

UPGRADING INSTRUCTIONS
Following are the upgrade steps from 1.0.2.7 to 1.0.10.39.

11. Upgrade UCM6510 from firmware 1.0.2.7 to 1.0.2.97 wusi

12. When the UCM®6510 is on firmware 1.0.2.97, open a web browser on a PC connected to the same
network as UCM6510 to log in UCM6510 web Ul. Go to Maintenance->Upgrade page, manually
upl oad fAucm6500dihbchindpgrladedondecti on from your PC.

13. Once the UCM6510 finishes loading the ucm6500dpt.bin file successfully, it will reboot and
automatically boot into recovery mode.

14. In recovery mode, the UCM6510 LCD will display its IP address. Please type this IP address in the
web browser of your PC that is connected to the same network as the UCM6510. Please make sure
you have cleared your browser cache and then type in IP address only (Do not specify protocol or
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port number). For example, if the IP address displayed in LCD is 192.168.1.2, please type in
192.168.1.2 in the browser address bar.

15. The following figure shows the UCM6510 web Ul in recovery mode. Log in the UCM6510 as
administrator.

Recover

UCM6510 V1.4A

Username ]
Password ]

[ g ]
16. Onc e |l ogged i n (as shown in figure bel ow) , click |
Aucm6500fw. bino file from your PC to upload.

‘ Recovery ‘
[~ Status

Hardware Revision ° V1.4A

Boot Version : 1006

Core Version - 1016

Base Version : 10297

Program Version : 1.02.97

Upload File -

Factory Reset : Reset

Reboot : Reboot

17. Please keep the web page open and wait until uploading is finished. Once done, an upgrading
successful message will be prompted.

| Recovery ‘

—Status
Upgrade Successfully
Hardware Revision ° V1.4A
Boot Version : 1006
Core Version : 1.0.1.6
Base Version 10297
Program Version : 10297
Upload File © Done
Factory Reset : Reset

18.0n the recovery mode web Ul, select fARebootod to reboc
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19. Your UCM®6510 is successfully upgraded to 1.0.10.39.

CHANGES SINCE FIRMWARE VERSION 1.0.2.7

ENHANCEMENT
1 Upgrade Asterisk version to Asterisk 13.4.0
1 Added support for concurrent registration so that multiple devices can register to UCM6510 using the
same extension
1 Added SIP Message support for SIP end devices to send and receive messages to each other
1 Added 100rel support for SIP Provisional Message Reliability, which enables reliability to SIP
provisional response. The option is under web Ul->PBX->SIP settings->TOS.
1 Added video preview support
1 Added SIP Update support for session timer
1 Added SIP presence support to subscribe for status information
1 Inbound Route
0 Added multiple mode support for inbound route to allows users to switch between
destinations conveniently
0 Added prepending prefix for inbound route
1 Fax
0 Added Fax sending support in web Ul User Portal page
Added Fax intelligent routing support so that UCM can automatically detect and forward Fax
or phone signal coming from FXO port to the proper destination
0 Added Re-Invite with two media (audio, image) support for fax sending. If Fax re-invite
contains both T.38 and PCMA/PCMU codec, UCM650 will select T.38 codec over
PCMA/PCMU. Fax process will not be interrupted
1 Added conference schedule support for users to reserve conference room on the UCM
1 Added Google Service Settings support to sync UCM6510 conference schedule with Google
Calendar
1 Added Setup Wizard
1 Added Zero Config Model Template for GXP110x
1 Added Zero Config Model Template for GXP2170
1 Added ability to customize specific prompt
1 Added FXS Off-hook Auto Dial feature
T Added option AALLO Wwhen making backup f
T Added option AUse | P A-dRBK-eSHPsSetiings->8AP0 in web Ul
1 Added IVR dialing options for internal extensions
1 Improved CDR to show more information such as transferred call
1 Added default destination option in Follow Me feature
1 Added WebUI Turkish language support
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Fi xed
Fi xed
Fi xed
FixedF o | |

Fol
Fol
Fol

ow Me
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ti doesnot

next

| ow Me Numbers ri meout have

ng

|l ow Me doesnodt cal l number

| ow Me -fd oearsdn &ptr opripay bfecfalrle call er name

Number s ring timeout doesnét have

Fixed IVR call back loop issue

Fixed IVR personal language setting cannot override global language setting when playing prompt

Fi xed
Fi xed

I VR prompt |
Il VR key

n k
pressing

i ssue fortoiTi meout Prompto

event abnor mal behavior

Fixed Outbound Rule can strip more characters than the pattern length

Fi xed

Out bound

and I nbound Rule cannot save mor e

Fixed Outbound Rule pattern input issue

Fixed Outbound Rule input character restriction

Fi
Fi
Wi
Fi

xed

x ed Ou

xed

Out bound

l nbound

Rul e cannot automatically add fA_20

t bound Route fACustom Dynamic Rout eo

thout @A _0

Routesandtypeo e snd6t show tim

Fixed Inbound Rule cannot add more than two time conditions

Fixed Inbound Routes DID destination appears when DID is not selected

Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed Ze
character

Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:
Fixed ZeroConfig:

some customize configuration settings restore to default value after upgrade
when phonebook directory is set to manual, refreshing page is abnormal
upload wallpaper issue

UCM sends time zone with wrong P value

GXP1610 template does not match web Interface

GXP1625 phonebook key function options are incomplete

GXP16xx model lack of picture

GXP16xx idle screen XML always displays "disabled" in preview

GXP2140 customize setting is missing account 2 configuration

GXP2140 preview displays error when language is set to Svenska in global policy
device version number can fill in with illegal character

upload incorrect pack model file will cause system no response

some models display incomplete

system no response issue when uploading empty Phonebook XML file
roConfi g: a message prompts in phonebook
new file name with long length causes abnormal behavior

UCM sends language with wrong P value to gateway

model update will fail to load if UCM is placed in private network

GXV32xx MPK P-value is incorrect

device cannot provision end point if dial plan contains < or > characters

the preview and P value do not match for GXP2200
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1 Fixed ZeroConfig: Handset 2 or 3 settings are not carried in the generated config file after configuring
DP715 Handset 2 and 3 in customize device settings

Fixed Video codec negotiation error when call is put on hold

Fixed Call cannot be parked twice

Fixed Call disconnects after being parked and not picked up

Fixed Cannot transfer a parked call from pickup extension using transfer feature codes

Fixed Video codec negotiation issue when making outgoing call

Fixed Outgoing call password causes no ring back tone

Fixed Basic Call: Blind transfer caller name display issue

Fixed dAacCall Forward aNdb Answenal canmber c when AFilter
enabled

=A =4 =4 -4 -4 -4 -4 -4

Fixed Call Recording stopped after call is parked

Fixed FXS: Three-way calling can hear MOH when no one is on hold

Fixed FXS: extension flashing issue before callee picks up

Fixed FXS:callinge xt ensi on doesndét have ring back tone

Fixed FXS: can hear echo before the call is picked up

Fixed FXS: extension returns to three-way calling directly after it puts the call on hold

Fixed FXS: Call Forward Unconditional doesndt take ef
Fixed FXO: failed to detect callerID when FXS sends callerlD

Fixed FXO: frequency range in tooltip is not accurate

Fixed FXO: CID detection failure issue

Fixed Firewall: I P and Port restriction doesndét take
Fixed Firewall: cannot restrict network level access

Fixed Firewall: error prompt display issue for incorrect IP address

Fixed Firewall: reject rules causes RTP stream being blocked

Fixed Firewall: cannot modify reject rules in Static Defense

Fixed LDAP client cannot query a single phonebook from the LDAP server

Fixed LDAP configuration has no error prompt

Fixed LDAP page keep loading when static defense is enabled

Fixed LDAP synchronization issue when using LDAP Outbound Rule

Fixed LDAP phonebook with Chinese call ID issue

Fixed LDAP synchronization script will kill other progress issue

Fixed RingGroup: call with custom prompt doesndt have
Fixed RingGroup: permission doesndét apply to LDAP anc
Fixed MOH: cannot delete all MOH default class

Fixed MOH: deleting customer prompt cannot restore default prompt

Fixed MOH: modification failure in call queue because of reset/reboot

Fixed Backup: UCM cannot restore voice prompt package after factory reset

Fixed Backup: cannot backup ALogin Timeout Settingso
Fixed Backup: when SD card is missing, prompt message is incorrect

=A =4 =4 -4 -4 -4 -4 -4 -4 A —a A A A A Ao A oA oA e s e e e

Fixed Backup: recording file time attribute display issue
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Fixed Backup: using config files cannot backup Music On Hold class

Fixed Custom Prompt with special character in the file name will fail to upload

Fixed Extegnsi mnl iam@eousl yd0 can't take effect when
Fixed Extension concurrent users batch import CSV file issue

Fixed When switching between different languages, extension displays incorrectly
Fixed Cannot send Caller ID in Chinese to user via email
Fixed Extension caller ID importing issue

=A =4 =4 4 -4 -4 -4 -4 -4 -4

Fixed Extension is automatically dropped without warning when importing more extensions than the
maximum allowed numbers

Fixed When import extension fails, it still displays extension import successfully

Fixed Extension fails to register after UCM reboots

Fixed Extension prompt message error when CCBS request is through trunk and CCNR s full
Fixed Extension QR code display issue

Fixed AEmail to Usero can't automatically generat
Fixed Importing duplicate extensions will cause one-key dial fail to save

Fixed Extension registration process not handled correctly

Fixed CDR: when changing HTTP server, web API has no response

Fixed CDR API: last data field in CSV file is protected by double quotations

Fixed CDR synchronization issue through analog trunk

Fixed User Login with weak password cannot redirect user to reset password page

Fixed User Login with weak password has incorrect prompt when strong password is disabled
Fixed User Login language button disappear issue

Fixed Fax: VFax cannot find end user via analog trunk when Follow Me is enabled

Fixed Fax: super administrator cannot see administrator fax record

Fixed Fax: cannot delete multiple fax records in web Ul fax sending page

Fixed Fax: language display and tooltip issues

Fixed Fax VFax extension will effect view of Fax files

Fixed Conference caller ID display abnormal when inviting users via trunk from web Ul

Fixed SIP Setting: TCP mode IP header of SIP message doesn't contain "ToS for SIP"
Fixed SIP Setting: error prompt message for

ot
<
®
<

Fixed Queue: agent can be deleted when queue still has active agent

Fi xed Queue: blind transfer agent wil/l hear #fthis
Fixed Queue: status displays incorrectly when extension name has Chinese character

Fixed Eventlist: Asterisk crash when deleting an event list

Fixed Eventlisttgr oup extension doesndét display extension
Fixed Trunk: UCM sends Register message without the value of From user

=4 =4 =4 -4 -4 -4 -4 -4 -4 -4 -—a —a -a - A A A A A e e e

Fixed Trunk: restrict special character @ to be used in username for Register trunk
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T Fixed Trunk: DNS SRV do e slomaih whgnufiesstrsyb-dontaie retsrascmesuch s u b
name

1 Fixed Trunk: UCM sends unregistered request with wrong port In the SRV query when register trunk

is disabled

Fixed When deleting Inbound/Outbound routes, warning message prompts

Fixed Analog trunk ARing Detection Timeouto issue

Fi xed New peer trunk doesndét have caller I D and confi
Fixed System Event: alert log shows "syntaxError"

Fixed System Event: editing alert requires user to cl

Fixed System Event: alert event list abnormal behavior

Fixed System Event: Email notification and alert issue

Fixed System Status: cl iiokeisngvidnd fNeatswo riikad nrmou Imail p Isey st
Fixed System Status: storage usage display issue

Fixed TCP/TLS error prompt issue

Fixed TCP/TLS: it allows to set web port as TCP port

Fixed SLA: prompt message when ring timeout/delay is set to 300 seconds

Fixed SLA: abnormal behavior when no SIP extension is available to match

Fixed SLA: abnormal behavior when no SLA trunk is available to select

Fixed User Management: consumer login cannot play and download auto recording files

Fixed User Management: deleting operation logs causes incorrect error prompt

Fixed User Management : changing administrator credent
Fi xed Feature Codes: Aireset all d cannot take effect
Fixed DDNS abnormal behavior when saving username and password as Chinese

Fixed Operation Log prompts when using wrong login credential to access UCM

Fixed Network LAN 1 with 802.1q on dual mode will lead to LAN unavailable on route mode

Fixed Even if the callee doesndt have permission, the
Fixed New Zealand time zone error

Fixed Session timer: UCM cannot disconnect the callee when transport method is TCP

Fixed Dial By Name menu prompt issue

Fixed TLS CA Cert file in .exe format can still be uploaded

Fixed MCB unsuccessful CEI re-subscription caused Asterisk crashing issue

Fixed some language prompt, language translation and display issues

Fixed E1/T1/J1 digital trunk all circuits are busy issue caused by T310 timer

Fixed E1/T1/J1 prompt is not correct when switching from E1 to T1/J1 EM

Fixed E1/T1/J1 digital channels Status display incompletely when Signaling is SS7 or PRI

=4 =4 =4 -4 -4 -4 -4 -4 —a -a -a a a A A A A A A oA oA e oA e e e

Fixed E1/T1/J1 UCM can't carry the correct calling number information when don't match all prefixes
when set the "Calling Nature of Address Indicator o as
1 Fixed E1/T1/J1 SS7&R2 unplug the E1 line during the ss7/R2 call UCM cannot release the call
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NEW FEATURES OVERVIEW
This section lists major new features and describes ho
SETUP WIZARD

The UCM6510 provides setup wizard for users to configure basic settings after logging the UCM6510 web
ul . Click on the fASetup Wizardo option on the wupper ri
step by step.

g GRANDSTREAM Setup Wizard | English v | admin +

Status PBX  Settings  Maintenance 2016 12,02 4205 U1C.0500

Inbound Routes

The settings in setup wizard include change password, network settings, time zone, extensions, trunks
and routes. The users can quit the setup wizard at any step and manually configure the UCM6510
instead. A summary will be provided at the end of the wizard before applying the changes.

CONCURRENT REGISTRATIONS PER EXTENSION

Multiple SIP end devices can reqgister on UCM6510 using the same extension account at the same

time. This feature is turned off by default.

To enable concurrent registrations for the extension:

3. Log in UCM6510 web Ul, go to PBX->Basic/Call Routes->Extensions, and select the extension to be
used.
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