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IMPORTANT UPGRADING NOTE

1. GWN771x 1.0.1.22 requires GWN Manager version to be at least 1.1.28.27 or newer.
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FIRMWARE FILE DOWNLOAD

Individual firmware files are available for downloading at URL below:

https://www.grandstream.com/support/firmware
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FIRMWARE VERSION 1.0.9.18

PRODUCT NAME
GWN7711, GWN7711P, GWN7710R

DATE
11/5/2026

FIRMWARE FILE INFORMATION

GWN7711, 7711P, 7710R Firmware file name: gwn771xfw.bin
MDS5 checksum: 9b44644201138adf752d3c3329773f16

CHANGES/ENHANCEMENT

Added Device Name in System Information page.

Added support for GDMS remote access the device Web UI.

Added support for ACL Access Control Whitelist.

Added support for Syslog.

Added support for port-based Loopback Detection.

Added the ability to filter the MAC address table by MAC, VLAN or port.

Added support for Web GUI Session Expiration Time customization.

Added prompt to change the default admin password.

Added support for firmware update detection and notification.

Added support for GWN7710R to support 24V power input with 100W PoE output.

Added more cloud-management support features, including VLAN pass-through, port link type and untagged
VLAN configuration, PoE support (Class mode), management VLAN, QoS, and optimized port-level PoE
configuration.

Added support for Auto Voice VLAN function and LLDP-MED.

Added support for VLAN QinQ.

Added support for Configuration Protection to prevent locally configured settings be overwritten by the Cloud.
Optimized prompts for PoE power supply standard and mode switching.

Optimized SNMP by adding PoE and port information in MIB.

Fixed an issue where GWN7710R Cannot set static IP when changing management VLAN.

Fixed an issue where LAN port disconnected randomly.

Fixed some security issues.

Internal bug fixes.

NEW FEATURE OVERVIEW

Access Management

(1) Added custom settings for web idle timeout
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Allows for the configuration of a custom web idle timeout duration. Once the idle timeout threshold is reached, the
web management platform will automatically log the user out.

(2) Added an IP whitelist for device management access

Allows for the creation of an IP whitelist for device access. Once an |IP address is added to the whitelist, it is
permitted to access the device via HTTP or SNMP, fulfilling security management requirements for device access

control.

Access Control

Management Access Allowist

Any HTTR.SNMP GE1 - GES, 255FP6

o Syslog Server
By configuring a log server for a device, the various logs generated by the device can be sent to that server,
facilitating device diagnostics and maintenance.

Log

£ Maintenance

e MAC Address Table Filter
By default, the MAC address table for all devices is displayed, allowing users to browse through the entries; a
search function is also supported.
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B overview MAC Address Table

Al pores m

B switching

MAC Address VLAN Port Aging Time (s)
BAAE DOD-FO:653F 1 GEs 284
CO:74 AD-EB.1BFE 1 GES 93
€074 ADB9:30:50 1 GEs 3m
52:30:46:80:28:56 1 GES 30
B4:39:8F-DEIFAA 1 GES 189
4.4C EE1203.CB 1 ces 299
EC74D77D:82.4C 1 GES 299
EC74.07-ABCOE4 1 GES 297
COTAADOEA1:CO 1 GEs 297
CO74AD13ARSE 1 Ges 280

¢ Upgrade from Official Website
Supports detecting and upgrading to new firmware directly from the official Grandstream website, sparing users
the cumbersome task of setting up their own firmware servers.

Upgrade

Official Online Upgrade

Upgrade Detection Detect New Version

Upgrade via Manual Upload

Upload Firmware File to Update

Upgrade via Network

Allow DHCP Option 43/160/66 to

® on off Prefer falloack when failed
Qverride Server

£ Maintenance

Firmware Upgrade Protocol HTTP
Upgrade
Firmware Server Path

Username

Password

Bl

¢ Upgrade from Official Website

Once the automatic voice VLAN feature is enabled, it supports one-click automatic configuration of LLDP-MED
voice network policies—both for the network and for individual ports—enabling users to complete deployment
quickly.
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&5 VIAN

LLDP/LLDP-MED

LLDP/LLDP-MED

Voice VLAN

*Voice VLAN ID

+CoS/802.1p Priority

“DSCP

LLDP/LLDP MED

Auto Voice VLAN

2.56 SFP:6

Auto Voice Network Policy O

Please first set te configuration In 4 10 “Auta Voice VLAN®

and generate the auto configuration
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LLDP/LLDP-MED
Port LLDP MED Network Policy TLV POEPSETLV Operation
e ©
©
683 o)
Ge4 o)
GES [ @]
255808 e

e Configuration Protection
Once configuration protection is enabled, configurations pushed from the management platform will no longer
take effect; local configurations will take precedence.

Management Platform

Allow DHCP Option 43 to Override
»
Managr =~ -

d, local configuration takes
- precedence, and configurations pushed
Connec

from the management placform will not
Management Platform Lake effect

Configuration Protection @ ]
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FIRMWARE VERSION 1.0.7.17

PRODUCT NAME
GWN7711, GWN7711P, GWN7710R

DATE
4/10/2026

FIRMWARE FILE INFORMATION

e  GWN7711, 7711P, 7710R Firmware file name: gwn771xfw.bin
MD5 checksum: a3fd5baaa38a2d0db7e595e09a42c621

CHANGES/ENHANCEMENT

e Added support for GWN7711P to support 65W PoE load.
e Added MTU settings for management interface.
¢ Internal bug fixes.
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FIRMWARE VERSION 1.0.7.14

PRODUCT NAME
GWN7711, GWN7711P, GWN7710R

DATE
1/16/2026

FIRMWARE FILE INFORMATION

e  GWN7711, 7711P, 7710R Firmware file name: gwn771xfw.bin
MD5 checksum: 469bcc2f2e23f7¢3500192da97ab13f4

CHANGES/ENHANCEMENT

e Added support for new MAC OUI 14-4C-FF.
o Fixed issue where batch upgrade of GWN7711 from GDMS fails.
¢ Internal bug fixes.

GRANDSTREAM NETWORKS GWNT771x Firmware Release Notes Page 12



GRANDSTREA

CONNECTING THE WORLD

FIRMWARE VERSION 1.0.7.9

PRODUCT NAME
GWN7711, GWN7711P, GWN7710R

DATE
9/16/2025

FIRMWARE FILE INFORMATION

GWN7711, 7711P, 7710R Firmware file name: gwn771xfw.bin
MD5 checksum: eeeeaf9cf8840a49351518b5915535d0

CHANGES/ENHANCEMENT

Added support for 802.1Q VLAN filtering.

Added VLAN transparent transmission function for 802.1Q VLAN.

Modified ingress filtering function to allow all VLANS.

Added reporting of device temperature information to GCC management.

Added error message when Cloud configures unsupported total power input for GWN7710R.

Added error response when global voice VLAN is not tagged or untagged and delivery fails.

Fixed incorrect alarm prompt for upgrade authentication failure.

Fixed incorrect alarm prompt when upgrade firmware cannot be found.

Fixed issue where VLAN names were not synchronized from Cloud to the local device.

Fixed issue where device password issued from Cloud was not effective.

Fixed issue where GWN7710R reported an error when synchronizing settings after logging into Manager.
Fixed issue where aggregation ports could not issue STP.

Adapted voice VLAN configuration to Tagged OUI type for GWN771X.

Fixed issue where Cloud could still deploy link aggregation when local port VLAN transparent configurations
were inconsistent.

Fixed issue where IGMP group members were not deleted in time.

Fixed issue where devices received group-specific query packets from other groups.

Fixed issue where device could not reconnect to other servers after losing connection with the L2 manager
server.

Fixed issue where LLDP packets were not received in bridge mode from devices in the same VLAN.
Fixed issue where Root Bridge did not send the correct SNMP trap event.

Fixed issue where the login interface could not load.

Fixed issue where devices under different port VLANs could not join the same IGMP group.

Fixed security issue of configuration file information leakage.

Fixed IwIP CVE-2020-22284 vulnerability.

Added missing HTTP security response headers.
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Fixed issue where MAC address was not immediately removed after deleting an 802.1Q VLAN.

Fixed issue where 802.1X could not authenticate when unknown multicasts were dropped.

Fixed issue where PSE initialization was abnormal and POE-related information was not displayed correctly.
Improved optimization tips for port mirroring.

Fixed issue where static IP addresses could be configured as broadcast addresses.

Fixed LLDP issue where initialization delay time was counted in the TLV advertise interval.

Fixed issue where web session logged out unexpectedly before timeout and prevented immediate re-login.
Fixed issue where DHCP packets were forwarded across VLANs when they should not be.

Set default 120W power for 12V power supply on startup for GWN7711P.

Fixed issue where a port with VLAN Transparent enabled would obtain a new IP address when connected to
a router.

Fixed issue where spanning tree BPDU packets were not flooded when unknown multicast was discarded.
Fixed issue where enabling and then switching VLAN Transparent mode caused VLAN deletion failure
prompts.

Fixed issue where enabling spanning tree and creating a loop caused the web interface to exit automatically.
Fixed issue where DHCP messages with tags were not forwarded after enabling DHCP Snooping.

Fixed issue where port path cost configuration could not be saved.

Updated LLDP to display Link Aggregation information below IEEE 802.3 TLV.

Added support for VLAN Transparent ports to retain VLAN tags for packets sent to the CPU.

Added support for VLAN Transparent forwarding in IGMP module.

Fixed issue where the Dynamic Router Port did not receive IGMPV3 report packets for about 22 seconds.
Ensured LAG group members have consistent VLAN Transparent status.

Added prompt to notify that VLAN 1, Management VLAN, and Voice VLAN cannot be deleted when clicking
“Delete All".

Fixed issue where upgrade page displayed no data.

Fixed issue where ports in automatic mode did not automatically join the Voice VLAN.

Fixed issue where devices only sent requests to the first IP when a domain corresponded to multiple IP
addresses.

Improved handling of lightly managed switches for Cloud-side LACP downstreaming.

Internal bug fixes.
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FIRMWARE VERSION 1.0.3.21

PRODUCT NAME
GWN7711, GWN7711P, GWN7710R

DATE
1/23/2025

FIRMWARE FILE INFORMATION

GWN7711, 7711P, 7710R Firmware file name: gwn771xfw.bin
MD5 checksum: 7d97¢51b7594c848d0457a0f93bb717d

CHANGES/ENHANCEMENT

Optimized PoE logic and resolved some PoE related issues.
Added support for Voice VLAN.

Added support to set PoE input total power via Cloud.

Fixed GWN7710R port temperature display is abnormal issue.
Internal bug fixes.

GRANDSTREAM
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FIRMWARE VERSION 1.0.3.13

PRODUCT NAME
GWN7711, GWN7711P, GWN7710R

DATE
10/15/2024

FIRMWARE FILE INFORMATION

e  GWN7711, 7711P, 7710R Firmware file name: gwn771xfw.bin
MDS5 checksum: 02c0b33d241b27b528e8b60df9cb043e

CHANGES/ENHANCEMENT

¢ Internal bug fixes.
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FIRMWARE VERSION 1.0.3.11

PRODUCT NAME
GWN7711, GWN7711P, GWN7710R

DATE
09/12/2024

FIRMWARE FILE INFORMATION

GWN7711, 7711P, 7710R Firmware file name: gwn771xfw.bin
MD5 checksum: 75123a22862a960a5292a894ef3da1bbc

CHANGES/ENHANCEMENT

Added support for LLDP features.

Added support for SNMP features.

Added support for spanning tree features.

Added support for Admin VLAN features.

Added support for DHCP SNOOPING features.

Added support for PoE ping watchdog features.

Added support for',' character for password

Added support to allow user to paste a MAC address separated by '-' in MAC field, for example: EO-BE-03-
82-8E-2E.

Added support for latest GWN Cloud features.

Added support for latest GWN Manager features.

GWN7710R added support for configuring all LED lights ON or OFF through webpage.

Optimize and adjust some task stack memory allocation

Changed to turn off all PoE led before upgrade restart avoid indicator color confusion.

Changed backup filename to Model + Mac Address instead of config + timestamp.

Fixed the cable length detection error is relatively large when using a 100m cable.

Fixed network upgrade page. The HTTP/HTTPS user name and password cannot support 32 bits.

Fixed the issue that after all network cables of the device are unplugged, the IP address should be restored
to 192.168.0.254.

Fixed the issue that when no device is connected, the port indicator should not be on.

Fixed the issue that manually uploaded firmware should not enter led flashing mode.

Fixed the issue that DHCP Otion 43 b.http upgrade mode fails.

Fixed the issue that after the DHCP server is switched to obtain an IP address, the client address of the lease
renewal packet is incorrect.

Fixed the issue that the port indicator should not flash orange when the supply standard is 24V DC 2Pair.
Internal bug fixes.
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NEW FEATURE OVERVIEW

Added support for Spanning Trees

Devices running this protocol discover loops in the network by exchanging information with each other,
selectively block certain ports, and finally prune the loop network into a loop-free tree network structure,
to prevent packets from multiplying and looping indefinitely in the loop network. Avoid the problem of
degrading the packet processing capacity caused by the device receiving the same message
repeatedly.

Spanning Tree

Spanrieg Tree

Fort
GE
GE2{L
==
GEa
e

Added support for PoE watchdog

The watchdog function on the PoE port is added to check the connection between the device and the
destination IP address by sending ping packets. When a link failure is detected, the PoE port will

automatically power off and restart to help solve problems such as device failure and unresponsiveness
in the environment.
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POE Watchdog

e Add support for SNMP function

The SNMP feature manages network resources by allowing the central computer of the network
management software, i.e., the network management workstation. Basic functions include monitoring

port enablement, PoE power supply, detecting and analyzing network errors, and configuring network
devices.

SNMP

£ Maintenance
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SNMP

=
SNMP

uthen I [ @]
Port Up/Down o)
old 5t [ @]
Warm Start [ @]
T e »
Port ErrDisable »
E Power Supply @ ]
VLAN Creation >
LAND »
nfiguration file delivery >

Em

e Add support for LLDP function

The LLDP feature allows network devices to periodically send their own device information to neighbor

devices. The network management system can obtain the switch information through the protocol and
query and judge the communication status of the link.
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& GWNT711P

L=

e

2 8y

"E

LOPLEER AR

]

THER RiELRK

© GWNTT11P

Lop

Eamo AROFRE nmo WERDDFRD RO REEN AR SLHMETIL (8 e

Support DHCP Snooping feature

DHCP Snooping is a security feature of DHCP that ensures that the DHCP client obtains the IP address
from the legitimate DHCP server and records the correspondence between the DHCP client and MAC
address and other parameters to prevent attacks against DHCP on the network.
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DHCP Snaoping

DHCP sncoping

e Add support for Management Platform

The management platform that supports automatic selection or manual configuration of the only

connection is supported, and the top icon prompts the takeover platform and the current connection
status.

© GWNTT11P

Management Platform

GWN7710R added LED switch, support one-click off device LED indicator

Added Loop Detection status to the Loop Detection list, and changed the status of the table header
to Port Status.
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© GWNTT11P

Loopback Detection

Added Management VLAN configuration to IP Setting

The management VLAN takes effect only for 802.1Q VLANSs, and only ports that are configured as
management VLANSs can access web pages.

IP Setting
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[GWN7710R] FIRMWARE VERSION 1.0.1.25

PRODUCT NAME
GWN7710R

DATE
09/06/2024

FIRMWARE FILE INFORMATION

e  GWN771x Firmware file name: gwn771xfw.bin
MD5 checksum: 8848d1¢c537dd43334a6d0b469decf8c2

CHANGES/ENHANCEMENT
e This is the first release of GWN7710R.
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FIRMWARE VERSION 1.0.1.25

PRODUCT NAME
GWN7711, GWN7711P

DATE
07/24/2024

FIRMWARE FILE INFORMATION

e  GWN771x Firmware file name: gwn771xfw.bin
MD5 checksum: 8848d1¢c537dd43334a6d0b469decf8c2

CHANGES/ENHANCEMENT

¢ Internal bug fixes.

GRANDSTREAM NETWORKS GWNT771x Firmware Release Notes Page 25



GRANDSTREAM

CONNECTING THE WORLD

FIRMWARE VERSION 1.0.1.22

PRODUCT NAME
GWN7711, GWN7711P

DATE
06/24/2024

FIRMWARE FILE INFORMATION

e  GWN771x Firmware file name: gwn771xfw.bin
MD5 checksum: 84701a2f468187d8f6554a2f533a7001

CHANGES/ENHANCEMENT

e  Optimized Web Ul display.

e Added support for GDMS Networking and GWN Manager.

e Added the cloud connection status icon.

o Added the risk alarm for PSE reset.

e Added prompt when saving the PoE function.

o Fixed the issue with maximum output budget limit for POE max.
o Fixed Strom control threshold related issues.

e Fixed the issue where the upper and lower priority traffic restrictions is abnormal in 802.3af/at forced mode.
o Fixed the login lock out issue.

e Fixed the issue where device would not reboot on exception.

e Fixed PoE configuration related issue.

o Fixed DHCP Option 43 HTTP upgrade issue.

¢ Internal bug fixes.
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FIRMWARE VERSION 1.0.1.8

PRODUCT NAME
GWN7711, GWN7711P

DATE
04/17/2024

FIRMWARE FILE INFORMATION

e  GWN771x Firmware file name: gwn771xfw.bin
MD5 checksum: 0a63382e03c93451e6e43752e1e35b64

CHANGES/ENHANCEMENT

e This is the first release of GWN771x.
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