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FIRMWARE FILE DOWNLOAD

Individual firmware files are available for downloading at URL below:
https://www.grandstream.com/support/firmware
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FIRMWARE VERSION 1.0.17.5 (GWN7806 PH/PL Pro Only)

PRODUCT NAME
GWN7806PH Pro, GWN7806PL Pro

DATE

4/15/2026

FIRMWARE FILE INFORMATION

GWN 7806PH/PL Pro Firmware file name: gwn7806profw.bin
MD5 checksum: a525ca8288046af45e1addec7613b276

CHANGES/ENHANCEMENT

Added support for 2.5Gbps SFP+ modules [SFP+ supports 2.5Gbps]

Added queue packet loss statistics under Port Statistics [Queue packet loss statistics]

Added support for more Grandstream OUI for Voice VLAN [More Grandstream OUI for Voice VLAN]
Added MAC Address Hashing Algorithm for MAC Address [MAC Address Hashing Algorithm]

Added MAC address migration record [MAC address migration record]

Added VLAN Stacking function [VLAN Stacking function]

Added CoS for management IP interface [CoS for management IP interface]

Optimized address pool settings of DHCP server [Optimize address pool settings of DHCP server]
Optimized ARP/NDP [Optimize ARP/NDP]

Added Policy Route function [Policy Route]

Added user-customized static route specification [User-customized static route specification]

Added MLD Matching Domain under MLD Snooping [MLD Matching Domain under MLD Snooping]
Optimized port security function

Optimized Port Isolation function [Optimize Port Isolation function]

Optimized ACL advanced statistics settings [ACL advanced statistics settings]

Added ACL utilization in CLI [ACL advanced statistics settings]

Support drop packets when rate is non-0 and counter dropped packets [Support drop packets when rate is
non-0 and counter dropped packets.]

Optimized Identity Authentication Management [Optimize Identity Authentication Management]
Added ND Snooping [ND Snooping]

Added auto backup function [Auto Backup]

Added support to use one configuration file when device reboots

Added capture function for GWN7806 PH/PL Pro only [Capture function]

Optimized management platform connection diagnostics [Optimized management platform connection
diagnostics]
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e Added sFlow function [sFlow function]

e  Optimized SNMP function [Optimize SNMP function]

e Added more alert [Added more alert]

e Added port configuration for Telnet [Port configuration for Telnet]

e Added SSH public key for users [SSH public key for users]

e  Support passwordless remote access for GDMS Networking and GWN Manager [Support passwordless
remote access for GDMS Networking and GWN Manager]

e Added more features with Stack [Add more features with stack.]

o Added Stack settings for Stacking members [Add stack settings for stacking members.]

e Increased the limit of "Max Number of Allowed MAC Addresses" to 2000.

¢ Added filtering option (pip) in CLI.

o Fixed an issue that Auto Voice VLAN fails after provisioning voice VLAN through GWN Cloud.

o Fixed an issue that Incorrect Timezone Offset When Syncing Time from GDMS Cloud.

¢ Fixed internal bugs.

NEW FEATURE OVERVIEW

SFP+ supports 2.5Gbps
To use SFP+ 2.5Gbps, first set SFP+ speed mode to 2.5Gbps/10Gbps, reboot the device, then configure
the speed of SFP+ to 2.5Gbps.

Port Basic Settings

Port Basic Settings Port Group SFP+ Speed Mode

(D Thespeed made will take effect after saving and rebooting the device.

Port Speed Mode
1/0/49-1/0/50 (8) 100Mbps/1000Mbps/10Gbps 2.5Gbps/10Gbps
1/0/51-1/0/52 100Mbps/1000Mbps/10Gbps (@) 2.5Gbps/10Gbps

1/0/53-1/0/54 (®) 100Mbps/1000Mbps/10Gbps 2.5Gbps/10Gbps

Cance “
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Port Basic Settings > Edit Port

Port 1/0/51

Port Type SFP+

Description N "
Port Enable @ Enable Disabled

Scheduled enabled None

Auto Detect ® @ )

Speed 2.5Gbps

Duplex Made @ Full

*Jumbo Frame 9216 eis 1518-122
Flow Control @) Disabled Enabled

cance “

Queue packet loss statistics

& GWN7806PH Pro

Port Statistics

@ Switching N
Fod R Refresh Interval | 105

Port Statistics /oA

t 1641 t 000% t 3197870 t 2821 to
4 19582 + 0o0% + 92058 + 7658 ‘o
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Port:1/0/8
TX_egressQueue2SentPktsRT
TX_egressQueue3SentPKisRT
TX_egressQueuedSent PkisRT

TX_egressQueue5SentPktsRT

TX_egressQueuesSentPktsRT

TX_egressQueue7SentPktsRT

TX_egressQueueODropSent PktsRT
TX_egressQueue1 DropSent PktsRT
TX_egressQueue2DropSentPksRT
TX_egressQueue3DropSentPktsRT
TX_egressQueuedDropSent PktsRT
TX_egressQueueSDropSentPktsRT
TX_egressQueuesDropSentPktsRT

TX_egressQueue7DropSent PkisRT

More Grandstream OUI for Voice VLAN

© GWN?7801P Pro

& v VLAN
@ Switching VIAN  PontSettings  PortMembers  Voice VLAN out MACVIAN  Protocol VLAN
Add
Ul Address Maskc Description Operation
00:08:82:00:00:00 FRFFRFF000000 Grandstream
C0:74:AD:0000:00 FRFFFRO00000 Grandstream
EC:74:07:000000 FRFFEFF000000 Grandstream
I 14:4C.FF:000000 FRFRFR000000 Grandstream l
00-£0:88:00:00:00 FRFFFF000000 3coM [CHo]
00:03:68:00:00:00 FRFFFR0000.00 Cisco Em
s A 00:£0:75:00:00:00 FRFFFR000000 Veritel R f
00.D0:1E:00:00:00 FRFFFF000000 Pingtel LR
00:01:£3000000 FRFEFF000000 Siemens. [CR o
00:60:89:00.00:00 FRFFFF000000 NEC_Philips Z o
C0.0F£2:0000:00 FRFFFF000000 Hac LB 0|
00:09:6£00:0000 FRFFFF00.0000 Aaya [CR o]
00042000000 FRFFFF000000 Polycom [CR 0}
64:167F0000.00 FRFRFF000000 Polycom Zm
00:88,83:000000 FRFRFF00.0000 Cisco [C o}

MAC Address Hashing Algorithm

MAC Address Table

Dynamic Addresses Static MAC Addresses Blockhole Addresses Port Secure Addresses MAC Address Migration Record

=Aging Time (s) 300 Valid range is 0 and 60-1000000

MAC Address Hashing Algorithm Mode 1 ~

Changing the mode will affect the MAC address table functionality. Please reboot
the device now for the changes to take effect.

Cancel “
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MAC address migration record

© GWN7806PH Pro

MAC Address Table

MAC Address Table

VLAN Stacking function

The primary function of VLAN Stacking is to encapsulate the user’s private VLAN tag within the public VLAN
tag of the carrier’s network during transmission. This solution addresses two critical issues: first, it expands
the number of available VLANSs, surpassing the limit of 4096; and second, it establishes Layer 2 isolation
for user traffic, ensuring that traffic originating from different users remains isolated within the carrier’s
network while still enabling transmission across various geographic locations.

S GWN7806PH Pro
Edit

@ Switching

VLAN Stacking

VLAN Stacking1
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CoS for management IP interface

S GWN7806PH Pro

IP Interface

Management IP Interface VLAN 1

Static P (&) DHCP

Gaten ity 2
1Pv6 Address Settings
¢ Enab »
Management Address

nent IP Interface VLAN 1

up

Address Type Dynamic
17216142173

23

172161421

Optimize address pool settings of DHCP server

Implement support for enabling and disabling DHCP for each address pool.
Add a gateway for the global address pool.
Optimize DHCP option settings.

DHCP Server » Add Address Pool

+Address Pool Name

Enable [ @)

Type® @® Global Interface
+IP Pool Subnet

*Mask Length

+Gateway

Add @
+Duration (min) 120
DNS Server

Add @
WINS Server

Add @

Netbios Node Type
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DHCP Option
Type

Option Content

Optimize ARP/NDP

Divided into a configuration table and an effective table.

© GWN7806PH Pro

40

Hex
ASCII

IP Address
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Add @

ARP Table
@wr A
ARP ARP Table
1P Add
172161421

172161438

172161431

172.16.142.165

172.16.142.154

172.16.142.143
172.16.142.142

172.16.142.141

© GWN7806PH Pro

MAC Address

ba4:64:15:c6:dbrbe

0:74:3d:09:30:16
78:60:5b:67:7:6f
€0:74:2d:9:3b:dc
€0:74:78:11:00:90
€0:74:78:11:90:30

0:74adccdf A4

VIAN 1

VIAN 1

VIAN1

VLAN1

VIAN1

VIAN 1

VIAN 1

VIAN 1

VIAN1

VIAN 1

1/0/8

1/0/8

1/0/8

1/0/8

1/0/8

1/0/8

1/0/8

1/0/8

1/0/8

1/0/8

Dynamic

Dynamic

All Types

v ARP Table

@r .
1P Address
172161431
172.16.142.135
'ARPTable

Policy Route

Routing forwarding according to user-defined policies.

MAC Address

B4:64:15:C4:DB:BC

EC:74:07:3D:91.7C

Operation

GRANDSTREAM NETWORKS
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& GWN7806PH Pro

Policy Route

S GWN7806PH Pro

4 Policy e Add IPv4 Policy Route

0 1
@ Routing x
th
Policy Route
Policy Route
1P
Name Status ACL Name Rule ID Next Hop Operation
st - 1721610230

User-customized static route specification

& GWN7806PH Pro

Static Routes

umbe 102
[ ox [l g e |
@ Routing N
Destination |P Address Mask Length Priority Next Hop Outgoing Interface Operation
Static Routes
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Routing Resources

Unicast routing statistics information distribution:

Hardware Read-Only 2562
Default Read-Only 1
Direct Read-Only

Static Read-Write @

Summary:

IPv4 Current Direct Routing 1, IPv6 Current Direct Routing 1.

IPv4 left Static Routing 1624, IPv6 left Static Routing 1624, Multiple @.
Dynamically adjust the maximum value : IPv4 Unicast Routing 3018, IPv6
Unicast Routing 3e10, Multiple @.

Codes: Attribute
Read-Only: This type of route cannot be modified.
Read-Write: This type of routing can modify the specification size.

Codes: Multiple
- @: Indicates independent dependency relationship between IPv4 and IPv6
routing entries.

MLD Matching Domain under MLD Snooping

S GWN7801P Pro
MLD Snooping

Global Settings ~ Querier

MLD Snooping

VLAN Settings

RouterPort  MulticastAddress  Multicast Policy  Multicast Port

MLD Snooping »

Matching Domain 7 0@ 02 0@ @

Unknown Multicast Packet Drop .
Multicast Forward Mode @® MAC-Based 1P-Based

MLD Version ® MLDv1 MLDv2

Report Suppression »

Optimize Port Isolation function

Support multiple isolation groups.
Support unidirectional isolation and bidirectional isolation,
e Unidirectional isolation: The isolation group interface stops sending data to the unidirectionally

isolated interface.

. Bidirectional isolation: Neither interface sends data to the other.

GRANDSTREAM NETWORKS
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S GWN7806PH Pro

Port Isolation

ation Mode @® Layer 2 isolated, Layer 3 e

Both Layer 2 and Layer 3

solated

Isolation Group

@ Security ~

interface Bidirectional Isolation Unidirectional Isolation Operation
1701
Port Isokati 1/0/2
17013
1/0/4
1015
1/0r6
17017
108
1/0r9

170110

® GWN7806PH Pro Save G Q & o

Edit Isolation Group

Port
2 5 s 10 2 1 1 1 n 2 = 2 2w ® 32 . | I 2 | |4 | s0
1 3 s d 7 t 1B s 7 ¥ A (& E: 2 o a E I £ » i e e a 4
LaG

2 4 (] [ 1 (12 | 1 (18w 2 R NRE L

1 3 s ? v n | | s || ||| n | = » | !
Port
2 - a 0 2 . 4 " n m a 0 T u |l W 2l | s " s

ACL advanced statistics settings

Added ACL statistics rate, and support refresh.
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Statistics Details

1262 packets.

1pps

Add ACL utilization in CLI.

used blocks used entrys free entrys

stem Reserve ENABLED
User IPv4 ENABLED
L3 Host Route

L3 Net Route ENABLED

total blocks: 12, used blocks: 4, free blocks :

total entrys: 1536, used entrys: 284, free entrys :

Support drop packets when rate is non-0 and counter dropped packets.

When port rate is set to 0, support drop packets or errdisable port. And, add rate-limited dropped packets
statistics under Statistics.

© GWN7806PH Pro

DAI - Edit

Port 1/0/4
Trust Port

Source MAC Address Verification

Destination MAC Address
Verification

@ Security A IP Address Verification

|6 B 86

*Rate (pps)

Action (® Drop ErrDisable

Coneel “
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DAl

oAl Statistics

Refresh

Port Source IP, Failures Destinat Fallures

o
Vo2
Vo3
vora
vors
vors
yor7
Ve

vors

e e 8 e 8 & @ 8 & ©
© o @ © 5 © © 8 © ©
© o o o 5 & © & o o

vor1o

Optimize Identity Authentication Management

Added import/export local user of MAC-based.

Upload CSV File

Reference Template

Rate-limited Dropped
R -

PRRRRBRRRRR §
§

Added name description for local user of MAC-based.

Add Local User of MAC-based

(@ The MAC address of local user must be a unicast one.

MAC Address
00 : 0B : 8 :23 :45 : 67

Name

0-32 characters allowed, including digits,letters and special characters
except "\7/,

Emily ®

Port Control

@® Force

VLAN®
Valid range Is 1-4094

Reauthentication Time (s)
Valid range is 300-2147483647

Inactive Time (s)

Valid range is 60-65535
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ND Snooping

The Network Address Translation (NAT) Snooping function serves as a security mechanism that establishes
a legitimate mapping of IPv6 addresses and ports. By collaborating with features such as NAT Inspection
and IPv6 Source Guard, it ensures the authenticity of packets, thereby mitigating potential attacks
associated with the Network Address Translation (NAT) protocol, including address spoofing and gateway
impersonation.

& GWN7806PH Pro

ND Snooping

NDSnooping  PortSettings  Prefix Management Table  Statistics

ND Snooping »
Address Type Global Unicast Address | Link-Local Address
VLAN .
Scheduled Detection >
»Waiting Interval (ms) 250
aLifetime (ms) 500
e

o

Trust Mode

Validation Check

JPacket Type
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LIPV6 Address

oPrefix Length
Valid range is 1-128

VLAN

Valid range is 1-4094

ND Snooping

NDSnooping  PortSettings  Prefix Mansgement Table  Statistics

[ Refresn
Port Total Rx Packets NS Packets NA Packets RS Packets RA Packets Other Packets T Packets Dropped Packets Operation
1011 o 0 0 0 o o o o <
1072 o o ] ] o o o o <
17073 o (] 0 0 o o o o <
1/0/4 L] o ] o L] L] L] [] &
10/5 o o ] ] o o o o <@
1/0/8 o o 0 0 o o o o <
107 o ] [} 0 ] o o o <
1/0/8 L] o 4] 0 L] L] L] [] &
o9 o o ] ] o o o o <
1/0/10 o ] ] ] ] ] o o <

Towes | ¢ - 2 s e 8 > trmmv cow

Auto Backup

Added auto backup function. Select the backup time, and the switch will automatically back the running
configuration file.

© GWN7806PH Pro

Backup & Restore

Factory Reset

After factory reset, all settings on the switch will be restored to factory default. It is recommended to back p the current configuration before factory resetting.

Restore Configuration

Switch configuration can be restored by importing a configuration file. If restoration fails, a hard reset to factory settings may be necessary. To hard reset, hold down the RESET
button on the front of switch for five seconds and let go.

Upload Configuration File

Backups
Back Up Running Configurations ‘ ‘ Back Up Saved Configurations ‘ Import m Scheduled Backup (OFf)
Name Date Size Restore Configuration
Backup & Restore GWN7806PH_Pro_EC74D7A8C094_1-3-4-01_20260306094604_Upgrade.cfg 2026/03/06_09:46:04 3.7KB a
GWN7806PH_Pro_EC74D7ABC094_1-3-4-01_20260305192247_Upgrade.cfe 2026/03/05_19:22:47 3.61KB »
GWN7806PH_Pro_EC74D7A8C094_1-3-4-01_20260305181704_Upgrade.cfg 2026/03/05_18:17:04 3.61KB a
GWN7806PH_Pro_EC74D7ABC094_1-3-4-01_20260305180355_Upgrade.cfg 2026/03/05_18:03:55 3.62K8 »
GWN7806PH_Pro_EC74D7A8C094_1-3-4-01_20260305174639_Upgrade.cfg 2026/03/05_17:46:39 3.55KB a
(AWNITRNAPL Brn FF7ANTARCOA 1-2.4.0 ANVANNGAAZART | Inoracie réo SMPAINUNG 144457 2 gavn s
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Backup & Restore > Scheduled Backup

Scheduled Backup (:)

xBackup Time Sunday Morning_10:00

Cance “

Support selects one configuration file to use when device reboots.

Backups
Name Date Size Restore Configuration on Rebot | eration
GWN7806PH _Pro_EC74D7ASC094_1-3-4-01_20260305192247 Upgrade cfg 2026/03/05_19:22:47 361kB [ ]
GWN7806PH_Pro_EC74D7ASC094_1-3-4-01_20260306094604_Upgrade.cfg 2026/03/06_09:46:04 37KB a»
GWN7806PH_Pro_EC74D7A8C094_1-3-4-01_20260305181704_Upgrade.cfg 2026/03/05_18:17:04 3.61KB \)
GWN7806PH _Pro_EC74D7ABC094_1-3-4-01_20260305180355 Upgrade cfg 2026/03/05_18:03:55 3.62K8 »
GWN7806PH _Pro_ECT4D7ABCO94_1-3-4-01 2026030517463% Upgrade cfg 2026/03/05_17:46:39 3.55KB »
GWN7806PH_Pro_EC74DTABC94_1-3-4-01_20260305164657_Upgrade.cfg 2026/03/05_16:46:57 3.58KB »
GWN7B06PH_Pro_EC74DTABCOR4_1-3-4-01_20260305151205_Upgrade.cfg 2026/03/05_15:12:05 35KkB »
GWN7806PH_Pro_EC74D7ASC094_1-3-3-01_20260304160604 Upgrade cfg 2026/03/04_16:06:04 33K8 »

Capture function (GWN7806 PH/PL Pro Only)

This feature is only supported in GWN7806 PH/PL Pro.
Select local PC and TFTP server to save capture file.
By setting the capture time, the switch can automatically capture matching packets within the specified time.

@ Switching Diagnostics

Logs Ping Ping Watchdog ~ Traceroute  Mirroring  Fiber Module ~ CopperTest  One-click Debugging Capture Management Platform Connection Diagnostics

Basic Settings

Storage Location® @ Local PC TFTP Server
Capture Duration (Min) 30 v
Format

® pcap tar

Packet Matching

&£ Maintenance

VLAN
Source MAC Address
Diagnostics

Destination MAC Address

Port v

Start Capturing

LLDP/LLDP-MED

Optimized management platform connection diagnostics

Display all link connection status, including GDMS Networking, GWN Manager and GWN routers.
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$ GWN7801P Pro

Diagnostics

GDMS Networking

Diagnostics

Logs Ping Ping Watchdog Traceroute Mirroring Fiber Module Copper Test One-click Debugging Capture Management Platform Connection Diagnostics

Management Platform GWN Manager(172.17.142.23:8443)

Connected Status ® Disconnected

Redetection

@ Preparation Stage
|

@ Domain Resolution Stage
|

(1) TCP Connection Stage

TCP connection failed

TLS Connection Stage
HTTP(S) Transaction Stage

WS(S) Upgrade Stage

sFlow function (For GWN7806 PH/PL Pro Only)

This feature is only supported in GWN7806 PH/PL Pro.

sFlow function is a network monitoring technology that encapsulates traffic monitoring information into data
messages through random sampling and application-layer data extraction, and sends them to a central
analyzer in real-time, thereby providing complete visualization and performance analysis of the entire

network traffic.

& GWN7806PH Pro

Overview Diagnostics

Natchdog racerout Mirrori w Fiber Mod: Coy o De Captus M i

ot
Collector Settings
IP Address
um Packet Size (Bytes) 1400
P 6343
<
Maintenance ~ Description
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Logs

Fiber Module  Copper Test

Interface Settings

Flow Sampling

Status Sampling Direction Maximum Packet Size (Bytes) Sampling Rate

Edit Port

Port 1/0/1

Flow Sampling

«©

Sampling Direction (®) Ingress & Egress Ingress

+Maximum Packet Size (Bytes) 128
+Sampling Rate 400
Counter Sampling

Sampling Interval (s) 30

Cancel

Optimize SNMP function

Support configure SNMP version when SNMP feature is enabled.

SNMP

Global Settings

Remote Engine ID

View Management

Group Management  Community Management ~ User Management

SNMP

«©

One-click Debugging ~ Capture  Management Platfor

Notification Management

Counter Sampling

GRANDSTREAM

CONNECTING THE WORLD

Operation
Status Sampling Interval {s)
C
#
#
4
2
]
&)
4
®
B o
Egress
Valid range is 128-256
Valid range is 2-3600

Trap Event

*SNMP Version

SNMPv1/SNMPv2c SNMPv3 I

*Local Engine ID 8000a59d = ec74d7a8c094

2-56 characters. Val
Reset

Cancel

lue must be an even number and in hexadecimal format.

Support grouped settings for type and OID subtree, and also support setting multiple groups.
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View Management > Add View

; 1-32 characters allowed, including digits,
*View
letters and special characters except \?/,

+Type & OID Subtree Type OID Subtree @

Included v

Add @

Add AES for encryption mode under User Management.

User Management > Add User

llowed, including digits,

1-32 charact
*User
letters a cial characters except "\?,
*Group group3 v
Security Level AuthPri
Authentication Mode (® MD5 SHA
xAuthentication Password et d,including digis,
characters except *\?,
Encryption Mode @® DES
«Encryption Password e 8-32 charact llowed, including digits,
letters a cial characters except "\?/,

Caneel “

Support more Trap information.

SNMP

Global Settings View Management Group Management Community Management User Management Notification Management Trap Event

STP Bridge

CPU

Monitor ®

Port ErrDisable

MAC Address Notification

Port Security

PoE Power Supply

Logs

VLAN Creation

VLAN Deletion

Configuration Distribution

ARP Notification

YOI UG UU UG !

Fiber Module Alert

Cancel “
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Alert

Alert Settings Fiber Module Alert Statistics. Scheduled Notification

Device Uptime [ @)

*Report Interval (s) 300 Valid range is 1-86400

Cancel “

Added more alert

Add ARP alert.

Alert
Ale: Fiber Module Alert  Statistics  Scheduled Notification
Type Alert Status Log Level Alert Threshold Alert Waiting Time (s} Restore Threshold Restore Waiting Time (s)
CPU Usage [ @] Error 80 2 30 80 E 10
Memory Usage [ @] Error 80 30 80 % 10
PoE Power [ @] Error 80 0 80 10
Mac Address Exceeds Limit [ @] Error 80 30 80 10
Temperature [ @] Error 75 C 30 75 C 10
Fan Malfunction [ @] Error - 30 - 10
PoE Chip Malfunction [ @] Error 30 10
Power Supply Malfunction [ @] Error - 30 - 10
ARP Limit Exceeded «© Error 80 % 30 80 £ 10

Alert

Alert Setting: Fiber Module Alert  Statistic Scheduled Notification

Device
Type Current Status Last Alert Time Last Alert Actual Value Last Restore Time Last restore Actual Value Alert Times
CPU Usage normal 1970-01-01 08:00:00 0% 1970-01-01 08:00:00 0% 0
Memory Usage normal 1970-01-01 08:00:00 0% 1970-01-01 08:00:00 0% 0
PoE Power normal 1970-01-01 08:00:00 0% 1970-01-01 08:00:00 0% o
Mac Address Exceeds Limit normal 1970-01-01 08:00:00 0% 1970-01-01 08:00:00 0% 0
Temperature normal 1970-01-01 08:00:00 oc 1970-01-01 08:00:00 oc 0
Fan Malfunction normal 1970-01-01 08:00:00 - 1970-01-01 08:00:00 - [
PoE Chip Malfunction normal 1970-01-01 08:00:00 - 1970-01-01 08:00:00 - 0
Power Supply Malfunction normal 1970-01-01 08:00:00 - 1970-01-01 08:00:00 - 0
I ARP Limit Exceeded normal 1970-01-01 08:00:00 0% 1970-01-01 08:00:00 0% 0 l

Add fiber module alert.

GRANDSTREAM NETWORKS GWN780x Pro Firmware Release Notes Page 23



GRANDSTREAM

CONNECTING THE WORLD

Alert

Alert Settings  FiberModule Alert  Statistics  Scheduled Notification

Port High Al Low Al Al Alert High Tx Power Alert Lowe T Power Alert High Rx Power Alert LowRx Operation
10149 Enobled Enabled Enabied Enatied Enabied Enabled Enatied Enabied [
1/0/50 Enstied Enubled Enabled Enatied Enabled Enabled Enstied Ensbled (4
vors1 Enabled Enatled Enabled Enatled Enabied Enaties Ensbied Enabled [
1/0/52 Enabled Enabled Enabled Enabled Enabled Enabled Enabled Enabled [
1/0/53 Enabled Enabled Ensbled Enabled Enabled Enabled Ensbled Enaled [
1/0/54 Erabled Erabled Enabled Ensbied Ensbled Enabied Ensbied Ebied [4

Fiber Module Alert > Edit Port

Port 1/0/49
Type Alert Status Log Level Alert Difference Alert Waiting Time (s) Recovery Difference Restore Waiting Time (s}
High Temperature Alert [ @] Error v o C a0 0 C 10
Low Temperature Alert [ @] Error 0 S ] o C 10
Overvoltage Alert [ @] Error - (] \' 30 ('] \' 10
Undervoltage Alert [ @] Error 0 N 30 0 v 10
High Tx Power Alert. D Error ~ 0 dBm 30 0 dBm 10
Low T Power Alert [ @] Error 0 dBm | 30 o dBm | 10
High Rx Power Alert o) Error v 0 dBm | 30 o dBm | 10
Low Rx Power Alert " @) Error 0 dBm | 30 0 dBm | 10
High Bias Current Alert [ @] Error ~ o mA 30 o mA | 10
Low Bias Current Alert [ @] Error K] mA 30 o mA 10

Alert

Alert Settings  Fiber Module Alert  Statistics  Scheduled Notification

1/0/49
Type Current Status Last Alert Time Last Alert Actual Value Last Restore Time Last restore Actual Value Alert Times
High Temperature Alert normal 1970-01-01 08:00:00 oc 1970-01-01 08-00:00 o°C ]
Low Temperature Alert normal 1970-01-01 08:00:00 oc 1970-01-01 0B:00:00 o' 0
Overvoltage Alert normal 1970-01-01 08:00:00 v 1570-01-01 0B:00:00 ov 0
Undervoltage Alert normal 1570-01-01 08:00:00 v 1970-01-01 0B:00:00 ov 0
High Tx Power Alert normal 1970-01-01 08:00:00 0dBm 1970-01-01 08:00:00 OdBm ]
Low T Power Alert normal 1970-01-01 08:00:00 0dBm 1970-01-01 0B:00:00 OdBm 0
High Rx Power Alert normal 1970-01-01 08:00:00 OdBm 1970-01-01 0B:00:00 0OdBm o
Low Rx Power Alert normal 1970-01-01 08:00:00 OdBm 1970-01-01 08:00:00 odem 0
normal 1970-01-01 08:00:00 OmA 1970-01-01 08:00:00 OmA. ]
normal 1970-01-01 08:00:00 [ 1970-01-01 0B:00:00 oma o
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SSH public key for users

Once configured SSH public key, you can use it to sign in the switch.

‘Add SSH Public Key

Username

operator_Lee

SSH Public Key
02048 characters, must begin with ssh-rsa, ssh-dss, ssh-ed25519, ecdsa-
b 521, ecdsa-sh: 4, or ecdsa-sh 5

Access Control
Web Service Management  55H RemoteAccess  Passwordless Remote Access  Management Platform Settings ACLot ACLot

slnactive Session Timeout (min) 15 11440

+HTTPS Port 443 Vakid range 1024-6553:
Telnet [ @]

Telnet Port 23 Vakd range as
S5H o

+55H Port 22 i pe 124-4553
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Support passwordless remote access for GDMS Networking and GWN Manager

& GWN7801P Pro

Access Control
Web Service Management ~ SSH Remote Access  Passwordless Remote Access  Management Platform Settings ~ Management ACL of Hardware-based  Management ACL of Software-based

Passwardless Remote Access (&

Cancel “

Add more features with stack.
Support more features when stacking, including multicast, SNMP, RMON, identity authentication

management, and ACL.

Add stack settings for stacking members.
Once stacking is established, every member switch can be configured its stacking settings.

Stack Settings

A e ration is complete, reboat the switch for the settings to take effect Use optical maduies to cross-connact the stack parts. ARer connecting, power on the switches it s recommended

Device ID Device ID for Next Boot Priority Priority for Next Boot Stack Port 1 Stack Port 2 Operation
i 1 i
Stack Settings > Edit

Device ID 1

xDevice ID for Next Boot 1

Priority 1

«Priority for Next Boot 1

Stack Port 1

Stack Port 2

Caneel “
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FIRMWARE VERSION 1.0.15.219

PRODUCT NAME

GWN7801P Pro,

GWN7802P Pro,

GWN7803 Pro, GWN7803PL Pro, GWN7803PH Pro,
GWN7806PH Pro, GWN7806PL Pro

DATE

1/15/2026

FIRMWARE FILE INFORMATION

e  GWN7801P/02P/03PH/03PL/03 Pro Firmware file name: gwn780xprofw.bin
MD5 checksum: c60da7b45a75bf9485540a94de1fd98c

e GWN 7806PH/PL Pro Firmware file name: gwn7806fw.bin
MD5 checksum: 20af2f18c58¢3d249353b50e39b78cba

CHANGES/ENHANCEMENT

e Added support for Pro AV and IEEE 1588 PTP.
e Fixed internal bugs.

NEW FEATURE OVERVIEW
e ProAV

The GWN78xx series switches feature professional AV functions and, in combination with the QoS

mechanism, ensure the priority transmission of critical AV signals.

1. With a visual graphical interface, each port can be configured with professional AV functions, greatly
simplifying deployment and management.

2. Compatible with AES67, Dante, and NDI, preset solutions for different scenarios can be applied with
one-click, lowering the usage threshold.

3. Accurately and quickly identify AV streams and prioritize their processing, while supporting multi-
channel concurrent transmission.

Configuration:

(1) Pro AV template settings
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The device has 6 built-in templates, which are as follows:

Pro AV

Template
Audio AESET
Audio Dante
Videa NDI4

Videa NDIS with Dante.Q-Sys or AES67 audio

Videa with AESE7 audio

Video with Dante audio

Description Operation
To connect IP Audio AES67 devices and their controller

To connect IP Audio Dante devices and their controller

To connect NDI Version 4 (mTCP) video devices and cameras.

Te connect NDI Version 5 (RUDP) video devices and cameras. Audio Dante, Q-S¥S or AESE7 is supparted at the same time in the same VLAN.

To connect 1P video devices and their controller. Audio AES67 SUpported at the same time In the same VLAN, Supported devices Include NVX, AMX, Zesvee
Aurara, Kramer, Atlana, LibAV. Visionary, Wyrestorm, Extran MAV, Dante Video, SDVE & etc

To connect IP Video devices and their controller. Audio Dante supported at the same time in the same VLAN. Supported devices include NVX, AMX, ZeeVee,
Aurora. Kramer. Atlona. LIbAV. Visionary, Wyrestorm, Extron NAV, Dante Video, SDVOE & etc.

Users can add more customized templates using the “Add” button:

Add Template X

sTemplate
1-64 characters, including digits, letters and spedial characters except
Description
0-256 characters, including digits, letters and special characters except

Multicast

8

It is recommended to enable multcast, otherwise it may cause network
congestion and affect usage.

E2ETC ()

(2) Pro AV port-level configuration

In the port application template, integrate VLAN switching technology, multicast technology, stream
classification technology, etc., and generate a configuration file, then the configuration will take effect.

GRANDSTREAM NETWORKS GWN780x Pro Firmware Release Notes Page 28



GRANDSTREAM

CONNECTING THE WORLD

Configuration > Add Configured Profile

Click port 1o change the member type

(D Tagged (U) Untagged

2 s 9 6 s ©
1 3 5 7 9 10
@ 256 256
LAG
Click port to change the member type
(D Tagged (@ Untagged
2 4 6 8
@ @
1 3 H 7
«Configured Profiles Conf Room -64 characters, including dig|
and special characters exc:
sTemplate Video NDI5 with Dante.Q-Sys or AES67 audio ~
*VLAN ID 22 Valid range is 1-4094
Color I 400793 v
Pro AV
nfiguratior emplate
Part
2 4 7 s
1 3 5 ] 1
LAG
z a 5 &
1 3 ] 7
Configured Profiles
add
Configured Profiles Template VLAN ID IP Address Num. of Ports Operation
vi i5 with Q- AESE7 -
m  conf Room aud:igNu 5 with Dante.Q:Sys or AES67 N % @ w
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FIRMWARE VERSION 1.0.15.211

PRODUCT NAME

GWN7801P Pro,

GWN7802P Pro,

GWN7803 Pro, GWN7803PL Pro, GWN7803PH Pro,
GWN7806PH Pro, GWN7806PL Pro

DATE

11/11/2025

FIRMWARE FILE INFORMATION

e  GWN7801P/02P/03PH/03PL/03 Pro Firmware file name: gwn780xprofw.bin
MD5 checksum: 6dcf890d01d3e857c42f856d2bfeeecO

e GWN 7806PH/PL Pro Firmware file name: gwn7806fw.bin
MDS5 checksum: 2f3c77e0b00bd1748e71727d88e29e59

CHANGES/ENHANCEMENT

e This is the initial firmware for GWN780x Pro models.
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