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FIRMWARE FILE DOWNLOAD 

 

Individual firmware files are available for downloading at URL below: 

https://www.grandstream.com/support/firmware 

 

 

 

 

https://www.grandstream.com/support/firmware
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FIRMWARE VERSION 1.0.17.6 

PRODUCT NAME 

GWN7801P Pro,  

GWN7802P Pro,  

GWN7803 Pro, GWN7803PL Pro, GWN7803PH Pro,  

GWN7806PH Pro, GWN7806PL Pro 

 

DATE 

6/2/2026 

 

FIRMWARE FILE INFORMATION 

• GWN7801P/02P/03PH/03PL/03 Pro Firmware file name: gwn780xprofw.bin 

MD5 checksum: 18a73bda3da26efd0e2d0783358e548a 

• GWN 7806PH/PL Pro Firmware file name: gwn7806profw.bin 

MD5 checksum: 6ac976904645b262af890c48e15e868d 

 

CHANGES/ENHANCEMENT 

• Added support for 2.5Gbps SFP+ modules [SFP+ supports 2.5Gbps] 

• Added queue packet loss statistics under Port Statistics [Queue packet loss statistics] 

• Added support for more Grandstream OUI for Voice VLAN [More Grandstream OUI for Voice VLAN] 

• Added MAC Address Hashing Algorithm for MAC Address [MAC Address Hashing Algorithm] 

• Added MAC address migration record [MAC address migration record] [GWN7806 PH/PL Pro Only] 

• Added VLAN Stacking function [VLAN Stacking function] 

• Added CoS for management IP interface [CoS for management IP interface] 

• Optimized address pool settings of DHCP server [Optimize address pool settings of DHCP server] 

• Optimized ARP/NDP [Optimize ARP/NDP] 

• Added Policy Route function [Policy Route] [GWN7806PH/PL Pro Only] 

• Added user-customized static route specification [User-customized static route specification] 

• Added MLD Matching Domain under MLD Snooping [Error! Reference source not found.] [GWN7801P 

Pro, GWN7802P Pro, GWN7803 Pro Only] 

• Optimized port security function  

• Optimized Port Isolation function [Optimize Port Isolation function] 

• Optimized ACL advanced statistics settings [ACL advanced statistics settings] 

• Added ACL utilization in CLI [ACL advanced statistics settings] 

• Support drop packets when rate is non-0 and counter dropped packets [Support drop packets when rate is 

non-0 and counter dropped packets.] 

• Optimized Identity Authentication Management [Optimize Identity Authentication Management] 
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• Added ND Snooping [ND Snooping] 

• Added auto backup function [Auto Backup] 

• Added support to use one configuration file when device reboots 

• Added capture function. [Capture function] 

• Optimized management platform connection diagnostics [Optimized management platform connection 

diagnostics] 

• Added sFlow function [sFlow function] 

• Optimized SNMP function [Optimize SNMP function] 

• Added more alert [Added more alert] 

• Added port configuration for Telnet [Port configuration for Telnet] 

• Added SSH public key for users [SSH public key for users] 

• Support passwordless remote access for GDMS Networking and GWN Manager [Support passwordless 

remote access for GDMS Networking and GWN Manager] 

• Added more features with Stack [Add more features with stack.] 

• Added Stack settings for Stacking members [Add stack settings for stacking members.] 

• Increased the limit of "Max Number of Allowed MAC Addresses" to 2000. 

• Added filtering option (pip) in CLI. 

• Fixed an issue that Auto Voice VLAN fails after provisioning voice VLAN through GWN Cloud. 

• Fixed an issue that Incorrect Timezone Offset When Syncing Time from GDMS Cloud. 

• Fixed internal bugs. 

NEW FEATURE OVERVIEW 

SFP+ supports 2.5Gbps 

To use SFP+ 2.5Gbps, first set SFP+ speed mode to 2.5Gbps/10Gbps, reboot the device, then configure 

the speed of SFP+ to 2.5Gbps. 
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Queue packet loss statistics 
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More Grandstream OUI for Voice VLAN 

 

 

MAC Address Hashing Algorithm 
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MAC address migration record 

 

 

VLAN Stacking function 

The primary function of VLAN Stacking is to encapsulate the user’s private VLAN tag within the public VLAN 

tag of the carrier’s network during transmission. This solution addresses two critical issues: first, it expands 

the number of available VLANs, surpassing the limit of 4096; and second, it establishes Layer 2 isolation 

for user traffic, ensuring that traffic originating from different users remains isolated within the carrier’s 

network while still enabling transmission across various geographic locations.  
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CoS for management IP interface 

 

 

Optimize address pool settings of DHCP server 

Implement support for enabling and disabling DHCP for each address pool. 

Add a gateway for the global address pool. 

Optimize DHCP option settings. 
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Optimize ARP/NDP 

    Divided into a configuration table and an effective table. 

 

 

 

 

Policy Route 

Routing forwarding according to user-defined policies. 
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User-customized static route specification 
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MLD Matching Domain under MLD Snooping (GWN7801P Pro, GWN7802P Pro, GWN7803 Pro Only) 

 

 

Optimize Port Isolation function 

Support multiple isolation groups. 

Support unidirectional isolation and bidirectional isolation, 

• Unidirectional isolation: The isolation group interface stops sending data to the unidirectionally 

isolated interface.  

• Bidirectional isolation: Neither interface sends data to the other. 
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ACL advanced statistics settings 

Added ACL statistics rate, and support refresh. 
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    Add ACL utilization in CLI. 

 

 

Support drop packets when rate is non-0 and counter dropped packets. 

When port rate is set to 0, support drop packets or errdisable port. And, add rate-limited dropped packets 

statistics under Statistics. 
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Optimize Identity Authentication Management 

Added import/export local user of MAC-based. 

 

 

Added name description for local user of MAC-based. 
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ND Snooping 

The Network Address Translation (NAT) Snooping function serves as a security mechanism that establishes 

a legitimate mapping of IPv6 addresses and ports. By collaborating with features such as NAT Inspection 

and IPv6 Source Guard, it ensures the authenticity of packets, thereby mitigating potential attacks 

associated with the Network Address Translation (NAT) protocol, including address spoofing and gateway 

impersonation. 
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Auto Backup 

Added auto backup function. Select the backup time, and the switch will automatically back the running 

configuration file. 

 



 

GRANDSTREAM NETWORKS       GWN780x Pro Firmware Release Notes                Page 20 

 

 

 

Support selects one configuration file to use when device reboots. 

 

 

Capture function 

This feature is now supported in all Pro models. 

Select local PC and TFTP server to save capture file. 

By setting the capture time, the switch can automatically capture matching packets within the specified time. 

 

 

Optimized management platform connection diagnostics 

Display all link connection status, including GDMS Networking, GWN Manager and GWN routers. 



 

GRANDSTREAM NETWORKS       GWN780x Pro Firmware Release Notes                Page 21 

 

 

 

 

 

sFlow function 

This feature is only supported in GWN7806 PH/PL Pro. 

sFlow function is a network monitoring technology that encapsulates traffic monitoring information into data 

messages through random sampling and application-layer data extraction, and sends them to a central 

analyzer in real-time, thereby providing complete visualization and performance analysis of the entire 

network traffic. 
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Optimize SNMP function 

Support configure SNMP version when SNMP feature is enabled. 

 

 

Support grouped settings for type and OID subtree, and also support setting multiple groups. 
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Add AES for encryption mode under User Management. 

 

 

Support more Trap information. 
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Added more alert 

Add ARP alert. 

 

 

 

 

Add fiber module alert. 
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Port configuration for Telnet 

 

 

SSH public key for users 

Once SSH public key is configured, you can use it to sign in the switch. 
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Support passwordless remote access for GDMS Networking and GWN Manager 

 

 

Add more features with stack. 

    Support more features when stacking, including multicast, SNMP, RMON, identity authentication 

management, and ACL. 

 

Add stack settings for stacking members. 

    Once stacking is established, every member switch can be configured its stacking settings. 
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FIRMWARE VERSION 1.0.17.5 (GWN7806 PH/PL Pro Only) 

PRODUCT NAME 

GWN7806PH Pro, GWN7806PL Pro 

 

DATE 

4/15/2026 

 

FIRMWARE FILE INFORMATION 

• GWN 7806PH/PL Pro Firmware file name: gwn7806profw.bin 

MD5 checksum: a525ca8288046af45e1addec7613b276 

 

CHANGES/ENHANCEMENT 

• Added support for 2.5Gbps SFP+ modules [SFP+ supports 2.5Gbps] 

• Added queue packet loss statistics under Port Statistics [Queue packet loss statistics] 

• Added support for more Grandstream OUI for Voice VLAN [More Grandstream OUI for Voice VLAN] 

• Added MAC Address Hashing Algorithm for MAC Address [MAC Address Hashing Algorithm] 

• Added MAC address migration record [MAC address migration record] 

• Added VLAN Stacking function [VLAN Stacking function] 

• Added CoS for management IP interface [CoS for management IP interface] 

• Optimized address pool settings of DHCP server [Optimize address pool settings of DHCP server] 

• Optimized ARP/NDP [Optimize ARP/NDP] 

• Added Policy Route function [Policy Route] 

• Added user-customized static route specification [User-customized static route specification] 

• Optimized port security function  

• Optimized Port Isolation function [Optimize Port Isolation function] 

• Optimized ACL advanced statistics settings [ACL advanced statistics settings] 

• Added ACL utilization in CLI [ACL advanced statistics settings] 

• Support drop packets when rate is non-0 and counter dropped packets [Support drop packets when rate is 

non-0 and counter dropped packets.] 

• Optimized Identity Authentication Management [Optimize Identity Authentication Management] 

• Added ND Snooping [ND Snooping] 

• Added auto backup function [Auto Backup] 

• Added support to use one configuration file when device reboots 

• Added capture function for GWN7806 PH/PL Pro only [Capture function] 

• Optimized management platform connection diagnostics [Optimized management platform connection 

diagnostics] 

• Added sFlow function [sFlow function] 



 

GRANDSTREAM NETWORKS       GWN780x Pro Firmware Release Notes                Page 29 

• Optimized SNMP function [Optimize SNMP function] 

• Added more alert [Added more alert] 

• Added port configuration for Telnet [Port configuration for Telnet] 

• Added SSH public key for users [SSH public key for users] 

• Support passwordless remote access for GDMS Networking and GWN Manager [Support passwordless 

remote access for GDMS Networking and GWN Manager] 

• Added more features with Stack [Add more features with stack.] 

• Added Stack settings for Stacking members [Add stack settings for stacking members.] 

• Increased the limit of "Max Number of Allowed MAC Addresses" to 2000. 

• Added filtering option (pip) in CLI. 

• Fixed an issue that Auto Voice VLAN fails after provisioning voice VLAN through GWN Cloud. 

• Fixed an issue that Incorrect Timezone Offset When Syncing Time from GDMS Cloud. 

• Fixed internal bugs. 

NEW FEATURE OVERVIEW 

SFP+ supports 2.5Gbps 

To use SFP+ 2.5Gbps, first set SFP+ speed mode to 2.5Gbps/10Gbps, reboot the device, then configure 

the speed of SFP+ to 2.5Gbps. 
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Queue packet loss statistics 
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More Grandstream OUI for Voice VLAN 

 

 

MAC Address Hashing Algorithm 
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MAC address migration record (GWN7806PH/PL Pro Only) 

 

 

VLAN Stacking function 

The primary function of VLAN Stacking is to encapsulate the user’s private VLAN tag within the public VLAN 

tag of the carrier’s network during transmission. This solution addresses two critical issues: first, it expands 

the number of available VLANs, surpassing the limit of 4096; and second, it establishes Layer 2 isolation 

for user traffic, ensuring that traffic originating from different users remains isolated within the carrier’s 

network while still enabling transmission across various geographic locations.  
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CoS for management IP interface 

 

 

Optimize address pool settings of DHCP server 

Implement support for enabling and disabling DHCP for each address pool. 

Add a gateway for the global address pool. 

Optimize DHCP option settings. 
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Optimize ARP/NDP 

    Divided into a configuration table and an effective table. 

 

 

 

 

Policy Route 

Routing forwarding according to user-defined policies. 
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User-customized static route specification 
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Optimize Port Isolation function 

Support multiple isolation groups. 

Support unidirectional isolation and bidirectional isolation, 

• Unidirectional isolation: The isolation group interface stops sending data to the unidirectionally 

isolated interface.  

• Bidirectional isolation: Neither interface sends data to the other. 
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ACL advanced statistics settings 

Added ACL statistics rate, and support refresh. 

 

 

    Add ACL utilization in CLI. 
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Support drop packets when rate is non-0 and counter dropped packets. 

When port rate is set to 0, support drop packets or errdisable port. And, add rate-limited dropped packets 

statistics under Statistics. 

 

 

 

 

Optimize Identity Authentication Management 

Added import/export local user of MAC-based. 
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Added name description for local user of MAC-based. 

 

 

ND Snooping 

The Network Address Translation (NAT) Snooping function serves as a security mechanism that establishes 

a legitimate mapping of IPv6 addresses and ports. By collaborating with features such as NAT Inspection 

and IPv6 Source Guard, it ensures the authenticity of packets, thereby mitigating potential attacks 

associated with the Network Address Translation (NAT) protocol, including address spoofing and gateway 

impersonation. 
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Auto Backup 

Added auto backup function. Select the backup time, and the switch will automatically back the running 

configuration file. 
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Support selects one configuration file to use when device reboots. 

 

 

Capture function (GWN7806 PH/PL Pro Only) 

This feature is only supported in GWN7806 PH/PL Pro. 

Select local PC and TFTP server to save capture file. 

By setting the capture time, the switch can automatically capture matching packets within the specified time. 
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Optimized management platform connection diagnostics 

Display all link connection status, including GDMS Networking, GWN Manager and GWN routers. 

 

 

 

 

 

sFlow function (GWN7806 PH/PL Pro Only) 

This feature is only supported in GWN7806 PH/PL Pro. 

sFlow function is a network monitoring technology that encapsulates traffic monitoring information into data 
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messages through random sampling and application-layer data extraction, and sends them to a central 

analyzer in real-time, thereby providing complete visualization and performance analysis of the entire 

network traffic. 
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Optimize SNMP function 

Support configure SNMP version when SNMP feature is enabled. 

 

 

Support grouped settings for type and OID subtree, and also support setting multiple groups. 

 

 

Add AES for encryption mode under User Management. 

 

 

Support more Trap information. 
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Added more alert 

Add ARP alert. 
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Add fiber module alert. 
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Port configuration for Telnet 
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SSH public key for users 

Once SSH public key is configured, you can use it to sign in the switch. 

 

 

Support passwordless remote access for GDMS Networking and GWN Manager 

 

 

Add more features with stack. 

    Support more features when stacking, including multicast, SNMP, RMON, identity authentication 

management, and ACL. 

 

Add stack settings for stacking members. 

    Once stacking is established, every member switch can be configured its stacking settings. 
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FIRMWARE VERSION 1.0.15.219 

PRODUCT NAME 

GWN7801P Pro,  

GWN7802P Pro,  

GWN7803 Pro, GWN7803PL Pro, GWN7803PH Pro,  

GWN7806PH Pro, GWN7806PL Pro 

 

DATE 

1/15/2026 

 

FIRMWARE FILE INFORMATION 

• GWN7801P/02P/03PH/03PL/03 Pro Firmware file name: gwn780xprofw.bin 

MD5 checksum: c60da7b45a75bf9485540a94de1fd98c 

• GWN 7806PH/PL Pro Firmware file name: gwn7806fw.bin 

MD5 checksum: 20af2f18c58c3d249353b50e39b78cba 

 

 

CHANGES/ENHANCEMENT 

• Added support for Pro AV and IEEE 1588 PTP. 

• Fixed internal bugs. 

 

NEW FEATURE OVERVIEW 

• Pro AV 

The GWN78xx series switches feature professional AV functions and, in combination with the QoS 

mechanism, ensure the priority transmission of critical AV signals. 

1. With a visual graphical interface, each port can be configured with professional AV functions, greatly 

simplifying deployment and management. 

2. Compatible with AES67, Dante, and NDI, preset solutions for different scenarios can be applied with 

one-click, lowering the usage threshold. 

3. Accurately and quickly identify AV streams and prioritize their processing, while supporting multi-

channel concurrent transmission. 

 

Configuration: 

 

(1) Pro AV template settings 
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The device has 6 built-in templates, which are as follows: 

 

Users can add more customized templates using the “Add” button: 

 

 

(2) Pro AV port-level configuration 

 

In the port application template, integrate VLAN switching technology, multicast technology, stream 

classification technology, etc., and generate a configuration file, then the configuration will take effect. 
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FIRMWARE VERSION 1.0.15.211 

PRODUCT NAME 

GWN7801P Pro,  

GWN7802P Pro,  

GWN7803 Pro, GWN7803PL Pro, GWN7803PH Pro,  

GWN7806PH Pro, GWN7806PL Pro 

 

DATE 

11/11/2025 

 

FIRMWARE FILE INFORMATION 

• GWN7801P/02P/03PH/03PL/03 Pro Firmware file name: gwn780xprofw.bin 

MD5 checksum: 6dcf890d01d3e857c42f856d2bfeeec0 

• GWN 7806PH/PL Pro Firmware file name: gwn7806fw.bin 

MD5 checksum: 2f3c77e0b00bd1748e71727d88e29e59 

 

 

 

CHANGES/ENHANCEMENT 

• This is the initial firmware for GWN780x Pro models. 
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