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FIRMWARE VERSION 1.0.33.7

PRODUCT NAME
SoftwareUCM

PROGVER=1.0.33.7; WAVEVER=1.0.33.15

DATE
Published: 5/26/2026

FIRMWARE FILE INFORMATION

o SoftwareUCM PBX firmware file name (bin): softwareucm_1_0 33 7.bin
MD5: b8d064c42b3febec4a65473d38d9d33f

CHANGES SINCE FIRMWARE VERSION 1.0.27.15
Features and bug fixes introduced starting from UCM6300 Series 1.0.29.x and higher have been ported over.

ENHANCEMENTS
o [System]
o Added optimizations to improve handling of large numbers of subscription requests.
o On factory settings, the UCM will now have the following services and corresponding ports

disabled:
= SSH
= SFTP

= Any other feature or service not actively in use
=  Any service that would send network information to Grandstream servers for services
such as date/time syncing, region detection, etc.
o [Security]

o Added Geo-IP Access Control option Strict Defend Mode, which drops traffics from blocked
countries entirely instead of the original behavior of rejecting at the application/service layer
and sending explicit responses.

o Users can now manually add entries to the Fail2ban blocklist. Up to 100 can be manually

added.
o Fail2ban, SYN Flood Defense and Ping Defense firewall settings are now enabled on factory
settings.
o [AMI]
o Added LinkedID parameter to CDR AMI event reporting for improved call tracking and
management.

e [Announcement Center]
o Added a Call Privileges field where users can select the calling privilege level of the
announcement center.
o [Call Statistics]
o Added several new call report types for various call scenarios [NEW CALL STATISTICS
REPORTS]
e [Call Flip]
o BFCP will no longer be offered if support is not explicitly stated.
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[CDR]

[CRM]

o

o

o

o

@)
@)

[HA]

Added call billing support. Call Rates page has been added to under the CDR section, and a
Carrier page has been added to the Outbound Routes section. Call statistics will now also
contain call billing information.

Callee name is now displayed under the Callee column

Added support for Bitrix24 CRM integration. Please refer to the official Bitrix24 CRM
Configuration Guide for detailed instructions on setup and usage.

[Clustering]

Added support for clustering. Before license activation, users can now designate their
SoftwareUCM instance as either a main Business Server or a Media Server for cluster
environments. SoftwareUCMs designated as a media server function only as an additional
resource pool for the designated SoftwareUCM business server and thus do not require
license activation. For more details about this functionality, please see the SoftwareUCM
Media Cluster Guide.

[Email Settings]

Wave information is no longer included in the New Messages to Inactive User Notification
email template.

[Emergency Calling]

ELINs can now be mapped to specific extensions instead of subnets. [EMERGENCY
LOCATION — EXTENSION-TO-ELIN MAPPING]
Send PAI Header option has been added to the Add/Edit Location Mapping page.

[Extensions]

Added Call Policy tab. Call forwarding and DND settings have been moved to this tab.

Added comprehensive extension-level call number handling feature under the new Call Policy
tab.

The Emergency CID field of new extensions will now be auto-filled with the extension number.
Added support for Cisco CP69xx/78xx/88xx endpoint DND. Pressing DND on Cisco phones
will now also update the UCM extension presence status to DND. Note: DND status sync for
other Cisco endpoints may work despite not being explicitly stated.

Added Use callee DOD on FWD or RS option to Edit Extension >Features page to allow
extensions to use their DOD as CID for outbound blind transfers and redirected calls.

Wave Administrator has been added as a User Portal/Wave Privileges option under the
extension settings.

Added Multi-Factor Authentication toggle option to Edit Extension>Wave Client page. [Error!
Reference source not found.]

Added support for High Availability (HA). HA environments will require the new “HA Standby
Device” add-on, which will be available when purchasing or renewing SoftwareUCM PBX
plans. If this add-on is included, an additional license file for the standby device will be
provided. This license file cannot be used for standalone SoftwareUCM instances and will not
work with other SoftwareUCM instances besides the one designated in the license.

The console can now retrieve HA status and display the HA cluster IP address and
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active/standby machine IP addresses.
o  For more details about this functionality, please see our official HA guides:
=  For local device redundancy within the same network: SoftwareUCM — High
Availability User Guide: Local HA

=  For remote device redundancy located on different networks: SoftwareUCM — High

Availability User Guide: Remote Disaster Recovery

[HTTP Server]

o Added Automatically Update the External Host Address for Wave option to the
RemoteConnect—>Plan Settings page, allowing users to choose whether the HTTP
Server—>Wave—>Extemal Host field is automatically updated when a RemoteConnect plan
is active.

[HTTPS API]

o Added API support for adding, editing, and deleting LDAP contacts. The following commands
have been added: addContact, deleteContact, and updateContact. Please check our official
IPPBX HTTPS API guide for details on usage.

o Added ability to customize the permissions of each API user.

[Integrations]

o Added support for retrieving and syncing contacts from Windows AD, Microsoft Entra ID, and
Google Workspsace into dedicated UCM LDAP phonebooks [INTEGRATION OF
COLLABORATION PLATFORMS]

IVR
: <]3 Added support for IVR Webhook, allowing the UCM to send/receive call event notifications and
receive call control commands. [IVR WEBHOOK(]
o Added the PMS Wake-up Call Service Mode option that, if enabled, would allow the IVR to be
selected and used for wakeup service calls.
@)

LDAP
: o : Added a TLS Compression toggle to the LDAP Server Configuration page. This option is
disabled on factory settings.

o Added the LDAP Attribute Conversion option to the LDAP Server >Phonebook Download
Configurations page. This allows the UCM to display OpenLDAP contact details as if they
were normal UCM LDAP contacts by mapping the source LDAP server attributes to UCM'’s
LDAP server attributes.

[Live Chat]

o Added ability to toggle Live Chat on/off.

o Added Advanced Messaging page under the Sidebar->Messaging section. [ADVANCED
MESSAGING]

[Maintenance]
o Backups are now created in .tgz file format.

o Backup restoration now supports both .tar and .tgz file formats.
o Added options to check online for new firmware and schedule regular firmware checks via the
Task Management page.
o SECURITY syslog is now enabled on factory settings.
[Meetings]
o Added the Play Joining/Leaving Meeting Announcement toggle to allow users to
enable/disable the meeting join/leave natification sound.
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o Added the Auto End Meeting toggle to configure whether meetings will automatically end if
there are no other participants in a meeting besides monitoring devices such as GDS, IP
cameras, etc.

o The designated meeting host of scheduled meetings can now download recordings of their
meetings. Previously, only the meeting creator could do this. Note 1: Transferring host
privileges during the meeting will not give the new host the ability to download meeting
recordings. Note 2: Hosts cannot download recordings of meetings originating from UCMs
different from their own.

o Users can now set an ending date for when to stop recurring meetings.

o [Network Settings]
o Added IPv6 support. Requires SoftwareUCM ISO version 1.0.3.5.
o Added Dual network method, allowing for usage of two separate NICs. Requires SoftwareUCM
ISO version 1.0.3.5.
o Added the Port Management tab to the Network Settings page. Users can now customize the
port number for the following: SSH, MySQL, LDAP, LDAPS, SNMP, HTTPS, HTTP, SIP UDP,
SIP TCP, SIP TLS, RTP, AMI, and Wave.
o The foIIowmg changes have been made for EAP-TLS 802.1x mode:
Renamed MD5 Password field to 802.1X Client Private Key Password.
= Added 802.1X Client Private Key field.
= Uploaded 802.1X client certificates will now be automatically renamed to
8021x_client_cert
= Uploaded 802.1X client private keys will now be automatically renamed to
802x_client_pem
e [Paging]
o Added the First Answer Termination option. If enabled, as soon as one recipient answers a
page, it will be ended for the other recipients.
o Added live broadcasting functionality to the Multicast paging type. Users are now able to set up
background sound and make impromptu announcements while the page is ongoing.

o [PBX Settings]

o  Added support for Amazon S3 cloud storage as a backup location. This new feature can be
found under the new PBX Settings >Storage Device Management page. [AMAZON S3
SUPPORT]

o Only applicable for Oracle Hospitality's OPERA PMS. Added option to the PBX->General
Settings page to set prefixes that will allow the UCM to distinguish and definitively label different
types of calls (i.e., local calls, long-distance calls, and international calls) for call billing purposes.

o [PMS]

o Added support for Oracle Hospitality OPERA. [ORACLE HOSPITALITY OPERA
INTEGRATION]

Hmobile has been renamed to “char pmslink”.

o Local PMS’s wakeup service now supports the use of existing IVRs for wakeup calls and its
own unique key press events [WAKEUP IVR]

o Users can now create wakeup calls for checked-out rooms.

o Added various new features to Local PMS. [LOCAL PMS ENHANCEMENTS]

o Local PMS wake-up service prompt will now dynamically use the language configured during
room check-in.

o Local PMS check-in and check-out actions will take effect immediately without requiring “Apply
Changes”.

o Added support for automatic room allocation for bookings.

¢ [Queue]
o Users can now specify the voice prompt language used for each queue.
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o Queue chairman can now view the CDR of their managed queues.

o Added agent proficiency-based routing. [QUEUE AGENT PROFICENCY-BASED ROUTING]
Added Premium Code and Premium Code Voice Prompt options to the Advanced Settings
page. Queue callers can increase their priority in queue by entering this code after the
premium code prompt.

o The Enable RPID Header option has been added to the Advanced Settings page

¢ [Routing]
o Added Least Cost Routing (LCR) support. [CARRIER CALL RATES & LEAST COST
ROUTING]

o Users can now adjust the query timeout when using Don’t Call Me Blocklist from 1~180
seconds. Default value is now 5 seconds.
o  When importing, users now have the option to skip importing duplicate routes or update
duplicate routes with the settings in the import file.
o Added option to change how outbound routes are prioritized. [OUTBOUND ROUTE
PRIORITY POLICY]
o Added support for contact querying to 3 party SQL servers in addition to the MySQL support
in 1.0.27 x. Database configuration has been moved to Integrations=>3" Party Database
Integration page. Queried contacts can also be set to be saved to the local UCM LDAP
phonebook. [3R° PARTY SQL DATABASE SUPPORT]
o Added Caller ID Manipulation section to outbound route page. Users can use it to strip and
prepend the CID of an outgoing call before it goes out. [CALLER ID MANIPULATION]
o Users can now configure per-call and total call duration limits for outgoing calls. [Outbound Call
Duration Limits]
o [SIP Settings]
o Added the Replace # with %23 in SIP URI option to the SIP Settings 2>ToS page. If disabled,
the UCM will not encode # as %23 during call processing.
e [SNMP]
o Added support for more OIDs in the MIB. [SNMP: NEW OIDS]
o [Speed Dial]
o Added Speed Dial Name field for entries.
o [System Events]
o Added GDMS Cloud Storage alert for failed uploads to GDMS cloud storage.
o Added option to not generate Lost Registration alerts for Wave clients.
e [Time/Date Settings]
o Added support for configuring holidays by date and week.

o The system can now check for time zone updates and update its time zone list automatically.
Users can manually check for updates and schedule update checks from the Task Management

page.
O

e [User Management]

o Users that have permission for features will also be able to access the corresponding
scheduled tasks for those features.
Added Wave permission Wave App Screenshot and Screen Recording.

o Added support for configuring pre-installed Wave add-ins for users under the User
Portal/Wave Privileges page.

o Added Wave permission Recording Status to toggle visibility of the call recording status icon
in calls and meetings.

o Added Administrator Privileges tab, which currently supports permissions for CDR/recording
viewing and downloading of select departments and extensions. [Administrator Privileges]
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o

o

Added the following new User Portal/\Wave privileges:

= Delete Message Wave permission

= Multi-client Loging Settings Wave permission
Added the following new custom privileges:

* PMS - Room Management

= PMS - Room Status

* PMS - Housekeeper

= Music On Hold

e [Voicemail]

@)
@)

Added support for batch deletion of voicemail messages and voicemail group messages.

e [Voice Prompts]

@)
@)

Added support for playback of custom prompts.

Users can now customize the prompt that plays when an outgoing call has been blocked by
going to PBX Settings 2>Call Prompt Tones 2>General Call Prompt Tones and configuring the
Blocklist Outgoing Failure option.

e [VolP Trunks]

o [Wave]

@)
O

o [Web]

o

O O O

O O O O

Added Concurrent Call Threshold and related system alerts.

Added the Response to Blocked Call option to customize the response code sent to the caller
when a call is blocked due to hitting concurrent call thresholds.

Added the Send Diversion Header option to the Advanced Settings page, allowing users to

configure whether to send Diversion Header for each trunk.

Added support for automatically refreshing Wave login QR code.
Added support for Wave account switching.

Users can now batch delete inbound routes, outbound routes, and DODs.

Trunk status and active call count will now be displayed on the VoIP Trunks overview page.
Room Status page has been changed to “Check-in Management”.

Zero Config port information has been added to the System Settings>Network Settings—>Port
Management page.

Dashboard now displays NAS connection status and space usage.

Dashboard now displays the IP addresses of available network interfaces.

Users can now import and export data in XLSX format.

Made several improvements to the webUI.

e [Zero Config]

@)
O

Added ability to search device templates by vendor.
Added Zero Config support for 3" party phones such as Cisco, Polycom, and Yealink. [ZERO
CONFIG SUPPORT FOR 3R° PARTY DEVICES]

o Added wallpaper resolutions 320x240 and 1280x720 to Global Policy page.
o Added support for filtering devices by vendor. Currently, only Grandstream devices can be
identified. Vendors are identified through MAC OUI.
O
NEW LIMITATIONS
o [System]
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o Updated strong password requirements for User Passwords and SIP Registration passwords
to the following:
= Minimum length of 10 characters
=  Must satisfy all of the following character conditions:
e 1 ormore uppercase letters
e 1 or more lowercase letters
e 1 ormore numbers
o 1 ormore special characters
= No consecutive repeating characters
= Must not match username
o Updated strong password requirements for voicemail and voicemail groups:
= No consecutive repeating characters
= Must not match extension number
¢ [Extensions] Job Title field now supports blanks.
¢ [Maintenance] Backup upload file size limit has increased from 30MB to 100MB.
e [VolIP Trunks]
o PAIl header field now supports plus signs (+).
o Max number of SIP trunks has been increased to 1000.

e [Zero Config] Increased firmware upload size limit to 1.5GB.

NEW FEATURES OVERVIEW

This section describes the major new features/changes introduced in the update and provides instructions for
usage.

Note: Some of the screenshots in this section are from the UCM6300 series web Ul and may not accurately reflect
the SoftwareUCM UI.

NEW CALL STATISTICS REPORTS

UCM now supports specialized call reports and statistics graphics for the various scenarios. This feature can be
found under the new CDR—>Statistics—>Call Reports tab. The following scenarios are supported:

¢ Extension Call Statistics — Shows call statistics of selected extensions/extension groups/departments
over specified time periods and call types.
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Statistics
CDRStatistics  Concurrent Call Statistics  Call Charges Statistics  Call R
Report Type Time Extension /Extension Group Department Call Type
Extension Call Statistics 2026-04-07 00:00 - 2026-04-07 2359 [] 1000 - 1001 * Sales - Al
1002 = 5
Inbound Calls
Outbound Calls
Extension Group Department Internal Calls
Inbound Calls/Qutbound C...
Extension Call Statistics
® Answered 1 No Answer @ Busy @ Disling Failed
<
Extensions Answered No Answer Busy Dialing Failed Total Ring Duration Total Talk Time
1000-John Smith 13 16 1 0 00:02:24 00:03:24
1001-Bob Jones 7 6 0 0 00:00:27 00:01:46
1002-Mary Su 0 3 0 0 00:00:06 00:00:00
Total 20 25 1 0 00:02:57 00:05:10
Total: 4 . 10/page *  Gotwo

Extension Call Statistics

o Extension Call Activity — Shows how calls and selected call types were handled by the specified
extensions/extension groups/departments over the specified time periods.

Report Type Tirme Select Dote Extersion /Extension Group Department Call Type
Extension Call Activity By Hour 2026-04-07 = 1000« 1001 Sales Al
1002 «
ExtensionGroup  Department
Extension Call Activity Answored  No Answer — Busy — Dialing Failed
A
\
[\
fi\
F—\
/ \
I
[ A\
/ \
. / \
/ \
[ \
/ \
[ /N N
/ \ N\ N
Hour Extensions Answered No Answer Busy Dialing Failed Total Ring Duration Total Talk Time
1000-John Smith 12 8 1 0 00:02:00 00:02:58
16:00-16:59 1001-Bob Jones 4 o o 0 00:00:07 0001:01
Total 16 8 1 0 00:02:07 00:03:59
1000-John Smith 0 5 0 0 00:00:15 00:00:00
1001-Bob Jones 2 3 0 0 00:00:13 00:00:38
18:00-18:59
1002-Mary Su 0 3 0 0 00:00:06 00:00:00
Total 2 1 0 0 00:00:34 00:00:38
1000-John Smith 1 3 0 [ 00:00:09 00:0026
20:00-20:59 1001-Bob Jones 1 3 0 0 00:00:07 00:00:07
Total 2 6 0 0 00:00:16 00:00:33
— —

Extension Call Activity
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PBX Call Activity — Shows general PBX call statistics over the specified time periods using specified
trunks. Users can choose to include or exclude internal calls for comparison and select among viewing
all call types, only outbound calls, or only inbound calls.

o Note 1: Device in the Trunk column refers to the PBX as a whole, indicating any and all calls
made by this UCM.

o Note 2: Internal in the Trunk column indicates any extension-to-extension calls (i.e., any call that
both originated and ended within this UCM).

Outbound Caller ID Activity — Shows outgoing call statistics for the selected trunk over a specified
period of time.

IVR Report — Shows statistics for the selected IVR over a specified period of time.
o Type indicates the IVR key press event format to see statistics for.

= Standard refers to the typical 0-9, *, # key press events along with invalid input and
response timeout events. Statistics for each key press event type will be calculated.

Statistics

CDR Statistics Concurrent Call Statistics Call Charges Statistics Call Reports

Report Type Time Type IVR

IVR Report 2026-03-0100... ~2026-05-08 23... Standard 7000-70001

IVR PressO Press1 Press2 Press3 Press4 Press5 Pressé Press7 Press8 Press9 Press# Press® Response Timeout Invalid Input Destination Details

7000 1 3 1 9 1 1 1 1 1 2 0 1 1095 &

Total: 1 - 10/ page Goto

IVR Standard Key Press Statistics

»  Custom refers to customized key press events that support key combinations, allowing
for more options beyond the standard 0-9, *, and # single keys. However, reports for
Custom type will only show data for overall IVR call-ins, response timeouts, and invalid
inputs. It will not provide statistics for each custom key press event.
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Statistics

Report Type Time

Key

Overall IVR

Response Timeout
Invalid Input Destination
1

3

9

911

9911

CDR Statistics Concurrent Call Statistics Call Charges Statistics Call Reports

Type

IVR Report 2026-03-01 00... ~2026-05-08 23... Custom

IVR

7000-70001

Count

1115

1095

Details

Total: 8 n 10/ page Goto

IVR Custom Key Press Event Statistics

o Users can export two types of IVR reports: Basic and Detailed

= Basic List- Lists all IVRs and the trigger counts of their key press events.

= Detailed List — In addition to the information in the Basic report, the Detailed report will
also include the caller information, what key press events were triggered, the time of the
events, and how lona the callers were in the IVRs.

n A B = D = F G H | J
I |IVR IPress 0 Press 1 Press2 Press3 Press4 Press5 Press6 Press7 Press ]
4 7000 0 0 1 0 0 0 0 1
3 )] Time Caller NunKey DestinaticOperation Duration
[ 177261311203/04/202¢ 1002 2 Pressed 2 0:00:05
p 177261313703/04/202¢ 1002 8 Pressed 8  0:00:00
p 177261317:03/04/202¢ 1002 7 Pressed 7 0:00:00
y 177261341£03/04/202¢ 1002 Response Timeout 0:00:10
B 177261341£03/04/202¢ 1002 Invalid Input Destir 0:00:00
P 177261341£03/04/202¢ 1002 Invalid Input Destir 0:00:00
0 177261341£03/04/202¢ 1002 Invalid Input Destir 0:00:00
1 177391642€03/19/202€ 1033 Response Timeout 0:00:10
2 177391645€03/19/202¢ 1033 Invalid Input Destir 0:00:00
3
IVR Detailed List Export

¢ Ring Group Statistics — Shows call statistics for the specified ring groups, including how many calls
were received, how many were answered, and the calculated answer rate.

EMERGENCY LOCATION - EXTENSION-TO-ELIN MAPPING

As an alternative to mapping subnets to ELINs, users can now directly map extensions to ELINs. This can be
done by going to the Advanced Call Features 2Emergency Calls >»Mergency Location Mapping 2Add Location
Mapping page and selecting Extension Method for the Type field.
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Emergency Calls > Edit Emergency Location Mapping: 1234567890

* ELIN
Geolocation Routing Yes
Send PAI Header
Type

Location Mapping

Add ‘ Import ‘ | Export v

Extensions Location Options

1003,1002 1234 ABC Street, 3rd Floor, New York City, NY L |j

Total: 1 n 10/ page Goto

Emergency Call Location Extension Mapping

Each extension can only be mapped to one ELIN. Up to 50 mappings can be configured.

WAVE EMAIL MULTI-FACTOR AUTHENTICATION

Multi-factor authentication via email is now supported for Wave users. To set up MFA for extensions, go to their
Extension/Trunk-> Edit Extensions>Wave Client page and enable the Multi-Factor Authentication option.

tus v Extensions > Edit Extension: 1000

Basic Settings Media Call Policy Features Voicemail Custom Time v t Follow Me

& Extension/Trunk A

ct services must be deployed, or STUN/TU]

General

Enable Wave /]

Allow Simultaneous Logins
from the Same Client Type

If enabled, Wave will allow more than 1
Desktop/Web client and more than 1
Mobile client login at a time. Otherwise
only 1 Desktop/Web login and 1 Mobile
login will be allowed. The extension’s

concurrent registration limit will still apply

B Authentication Method: Email
Authentication

If enabled, please use
to prevent
users from being unable to log in due to the

Wave version not supporting MFA

Figure 1 - Enable Wave MFA

Users must then use Wave Desktop/Web to complete the setup. MFA setup is currently not supported
on Wave Mobile. When logging into Wave, they will encounter this message:
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L
-
-

The administrator has enabled MFA security
authentication for you. Please bind the authentication
method.

Cancel Bind

Figure 2 - Wave MFA Setup

Select the Email Authentication option.

Wave User Multi-Factor Authentication

Wave account: 1000

1 (2)

Select Authentication Method

Authentication App

ticate via a code generated by an app instalied on you

TOTP Hardware Token

ticate via a code displayed on a “time-based one-time password" (TOTP) hard

Email Authentication

ticate

Figure 3 - Email Authentication Option

Enter the desired email address for MFA and click on the Send button to send the authentication code to
the configured email inbox.
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Wave User Multi-Factor Authentication

Wave account: 1000

Email Authentication

Please enter your email address and click the "Send Email"
button

john.smith@email.com
Please enter the 6-digit verification code sent to the
above email address. Valid for 10 minutes

930377

Figure 4 - Send Verification Code

Enter the received code into Step 2's field.

Wave User Multi-Factor Authentication

Wave account: 1000

Authentication success!

Figure 5 - MFA Setup Success

Now that setup is complete, go back to the Wave login page and log in with your credentials again. This
time, the following pop-up window will appear:
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»
]

Please enter the 6-character verification code that will be
sentto, ™ Eo=-m= mmmm - It will be valid for 10
minutes

Resend Email (225)

Cancel oK Lo

= Log in with N
Figure 6 - Wave Email MFA

Check your configured email inbox for the verification code and enter it into the fields shown above. Please
check the spam folder if the email cannot be found in the main inbox. If the verification code is correct, you
will successfully log into Wave.

INTEGRATION OF COLLABORATION PLATFORMS

Microsoft Entra ID (Formerly Azure AD), Windows AD, and Google Workspace integrations are now supported
and can be found under the new Integration of Collaboration Platforms page under the Integrations section,
providing a centralized location for 3rd party user platform integration configuration.

Integration of Collaboration Platforms
Deep intey ders such as Microsoft Entra 1D, Windows AD, and Google Workspace) enables centralized user account management and automated extension provisioning. Employees can use enterprise Single Sign-On (SSO) to log into UCM/Wave clients, significantly
]
» ]
s &) fooe N
Collabor: User § Single Sign-on (SSO) Con S
Supported Platform
BB Microsoft Entra ID (Azure AD) m
&} °
= G w
iy s [ o |
ﬁ Google Workspac m
Integration of Collaboration Platforms
GUIDES

e Windows AD Configuration Guide
e Microsoft Entra ID (Azure AD) Configuration Guide
e Google Workspace Integration Configuration Guide

IVR WEBHOOK

Users can now configure webhooks for IVRs, allowing the UCM to collect data from supported call events, send
them to target URLSs, and receive call control instructions, allowing for enhanced integration with 3 party services.
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System Status

Extension/Trunk

Basic Call Features A

Multimedia Meeting

IVR

Voicemail

Ring Groups

Paging/Intercom

Call Queue

Speed Dial

Event List

Feature Codes

Parking Lot

Advanced Call Fea...

Messaging

PBX Settings

System Settings

Contacts

Device Managem...

Maintenance

RemoteConnect

Integrations

IVR > Create New IVR

General

* Name

* Extension

Auto Record

IVR Webhook
VR Webhook

* Target URL

Password

Call Contro

* Timeout Time (s)

Key Pressing Events

Webhook_IVR

7003

@

target.webhook.com

ucmwebhook

Al

Notify IVR of Incoming Calls

Notify IVR of Answer

Notify IVR of End

\'D IVR Answer and IVR End refer to
entering the IVR and transferring
out of the IVR, not the answer
and end of the call at the
destination address.

@

C? If enabled, the predefined IVR

flow for the destination URL will
be followed. Configurations
related to the original IVR flow
such as dialed numbers, key

events, etc. will be disabled.

IVR Webhook
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After setup, no manual intervention or operation is needed unless settings need to be adjusted. UCM will
automatically and seamlessly handle the processing of call events and call handling instructions.

Supported Call Events
¢ Notify IVR of Incoming Calls — Inform the webhook of incoming calls.
¢ Notify IVR of Answer — Inform the webhook that a call has entered the IVR.
¢ Notify of DTMF Events — Inform the webhook of all entered DTMF key presses.
o Notify IVR of End — Inform the webhook that a call has left the IVR.

Call Control — Enabling this will hand over control of calls to the webhook. The UCM IVR’s key press events and
number dialing will not work while this is enabled.

Timeout Time (s) — The amount of time to wait for a call control command from the webhook after sending a call
event. After timeout, the system will send the event 3 more times, and if the webhook still does not respond, the
call will be ended.

ADVANCED MESSAGING

The Advanced Messaging page has been added to allow users to create and configure chatbots, integrate
Whatsapp, and 3™ party integrations directly from the UCM management portal. While these features were
present in Wave versions 1.0.27 .x, they could only be configured from the Wave interface.

For more details on configure the chatbot, please see our Live Chat Chatbot Admin Guide.

For more details on how to set up WhatsApp integration, please see our Wave Desktop 3™ Party Add-In User
Guide.

Advanced Messaging

Integration

Support Chatbot Default chatbot on our website Live Chat (1) : testLive

Advanced Messaging

AMAZON S3 SUPPORT

Users can now configure and select Amazon S3 cloud storage as a backup location. To configure, go to the PBX
Settings—> Storage Device Management->Amazon S3 page.
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Storage Device Management

NAS SFTP USB Disk/SD Card File Management

Extension/Trunk

Basic Call Features v Enable ()

>d Call Feat « Region US West (N. California) us-west-1

If there is no aption, enter the AWS Region
code, for example, enter “us-east-2" for the

eastern part of the United States (Qhio).

* Bucket test
«HeylD D ssssssssssessnscencse
#Secret Key (0 sssssssssssssssssssssssssssesssas .

Test Connection

Itis recommended to test connection during
the initial setup and after changing settings

to confirm it is working properly

Call Prompt Tones

Alert-info Prompt Cancel m

Figure 7 - Amazon S3 Configuration

Once configured successfully, Amazon S3 will become one of the available backup locations.

Backup > Create New Backup

s may take some time if backing up large amounts of data. It is recommended to use external storage devices such as SO cards, USB flash drives, etc. EXT4 is the recommended

= Choose Storage Location

Local
+ File Name
SFTP Server
Choose Backup Files GDMS Cloud Storage M Files CDR Records @ Recording Files Fax Files

E Je Statistics Report ﬂ ZeroConfig Storage a Meeting Report

Selecting “Voicemail” will also back up assigned name announcements. Selecting "ZeroConfig Storage” will not back up uploaded

device firmware.

Figure 8 - Amazon S3 Backup Location

ORACLE HOSPITALITY OPERA INTEGRATION

UCM now supports integration with Oracle Hospitality OPERA (including OPERA 5 and OPERA Cloud) via the
IFC8 interface. The following protocols are supported: TCP, Simple SSL, and Mutual SSL.

To order the interface required for Grandstream’'s UCM series, please provide the following information to your
local Oracle Sales representative:
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e Interface ID: IFC_PBX

o Specific Interface: Oracle Hospitality OPERA TMS interface for UCM Series PBX by Grandstream
Networks

In addition to the existing PMS features, some new options have been added to work together with OPERA PMS
specifically.

System Status PMS
. - Basic Settings Room Management Room Status Wakeup Service Mini Bar Housekeeper

Extension/Trunk -
Basic Call Features General
pn Gl PMS Module Oracle Hospitality OPERA

*PMS URL http://192.168.1.2/s0ap
PBX Settings

*PMS Port 8081
System Settings

Protocol Type ssl_mutual

Contacts

Private Certificate and Key

Device Managem...

* CA Cert Choose File to Upload ]
Maintenance
, Certificate & Private

Choose File to Upload ]
CDR Key

Oracle Hospitality OPERA

With OPERA, users can either send call charges and minibar charges to the PMS, and the PMS would
handle the final bill calculation and processing, or they can have the UCM handle all the calculation and
processing and sync the final bill to OPERA.
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Billing

Type of Call Billing Send to Oracle PMS

Minibar Billing Type PBX Direct Billing

(D Please go to the mini bar to set
the item type and price after

successfully saving.

Figure 9 - OPERA Billing

ROOM STATUS
OPERA has its own room statuses, which can be shown after toggling on the Enable Custom Room
Status Codes under the Room Status page.

PMS > Custom Room Status Codes
@ Please change the Room Status Update Prompt accordingly if the status codes and their respective room status have been modified,
Reset All Default A
Enable Custom Room Status Codes
Room 3 =
Press 1 Status Code 1 Dirty/Vacant 5]
Status
Press 2 Status Code 2 gk Dirty/Occupied o
Status
Press 3 Status Code 3 :;ﬂ"”' Clean/Vacant o
Status
Press 4 Status Code 4 Joor Clean/Occupied 3
Status -
Press5 Status Code 5 Room Inspected/Vacant e
Status -
Press 6 Status Code 6 Room Inspected/Occupied o
Status 1]

OPERA Room Status
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Extension Do Not Disturb (DND) is supported and can by synced to OPERA PMS.

MINI BAR

When using OPERA PMS, the following options have been added to the Mini Bar page:
¢ Increase Mini Bar Usage Code: Adjusts the quantity of the minibar item to charge.
¢ Global Tax Rate: Sets a global tax rate on the minibar items as an additional charge.
o Tax Rate: Sets a tax rate for an individual minibar item as an additional charge.

YOUTH HOSTEL MODE
Divides individual rooms into multiple units to account for multiple different groups and separate billing
within the same room.

WAKEUP IVR

Users can now create wakeup services with IVRs. To do so, add or edit a wakeup service and enable the Wake-
up Call IVR option.

PMS > Create New Wakeup Service

* Room Number 1000 -

* Start Time (L)
Repeat No Repeat

* Number of Redials 3

, Redial Interval 5

(minutes)

Wake-Up Call IVR ()

Wake-up call IVR

Wakeup_IVR VR Settings
Strategy P- g
Wake-up Call IVR I -
X Voice Email
Notification
notification Notification

Wakeup Service IVR Selection

Select the desired IVR to use. Only IVRs that have PMS Wake-Up Call Service Mode option enabled will
be selectable.
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PMS Wake-Up Call Service Mode

PMS Wake-Up Call
Service Mode

@ This cannot be enabled at the
same time as VR Webhook.

IVR PMS Wake-Up Call Service Mode

Note: IVRs that have this enabled will only have access to the Standard Key Event set (0-9, *), and
Custom Key Event will not be selectable.

Once created, users can then configure the Wake-up Call Notification page. The Wake-up Call IVR Press
Notification section has been added.

Wake-up Call IVR Press Notification
@ If you need to send corresponding e-mail or voice notification to the IVR destination according to the called key, please set the status of the key and the prompt.

Key Settings Key Status Prompt O
0 Custom None &) Upload Audio File
1 Normal
2 Need Help
3 Custom None | & Upload Audio File ’
- Custom None | & Upload Audio File ’
5 Custom None | & Upload Audio File ’
6 Custom None | &) Upload Audio File ’
7 Custom None ‘ & Upload Audio File ’
8 Custom None ‘ & Upload Audio File ’
9 Custom None | &) Upload Audio File ’
* Custom None | &) Upload Audio File ’
Timeout  Abnormal
Invalid Abnormal

Wakeup IVR Key Press Events

These key press events will only be accessible via wakeup calls.

LOCAL PMS ENHANCEMENTS
New Basic Settings
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Several new options have been added to the Basic Settings page when Local PMS is selected.

Other

RemoteConnect

88 Integrations A

Figure 10 - New Basic Settings

Review Bill at Check-Out
When checking out a guest, a pop-up windows showing all of the guest's charges will appear for review.

PMS Self Check-in/Check-out
Users can now allow guests to check themselves in and out via email. Check-in/check-out emails can be sentin
advance based on the Send in Advance (hrs) settings.

Periodically Email Records

Users can set to periodically send wakeup service logs, check-in/check-out history, and CDR to a specified email
address for administrative review.

Guest Email

Email notifications can be enabled to send guests important information about their reservations such as
confirmations, cancellations, and invoices.

New Check-in Management Page

The Room Status tab has been renamed to Check-in Management, and the original Room Status contents are
now in their own sub-tab.
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PMS

Basic Settings  Room Management  Check-in Management  Wakeup Service

Room Availability Calendar Reservation List Guest List
(D) If the guest has an existing reservation. we recommend processing check-in through the reservation list.

C -in/C k-out History

Room Number % Room Type & Room Group % Check-In Status =
1000 Houly

1002 Default Not checked in
1005 Default Not checked in

Mini Bar

Housekeeper

Check In / Check Qut
Room Status &

Available
Available
Available

Total: 3

Customer N Options

John Smith £, 15}

Carl Ton

10/ page

Figure 11 -

Check-in Management

The Room Availability Calendar provides a simple daily view of all the existing rooms and their availability each

day.

PMS

Basic Settings Room Management Check-in Management

Room Status Room Availability Calendar Reservation List

Check-in/Check-out History

12-23 ~ 01-05

Room Type ¥ Room Number Room Status 7

Houly 1000 Available John Smith
1002 Available
Default
1005 Available

‘Wakeup Service Mini Bar

Housekeeper

Guest List
12-24
12-25 Thursday 12-26 Friday 12-27 Saturday 12-28 Sunday 12-29 Monda
Wednesday
Remaining 2 Remaining 2 Remaining 2 Remaining 3 Remaining 3
Remaining 2
Spaces Spaces Spaces Spaces Spaces
Spaces
Bob Jones

Figure 12 - Room Availability

The Reservation List page displays information of all existing reservations and allows users to manually

check-in guests if needed.
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PMS
Basic Settings Room Management Check-in Management Wakeup Service Mini Bar Housekeeper
Room Status Room Availability Calendar Reservation List Guest List

Add All Estimated Check-in Time: to

Number of R
Estimated Check-in Expected Check- umber o Kooms Name of thi

Room Type % N N Check-in Type % Room Mumber Assigned / Number Options
Time 2 out Time % - s
of Reservations
1/1 =
Default 2025-12-31 15:00 2026-01-1012:00  Full-day room 1005 Room Assignment Mary Sue m 1
Room Assignmen

Figure 13 - Reservation List

Finally, the Guest List page displays all guests that have made room reservations. Note: Guest entries are
not automatically deleted upon check-out and must be manually deleted if needed.

PMS
Basic Settings Room Management Ma ent Wiakeup Service Mini Bar Housekeeper
Room Status Room Availability Calendar Reservation List Guest List

Add nport Export ~
GuestID 3 Customer Name $ Email 5 Mobile Number 3 Guest Category Code 5 Options
1 John Smith john.smith@email.com +1 1234567890 L o
2 Bob Jones 01 D m
3 Mary Sue L m

Figure 14 - Guest List

Room Types & Hourly Rentals

Under the Room Management->Room Type page, users can create room types with different availabilities and
per-day pricing. Additionally, they can set rooms to allow hourly rentals instead of traditional night stays.
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* Room Type

Tax rate (%)

Daily Price

Holiday Pricing

Allow Hourly Rental

Hourly Room Settings

PMS > Edit Room Type: default

Houly
8
Mon Tue Wed Thu
300 300 300 300
Holiday Price
New_Years 500
Example

Stay Duration: 3 hrs
Base Price: 100

Overstay Rate: 30/hr

If stay duration is less than 3 hours, the final
charge will be 100.

If stay duration is 4 hours, the final charge
will be 130 (100+30)

If stay duration is 4.5 hours, the final charge
will be 160 (100+60) since overstay rates

are not round down.

* Available Stay Periods
20:00 [
* Length of Stay (Hours) @ * Base Price
2 100

et “

Sat Sun

350 350

Overtime Price (Per Hour) O

150

Figure 15 - Room Type

QUEUE AGENT PROFICENCY-BASED ROUTING

Proficiency Routing option has been added to the Call Queue Basic Settings page, and call queue agents can
now be assigned numerical proficiency levels. The lower the number, the higher the proficiency (e.g. 1 indicates
higher proficiency than 50). If Proficiency Routing is enabled, agents with higher proficiency levels will be given
priority for calls. If agents have the same proficiency levels, the call will then be routed based on the new Ring

Strategy for Same Proficiency Level setting.
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Call Queue > Edit Queue: 6500

Basic Settings Advanced Settings Agents
General
* Extension @O * Name @ testQueue
. - Ring Strategy for Same
Profi Routing @ i -
roficiency Routing & a Profiency Level ©
Ring All
Music On Hold ® Default * Max Queue Length ©
Linear
* Agent Rest Time (s) © 10 * Retry Time (s) @ Least Recent
Fewest Calls
= Agent Ring Time (s) © 30 Auto Record @ Random
Round Robin
Prompt Language @ Default

Figure 16 - Proficiency-Based Routing

Agent proficiency levels can be viewed and assigned from the Agents page.

9 Selected
Q
1000 Proficiency Level: 5
1001 Proficiency Level: 5 [Z]
1003 Proficiency Level: 5 [£]
1004 Proficiency Level: 5 D/
1005 Proficiency Level: 5 [£]
1006 Proficiency Level: 5 [£]

Figure 17 - Proficiency Level

Note: All agents are assigned proficiency level 5 by default.

CARRIER CALL RATES & LEAST COST ROUTING

UCM now supports call rates, allowing for call billing and least cost routing. To view all available call rates in the
UCM, go to the CDR >Call Rate page.
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Call Rate
Carrier Call Rates
t ’ for call at I wil
e |
Matc
Nami e Options
arrier 1
est.c com-1778 1778
» 17
1781
Test dary Ca 180
]
Other Call Rates
be matched.
Starti  Starting Billing
Prio Stat Mateh! = AN Ra 2
Name ng Time Unit Valid Time Options
rity us Prefix to
Cost  (seconds) sec)
Avall
21 Misc. Calls 1 1
able
T n 10/ page t

Call Rates Overview

Here, users can see both Carrier Rates (call rates tied to trunks) and Other Call Rates (rates for calls that do
not use trunks).

To set up carrier rates, click on the Carrier link next to the Using Carrier Call Rates toggle or go to
Extension/Trunk>Outbound Routes page and clicking on the Carrier button.

g UCM6301 Apply Changes Q & Q =dminjin

Outbound Routes > Carrier

) If "Least Cost Routing" is selected as an outbound route main trunk, the destination number for the outg

g call will be matched a
carrier, trunk, and rate rules that are avallable and identify the trunk with the lowest cost. If rates are the same, use the preferred

ording to the table below to find the

Unit

All
Priority LCR Carrier Number of Trunks Options
1 Supported test.carrier.com 4 “ O
2 Supported Test Secondary Carrier 2 Fm&

Total: 2 n 10/ page Goto

Outbound Routes

Carrier Overview

Users can set a Global Billing Unit, which is simply the unit of time used when calculating call cost. Default
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is 60 seconds.

Global Billing Unit X

@ Carrier rates must use the same time interval unit for billing. For example, both Carrier
A and Carrier B have rates based on 60-second intervals.

* Global Billing Unit (seconds)
Range 1 - 3600

60

Cancel Save

Global Billing Unit

To create a carrier, click on the Add button
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;%; Extension/Trunk A

Carrier Rates

Match Prefix

1777

1778

1779

Outbound Routes > Carrier > Add Carrier

test.carrier.com

9 Available

Q

SIP Trunk -- VoxTele.
SIP Trunk -- 6302 91

SIP Trunk -- Account...

0.00673

0.0862

et m

2 Selected
Q
SIP Trunk -- UCM&620x

SIP Trunk -- Callcentr

Expiration Date

2025-07-30 12:00:00 ~

3:59:00

2026-01-01 00:00:00 ~

3:59:59

2025-06-22 14:17:30 ~

3:59:59

Options

2025-12-312

2099-12-312

otal: 3 n 10/ page Goto

From here, users can configure carriers, link trunks to the carriers, and set the call rates based on the
prefixes of dialed numbers. Call rates can be imported and exported so users can quickly enter information

Carrier Rates

from carrier rate tables provided by ITSPs.

With these settings call costs can be calculated as such:

Call Cost = Global Billing Unit x Carrier Rate

Least Cost Routing can be enabled here, allowing the system to automatically select the most economic

trunk to use for outbound calling based on existing call rates.

If users want to configure a flat starting cost for calls to numbers with certain prefixes (i.e., calls to specific
countries, local calls, long distance calls ,etc.), they will need to do so from the CDR >Call Rate page and

edit the desired rate.
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Call Rate > Edit Carrier Call Rates: test.carrier.com-1777

(i) call Charge = Starting Cost + Rate x Amount of Time Exceeding Start Time

*Name test.carrier.com-1777
Match Prefix
Starting Cost
Starting Time (seconds)
* Rate
* Billing Unit (sec)
Start Time 2025-07-30 12:00:00 (L]

End Time 2025-12-31 23:50.00 @

Carrier Call Rate with Starting Cost

From here, users can set the flat starting cost and how much time can pass before the UCM will start adding
to the call cost based on the configured call rates.

With starting costs in mind, assuming the call time exceeds the configured Starting Time, call costs can be
calculated as such:

Total Call Cost = Starting Cost + (Billing Unit x Carrier Rate)

Other Call Rates will be used if Using Carrier Call Rates is disabled or has no matching prefixes for an
outgoing call.

OUTBOUND ROUTE PRIORITY POLICY

Users can now choose the outbound route selection behavior for calls to numbers that match multiple patterns.
To change this setting, go to Extension/Trunk >Outbound Routes page and click on the Edit icon next to the first
column header.
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Outgoing routing priority policy

Priority Strategy

Accuracy First

List Sorting Priority

Matches outgoing routes from top to bottom by list priority.
For example: For calls that start with 137, because the
priority of _1 is above _137, the outgoing call is routed
through the route _1.

Priori | Na Outbound Number Privilege
me  Matching Pattern Level

1

Accuracy First

The outgoing route with more specific number matching is
preferred. For example:

Outbound Number Matching Privilege
Pattern Level

1

e Accuracy First: The original behavior. Selects routes based on pattern granularity. If a dialed number
has multiple matches, the route with the more specific pattern will be selected.

o List Sorting Priority: Selects routes based on the displayed list order (ascending). The lower the
number in the Priority column, the higher the priority.

3RD PARTY SQL DATABASE SUPPORT

Users can now configure SQL servers to query to for contact information lookup for incoming calls. Originally, this
was limited to only MySQL servers, and configuration was located in the Inbound Routes configuration page.
Server configuration has been moved to Integrations-> 3 Party Database Integration.
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Messaging

PBX Settings

System Settings

Contacts

Device Management

Maintenance

CDR

RemoteConnect

Integrations

Al Settings ‘ Beta |

API Configuration

AMI

CTI Server

CRM

PMS

QueueMetrics

Google Services

3rd Party Database Int...

3rd Party Database Integration

Basic Settings

@ After connecting to the third-party database, when the PBX receives an incoming call, it automatically queries contacts in the databd
also be configured to retrieve contact information from Microsoft SQL and store it in the LDAP phonebook.
For more information, see [3rd Party Database Integration] .

3rd Party Database
Integration

Database Type

* Server Address

+ Port

+ Database Name

+ Connection Timeout (s)

+ Username

+ Password

Test Connection

(@)

SQL Server
192.168.1.1 Pv4 Address
1433

Test SQL

admin 1-
000NN ORIRRORRRETS — Alle t 4 ch.

‘ Start ‘

Cancel

3rd Party Database Integration

Once configured, users can then go to the Extension/Trunk->Inbound Routes->3™ Party Database
Search page to enable CID lookup for incoming calls. Finally, CID name lookup can then be configured for

individual routes.
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Block Collect Calls ©

Inbound Routes

Basic Call Features
CallerlD Setting

Advanced Call Feat... v

Prepend Trunk Name Set CallerlD Info ®

CallerlD Name Lookup

Query Type LDAP Query
System Se
LDAP Query
contacts Inbound Mode Database Query

Inbound Route Configuration

CALLER ID MANIPULATION

Users can now do a last-step modification of outgoing CIDs on the Outbound Routes configuration page,
specifically modifying the call's SIP FROM header.

VolP Trunks QOutbound Route CID @ 6266245033 L:‘..r.j.;_k“ k: Ik“)| fetters, space
WebRTC Trunks Caller ID Manipulation @ (@)
SLA Station Caller ID Mode © Original CID
2 und Routes Strip @ 5 0 - 2 characters, please enter only digits
Inbound Routes
Prepend © 011 0 - 20 characters, allow digits, letters

Basic Call Features v
Don't Call Me Blocklist @

Advanced Call Feat... v

(D Don't Call Me Blocklist Integration
must be enabled first. Click here to
Messaging jump to the settings page.

CID Manipulation

Two options are available for Caller ID Mode:
e All: All outgoing calls will have their CIDs modified based on the configuration.

e Original CID: Only calls that originated from a trunk will have their CIDs modified based on the
configuration.

OUTBOUND CALL DURATION LIMITS

In addition to trunk-level call duration limits, users can now also configure maximum call duration and per-call
duration limits on each outbound route, allowing for finer control of enterprise communications.
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SLA Station

Call Duration Limit

Per-Call Duration Limit ()

Maximum Call Duration

Outbound Routes

Inbound Routes

/alid Range: 0-86400, where 0 indicates no limit
Basic Call Features v (sl @ 3600 I :
Advanced Call Feat... v [IEEIEINEAINEIONO] 300 1ge 1- 86399
Messaging v Warning Repeat 40 Range 1 - 86399

Interval (s) @

Total Call Duration
Limit © @)

System Settings

Period @ (® Monthly Quarterly

Contacts
+ Total Time (m) © 160000

Device Management v

Outbound Route Call Duration Limit

EXTENSION CALL POLICY

Users can now fine-tune the call policy of extensions past call forwarding and DND status. Call policies are always
active and will take priority over status-based call forwarding and DND. They can be configured under the new
Extension/Trunk 2Extensions 2Add/Edit Extension 2Call Policy page.

Call Number Handling Policy

@ call Policy Priority: Call number handling policy takes priority over call forwarding and DND settings based on current online status.

‘ Add ‘ n

Priority Call Number Matching Mode Call Handling Options
1 _1800x. Call Accepted & O & ®
Hang Up after Playing Background , = ~ o
2 011 SEOEIOES)
xis Sound - out-of-service BEDOOOC
3 82555513459 Disconnect Bo® @&

Total: 3 n 10/ page Goto

Call Number Handling Policy

When creating a policy, the pattern and destination of the call must be configured.
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Edit Call Number Handling Policy

() The matching of incoming call numbers is carried out after the number change (if it
exists).

* Call Number Matching Mode
1 - 32 characters
_1800x.

* Call Destination

Call Accepted

Disconnect

Extensions

Voicemail

IVR

Hang Up after Playing Background Sound

Call Accepted

Edit Call Number Handling Policy

The following options are available for destination:
o Disconnect — Immediately drop the call.
Extensions — Forward the call to another extension.
Voicemail — Forward the call to voicemail, including other extensions’ voicemail.
IVR — Forward the call to an IVR.
Hang Up After Playing Background Sound — Drop the call after playing the selected prompt.
Call Accepted — Receive the call normally.

SCHEDULING FIRMWARE UPDATE CHECKS

When scheduling firmware update checks, users can select between one of two behaviors if a new firmware is
available:

¢ Notify When New Firmware is Available — Generate an alert in the webUI’s notification center.

e Auto Download and Upgrade Firmware — Automatically download and upgrade to the new firmware
as soon as an update is detected.

SNMP: NEW 0OIDS
UCM now supports the following new OIDs:

oD NAME TYPE DESCRIPTION

GRANDSTREAM NETWORKS SOoFTWAREUCM PBX RELEASE NOTES PAGE 36



1.3.6.1.4.1.22736.2.1.1.0 sTotalCalls Integer Total number of calls
1.3.6.1.4.1.22736.2.1.2.0 sInternalCalls Integer Number of internal calls
1.3.6.1.4.1.22736.2.1.3.0 sOutboundCalls Integer Number of outgoing calls
1.3.6.1.4.1.22736.2.1.4.0 slnboundCalls Integer Number of incoming calls
1.3.6.1.4.1.22736.2.1.5.0 sAnsweredCalls Integer Number of answered calls
1.3.6.1.4.1.22736.2.1.6.0 sFailedCalls Integer Number of failed calls
1.3.6.1.4.1.22736.2.1.7.0 sBusyCalls Integer Number of calls to busy numbers
1.3.6.1.4.1.22736.2.1.8.0 sNoAnsweredCalls Integer Number of unanswered calls
1.3.6.1.4.1.22736.2.2.1.0 sProductType String Product type
1.3.6.1.4.1.22736.2.2.2.0 sHardwareVersion String PBX hardware version
1.3.6.1.4.1.22736.2.2.3.0 sFirmwareVersion String PBX firmware version
1.3.6.1.4.1.22736.2.2.4.0 sSerialNumber String PBX serial number
1.3.6.1.4.1.22736.2.2.5.0 sUptime String PBX system uptime
1.3.6.1.4.1.22736.2.2.6.0 sDiskUsage String System’s disk usage
1.3.6.1.4.1.22736.2.2.7.0 sMemoryUsage String System’s memory usage
1.3.6.1.4.1.22736.2.2.8.0 concurrentCall Integer Number of ongoing concurrent calls
1.3.6.1.4.1.22736.2.2.9.0 avgCpulLoad String Average CPU load
1.3.6.1.4.1.22736.2.2.10.0 asteriskStatus String Asterisk status
1.3.6.1.4.1.22736.2.2.11.0 cputTop10 String Top 10 CPU-consuming processes
136.1.4.1.22736.22120 | memTop10 String gfoiggsg‘sem"ry'consuming
1.3.6.1.4.1.22736.2.3.1.0 sHostName String PBX’s host name

GRANDSTREAM NETWORKS

SoFTWAREUCM PBX RELEASE NOTES

PAGE 37




1.3.6.1.4.1.22736.2.3.2.0 sLanStatus String LAN connection status
1.3.6.1.4.1.22736.2.3.3.0 sLanName String LAN name
1.3.6.1.4.1.22736.2.3.4.0 sLanMac String LAN MAC address
1.3.6.1.4.1.22736.2.3.5.0 sLanlpaddress String LAN IP address
1.3.6.1.4.1.22736.2.3.6.0 sLanSubnetMask String LAN subnet mask
1.3.6.1.4.1.22736.2.3.7.0 sLanGateWay String LAN gateway
1.3.6.1.4.1.22736.2.3.8.0 sLanConnectType String LAN IP assignment method
1.3.6.1.4.1.22736.2.3.9.0 sLanPrimaryDns String LAN primary DNS
1.3.6.1.4.1.22736.2.3.10.0 sLanSecondaryDns String LAN secondary DNS
1.3.6.1.4.1.22736.2.3.11.0 sWanStatus String WAN connection status
1.3.6.1.4.1.22736.2.3.12.0 SWanName String WAN name
1.3.6.1.4.1.22736.2.3.13.0 sWanMac String WAN MAC address
1.3.6.1.4.1.22736.2.3.14.0 sWanlpaddress String WAN IP address
1.3.6.1.4.1.22736.2.3.15.0 sWanSubnetMask String WAN subnet mask
1.3.6.1.4.1.22736.2.3.16.0 sWanGateWay String WAN gateway
1.3.6.1.4.1.22736.2.3.17.0 sWanConnectType String WAN |P assignment method
1.3.6.1.4.1.22736.2.3.18.0 sWanPrimaryDns String WAN primary DNS
1.3.6.1.4.1.22736.2.3.19.0 sWanSecondaryDns String WAN secondary DNS
1.3.6.1.4.1.22736.2.4.1.1.1.0 | sExternsionsindex Integer Extension serial number
1.3.6.1.4.1.22736.2.4.1.1.2.0 | sExternsionsPort String Extension port number
1.3.6.1.4.1.22736.2.4.1.1.3.0 | sExternsionsNum String Extension number
1.3.6.1.4.1.22736.2.4.1.1.4.0 | sExternsionsStatus String Extension status
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The number of urgent, unread, and

1.3.6.1.4.1.22736.2.4.1.1.5.0 | sExternsionsVoiceMail | String read voicemails
1.3.6.1.4.1.22736.2.4.1.1.6.0 | sExternsionsType String Extension type
1.3.6.1.4.1.22736.2.5.1.1.1.0 | sTrunksIndex Integer Trunk’s serial number
1.3.6.1.4.1.22736.2.5.1.1.2.0 | sTrunksName String Trunk’s name
1.3.6.1.4.1.22736.2.5.1.1.3.0 | sTrunksType String Trunk type
1.3.6.1.4.1.22736.2.5.1.1.4.0 | sTrunksPort String Trunk’s port
13.6.1.4.1.22736.2.5.1.15.0 | sTrunksStatus String m‘rg'gihs;f)}:?[()‘i\s‘;ag'lzté'ieonmonitore 9
1.3.6.1.4.1.22736.2.5.1.1.6.0 | sTrunksHostName String Trunk’s hosthame
1.3.6.1.4.1.22736.2.5.1.1.7.0 | sTrunksUserName String Trunk’s username
13.6.1.4.1.22736.2.6.1.1.1.0 | slpAttacksindex String fj{f"):l‘(“;‘;z‘zrko‘c the malicious
13.6.1.4.1.22736.2.6.1.1.2.0 | slpattacksTime String ZL”;?Etamp of the malicious network
1.3.6.1.4.1.22736.2.6.1.1.3.0 | slpattacksPort String Port that was maliciously attacked
1.3.6.1.4.1.22736.2.6.1.1.4.0 | slpattackslpAddress | String g’t?:éﬁzrp address of the malicious
13.6.1.4.1.22736.2.6.1.15.0 | slpattacksProtocol String Protocol used in the malicious

network attack

ZERO CONFIG SUPPORT FOR 3RP PARTY DEVICES

UCM has begun support for 3™ party devices. Currently, UCM supports:

e Cisco:
o CP-78XX
o CP-88XX
o DP-98XX
e Polycom:
o Edge-E
o Edge-B

o VVX(non-Obi)

e  Yealink:
o AXseries
o T4 series
o Tb5series
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o T7 series
o T8 series

To get started, go to Device Management->Zero Confg->Zero Config Settings and enable Manage 3™ Party
Phones.

Zero Config

Zero Config Global Policy Global Templates Model Templates Model Update Firmware Zero Config Settings

Basic Settings
Enable Zero Config (

Auto Provision ©

Managg 3rd-Party Supported Vendors and Models User Manual
Enterprise Phones

(D To ensure successful management 3rd-party enterprise phones, please go to the DHCP server in the network segment where the IP phones are
located to configure DHCP options 66 and 160. Both must be placed ahead of all other DHCP options. DHCP Server Configuratio

Instructions

Auto Assien Extension

Zero Config 3rd Party Phones

DHCP Options 66 and 160 must be configured on the phones’ network segment’'s DHCP server. Once enabled,
Zero Config will be able to scan and find support 3™ party device models.

Global Policy, Global Templates, and Model Templates will support these 3™ party devices. Model templates will
be gradually added upon with more settings. Users may also manually upload model template packages (.pack
format) for these 3™ party devices.
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