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FI RMWARE VERSI ON...1...0...2... 03 314
PRODUCT  NAME e 314
D A T Bt 314
SUMMARY OF  UPRDATE st 314
| MPORTANT UPGRADLNG..NOT.E e 314
E N HA N C E MEN. Tttt 314
B UG ol Xttt 315

FI RMWARE VERSI ON...1...0...2...0 316
PRODUCT  NAME i 316
D A T Bttt 316
SUMMARY OF  URDATE i 316
| MPORTANT UPGRADLNG..NOT.E e 316
ENHA N C E MEN. Tttt 316
B UG ol X 316

FI RMWARE VERSI ON...1...0.. 2.5 i 317
PRODUCT  NAME et 317
D A T Bttt 317
SUMMARY OF  URDATE i 317
| MPORTANT UPGRADLNG..NOTE i 317
E N HA N C E MEN. Tttt 317
B UG ol Xttt 318

FI RMWARE VERSI ON...1...0.... 0.1 9., 319
PRODUCT  NAME it 319
D A T Bttt 319
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&) 2-712% 6%23)u/ . p8M8pPpa8pP

02/ $5#4 .1 -%

GDS37MHW Suppdr2zAed:1. 3A5A1.,.2B6AKAA, 2.0A, ,2.31A A, 2.2A, 3.0/
GDS37MH2N SuppdraGAed:1.1LA, 1.2A

$!14%
07/07 29 2

&) 2-7!'2% &), % ). &/ 2-14)]
T Firmwar e fgidse3 7nxaxmef:w. bi n
MD55575cd334aaefl7acaledcl7d8b42042

35--129 [/ & 508! 4%

Th lage f W3 . ¢ Apport, based on 1.0.13.10

Factory Reset isiftecpogmadideg from very old firmware, ol
abnor mal behavior | ike WebUlI missing some parameters oI
Pl ease backup the configuration file and database file

i mport them back or configure them again after factory

NOTES:

T Once upgraded, device can NOT downgrade to FWI1.
the new firmwalgeniesatsiomgc2rtificate

T This firmware would not be able to downgrade to
bel ow for HW2. XA, except for HW1.7A or bel ow.

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pagk6
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&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. |/

HW version FW Comments

GDS3710 HW3.1A YES Not able downgrade to 1.0.9.x
GDS3710 HW3.0A YES Not able downgrade to 1.0.9.x
GDS3710 HW2.2A YES Not able downgrade to 1.0.9.x
GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x
GDS3710 HW2.0A YES Not able downgrade to 1.0.9.x
GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpb®pggrade
GDS3710 HW1.3A YES Only sulgpb®pggr ade
GDS3710 HW1.2A YES Only sulgpb®pggr ade
GDS3712 HW1.2A YES

GDS3712 HW1.1A YES

GDS3712 HW1.0A YES

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag®k7
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For detailed information about GDS371X, please refer t

T GDS3XUser Manual:
https://documentationcagtaogdsi-aehhbsayesotheinbsy/t i cl e

T HOWIO Gui de
https://documentationcagteaegdsiesamhaemtaniéct eon

T HTTP A®¢t¢umentation can be downl oaded from here:
https://documentation. g-baseés gdhstd8afpxicg/om/ knowl edge

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pagks8


https://documentation.grandstream.com/article-categories/facility-access-systems/
https://documentation.grandstream.com/article-categories/interconnection-facility/
https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/

GRANDSTREAM

CONNECTING THE WORLD

&)2-712% 6%23)/. p8M8pa8pT

02/ $5#4 .1 -%

GDS37MHW SuppdrzAed:1. 3A5A1.,.2B6AKAA, 2.0A, )2. 1A, 2.2A, 3.0/
GDS37MH2N SuppdraGAed:1.1LA, 1.2A

$!14%
08/28/ 2024

&) 2-7!'2% &), % ). &/ 2-14)]
T Firmwar e fgidse3 7nxaxmef:w. bi n
MD5:381c0aa636739cc576ee8020bd348053

356--129 /& 50%!4%

Th lage fier bu@l ®indesnew feature enhancement s.

Factory Reset isiftecpogmadideg from very old firmware, ol
abnor mal behavior | ike WebUlI missing some parameters oI
Pl ease backup the configuration file and database file

i mport them back or configure them again after factory

NOTES:

T Once upgraded, device can NOT downgrade to FWI1.
the new firmwalgeniesatsiomgc2rtificate

T This firmware would not be able to downgrade to
bel ow for HW2. XA, except for HW1.7A or bel ow.

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pagk9
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&) 2-712% 100, ) %3 4/ "%, /7 (7 6%23)/ /I .,9
HW version FwW Comments
GDS3710 HW3.0A YES Not able downgrade to 1.0.9.x
GDS3710 HW2.2A YES Not able downgrade to 1.0.9.x
GDS3710 HW2.1A YES Not able downgrade to 1.0.9.x
GDS3710 HW2.0A YES Not able downgrade to 1.0.9.x
GDS3710 HW1.7A YES
GDS3710 HW1.6A YES
GDS3710 HW1.5A YES
GDS3710 HW1.3B YES Only sulgpb®pggrade
GDS3710 HW1.3A YES Only sulgpb®pggrade
GDS3710 HW1.2A YES Only sulgpb®pggr ade
GDS3712 HW1.2A YES
GDS3712 HW1.1A YES
GDS3712 HW1.0A YES
%. (! . #%- %. 4
T Addad AlCaurtm Evemntecwhen ng/ pelr flolrTnEPnjg a c¢ al
T Added option to disable the weak TLS ciphers.
T Added alarm out status icon in the webUI
"5' &) 8
T Fi xwiddeo cal |l |fiaikl sT58iIW H | YOoerd
T Fixed basic calll feature one case failure [ OT]
+.17. )335%3
T I NVITEI CMPaaddr es s, the doorbell still rings as
T Remote device can hear custom doorbell ringtone
f When SI P account is logged out or wunregistered,
the call time out (about 2 minute).
GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag20
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P8 5 3 System_Settings. Access_Settings. Enabl e_Di s{
(valuel1,02, 3, 4, 5
Al arm_Settings. Alarm_Events_Config. Enabl e_{

P161 (ValOye:1

%7 440 ! 0) dq
GET: [http|https]://<servername>/goform/config?cmd=
SET: [http|https]://<servername>/goform/config?cmd=
GET: [http|https]://<servername>/goform/config?cmd=
SET: [http| https]:// <servername>/goform/config?cmd-=

Rel eased HTTP APl documentation an be downl oaded

https:

GRANDSTRENEM WORK S

GDS3 XRel

ease

Not es

Pag21

get
set
get
set

fr

&ty
& P 8
&ty
&P 1

om

/| / document ati on. agr a-bdsé¢etedmB3@min/ knowl edge


https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/

GRANDSTREAM

CONNECTING THE WORLD

%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or improvement al
of view.

O
O
)
O
O

3) 0 #AI1ETC 40ECCAO i AOI
T Web Configuration

Thifeature can be & owenldAlUan dhe SEAEé@INqhs Event s Config

D LiveView
Digit Output
B3 Door System Settings
Alarm Output Duration (s) 5 v
£ System Settings
£ Account Alarm Config
& Phone Settings Enable Silent Alarm Mode O
& Video & Audio Settings
Enable Hostage Code O
& Alarm Settings
Alarm Events Config
Enable Tamper Alarm O
Alarm Schedule Settings
Alarm Action Seti
EIAE S AL Enable Alarm for PIN Input Error
Alarm Phone List
Select Alarm Action Profile profiled v Edit Profile
& Email & FTP Settings
A Maintenance Enable Non-scheduled Access Alarm 0
@® Status
Enable Unauthorized RFID Card Access Alarm O
Enable SIP Calling Trigger Alarm Output
f Functionality

This feature i bTS&Rupsiteonmeerrtdesd rbeyqu e st

Wi tthhis feature enabled, the calls in/out"dodrtyhe GDS37x
devices are connected.

This feature is
|

specially useful where the usage scen:
GDS37xx is cal or

e
ed wh en dweiss igtpdortosn @p rneusnsb edro oarsbkei Inlg o rorc |
For example, senior houses, oe.glemlhdb pearstcam) arcees,i doesna b |
pl aces FHink eb admrids/teasur aht., where requires those | ound au
(strike Iighbhepreembndeciahy asking for open door

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag22
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(a)
O
>3
O
i
)
\l
PR
3>
(6)]

T Web Configuration

Thif®eatisrecombined side function with above #ASI P Calling
When the ASIP Calling Triggeirff hAdrag m sOuitrpcud i of g @@ mr ccu tegnc
the GDS37xx, the top right corbrefelradiBidihde tcomgewiceldl abbh ac

stopped in below two ways:

1. Cl i ck ltakséht oog wi Il stop the alarm

& GDpsario

Door System Settings

2 LiveView

Door Relay Options Local Relay v
5 Door System Settings
ALMOUT1 Feature Alarm Output v
Basic Setiings
ALMOUT1 Status Normal Open v

2. Automatically stop based on configured AAl arm Output

& ocDss710

Alarm Events Config
@ LiveView

Motion Detection
5 Door Sysiem Settings

Enable Motion Datection O 4 Region Config
&# System Settings
Sensitivity »
& Account
Select Alarm Schedule A Day | Edit Schedule
& Phone Setting
Select Alarm Action Profile prafie1 | Edit Proflle
B Video & Audio Settings
4 Alam Settings Digit Input
L EoEn Digit Input 1 Disable -
ing .
Digit Input 2 Disable v
Alarm ettings
Digit Output
® Email & FTP Settings Alarm Output Duration (s) 10 .

f Functionality

With the alarm status icon on the webUIl, the user can
GDS37xx (if the configured timer is |longthertéxempl &) ;
configuration.

Teke functions allow ' naety adbacmnttevicedeb8soed on thei

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag23
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For detailed information about GDS371X, please refer t

T GDS3XUser Manual:
https://documentationcagtaogdsi-aehhbsayesotheinbsy/t i cl e

T HOWIO Gui de
https://documentationcagteaegdsiesamhaemtaniéct eon

T HTTP A®¢t¢umentation can be downl oaded from here:
https://documentation. g-baseés gdhstd8afpxicg/om/ knowl edge

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag214


https://documentation.grandstream.com/article-categories/facility-access-systems/
https://documentation.grandstream.com/article-categories/interconnection-facility/
https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/

GRANDSTREAM

CONNECTING THE WORLD

&)2-712% 6%23)/. p8M8pPpc8w®

02/ $5#4 .1 -%

GDS37MHW SuppdrzAed:1. 3A5A1.,.2B6AKAA, 2.0A, )2. 1A, 2.2A, 3.0/
GDS37MH2N SuppdraGAed:1.1LA, 1.2A

$!14%
0R4/ 2024

&) 2-7!'2% &), % ). &/ 2-14)]
T Firmwar e fgidse3 7nxaxmef:w. bi n
MD569e87ad992c7d75c3fc870ac9b2b83f 3

356--129 /& 50%!4%

Th lage ier bug fixes and new feature enhancements

Factory Reset isiftecpogmadideg from very old firmware, ol
abnor mal behavior | ike WebUlI missing some parameters oI
Pl ease backup the configuration file and database file

i mport tbemcbatkgurafterem agaocmy reset.

NOTES:

T Once upgraded, device can NOT downgrade to FWI1.
the new firmwalgeniesatsiomgc2rtificate

T This firmware would not be able to downgrade to
bel ow for HW2. XA, except for HW1.7A or bel ow.
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&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. [/ .,9

HW version FW Comments

GDS3710 HW3.0A YES Not able downgrade to 1.0.9.x
GDS3710 HW2.2A YES Not able downgrade to 1.0.9.x
GDS3710 HW2.1A YES Not able downgrade to 1.0.9.x
GDS3710 HW2.0A YES Not able downgrade to 1.0.9.x
GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpb®pggrade
GDS3710 HW1.3A YES Only sulgpb®pggrade
GDS3710 HW1.2A YES Only sulgpb®pggr ade
GDS3712 HW1.2A YES

GDS3712 HW1.1A YES

GDS3712 HW1.0A YES

%. (! . #%- %. 4
Added schedule for fAEnable Backgound Lighto

1
T Added 802.1X support.
T Updated gs_cpEendto ils@l.dyed in webUI)

"5 &) 8

1T Fi xiesddlsue the first key pressed no key sound heard whe
T Fixed DUT not sending config file request to updated
T Fixed DUT does not respect schedul e

T Fixed no startup event |l og after the DUT restarted.

T Fixed after answering automatic callback there is no
T Fixed P value wupdate not frewmd riimgc arefbiogopur amoiud d wnmpat &

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag26
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/ 7. ) 335 %3

—- == - 4

I NVITE to an | CMP address, the doorbell stildl rings e
Remote device can hear custom doorbell ringtone about
When SI P accounturrsediogtgerded,utproessing keypad the res
the call time out (about 2 minute).
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P15 % Door SysteemSettings. BasicSettings. Enabl eWhi
(ValOuebi sabl e, Defaul t; 1: Enabl e)

P155 Door SysteemSettings. BasicSettings. WhiteBacK
( ValbDuieg:i t a)l String

P1559DoorSysteemSettings.BasicSettings.WhiteBack
(ValbDuiegi t al String)

%7 440 1 0)d
1 GET:[http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd

Rel eased

https:

HTTP API document ati

on

an be downl oaded

f

get &
set &
set &
set &

rom

/| / documentati on. gr abdsé¢etedmB3@min/ knowl edge
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https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/

GRANDSTREAM

CONNECTING THE WORLD

%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or improvement al
of view.

3#H( %S5, % &/ 2 %.!'", % "I #+'2/5.3% ,)" (4
T Web Configuration

Thifeature can he Wi cowentlD olblm d Sy st e M BAestitci Bgds ti ngs

& cbs3rio
o LY Light Settings
. Enable Key Blue Light
£ Door System Settings fable ey Bue Lo
Basic Settings Enable White Backlight
Keep Door Open Blue Light Brightness(Time Interval) 73
Card Management Blue Light Brightness(Key Pressed) 128
Group
Doorbell Blue Light On/Off Time Interval Settings
Schedule
Enable Doorbell Blue Light on Time Interval
Holiday
. Start Time 18 v 100 v @ 00 v
£ System Settings
End Time 23 v 159 v 1 59 v
£ Account
& Phone Settings Keypad Blue Light On/Off Interval Settings
4 Video & Audio Settings Enable Keypad Blue Light on Time Interval E]
& Alarm Settings
Backlight Light On/Off Time Interval Settings
 Email & FTP Settings
Enable White Backlight on Time Interval
Maintenance
A Start Time 18 v 1 00 v : 00 v
© Status End Time 23 v 1 59 v 1 50 v
f Functionality

This fiesatiumpel emented by customerdéds request

ON/ OFF t he wl

With configurable schedule, user can turn
I the GDS3710.

we as illuminate nearby area around

NOTE:his feature is applied to GDS3710 Only, because GL
without the backgroudn LED 1|ight

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag29
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For detailed information about GDS371X, please refer t

T GDS3XUser Manual:
https://documentationcagtaogdsi-aehhbsayesotheinbsy/t i cl e

T HOWIO Gui de
https://documentationcagteaegdsiesamhaemtaniéct eon

T HTTP A®¢t¢umentation can be downl oaded from here:
https://documentation. g-baseés gdhstd8afpxicg/om/ knowl edge

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag&o0


https://documentation.grandstream.com/article-categories/facility-access-systems/
https://documentation.grandstream.com/article-categories/interconnection-facility/
https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/

&)2-71 2% 6 %23

02/ $5#4 .1 -%

GDS37MHOW SuppdrzAed:1. 3A5A1.,32B6ANA,
GDS37H2V SuppdrGAed:1. 1A, 1. 2A

$!14%
oR4/ 2024

35--129 [/ & 50%!4%

GRANDSTREAM
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) I

2. 0A,

)2

p8M8pao8uU

1A, 2.

Th lage ieugbfi xes and new feadnud eGR3IIAIC ehWht GA

Factory Resetmmesidfedupgrading from very old firmware
abnor mal IbiekesbWwiiosrsi hg some parametersi ®orregtitiads,
Pl ease backup the configuration file and database

i mport them back after factory reset.

NOTES:

f Once wupgraded, device can NOT

downgr ade

the new firmwalgeniesatsiomgc2rtificate
T This firmware would not be abl e t

bel ow for HW2. XA, except for

&) 2-712% 100,) %3 4/ "%, /7 (7

HW1 .

o

downgr ade
7A or bel

6%23) /. |

HW version FW Comments

GDS3710 HW3.0A YES Not able downgrade  to 1.0.9.x
GDS3710 HW2.2A YES Not able downgrade  to 1.0.9.x
GDS3710 HW2.1A YES Not able downgrade to 1.0.9.x
GDS3710 HW2.0A YES Not able downgrade to 1.0.9.x
GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpbepgrade
GDS3710 HW1.3A YES Only sulgpb®pggr ade
GDS3710 HW1.2A YES Only sulgpb®pggr ade
GDS3712 HW1.2A YES

GDS3712 HW1.1A YES

GDS3712 HW1.0A YES

t

support

(0]
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%. (! # %- %. 4

T Initial firmware for GDS3710 HW3.0A

T Optimized welkUld migdainognu a g e

T ChandgiZkero Configd option wording to A3CX Auto Provis

T Addée@dat uvarlel otwo dervdscyegl og debug messages after reset [ |

T Added SRTP requirement [ 1 OT]

T Enhanced syslog to be more user friendly [1OT]

T Added SSL Key Log File [ OT]

T Added support for DHCP Option 2 [1OT]

T Added feature for packet capture [ OT]

T Enhanced Al arm Output duration to |l ast |l onger or unli

T Enhanced keypadbbbil gkt adkEdDsd i gychjtust ed

T Added feature to ASend SIP Logbo

T Added feature tofnesseadnédmeénantdyfieard I D6 in the email

T Added support for 802.1X

"5 &) 8

T Fi xwiddeo cal not working when SRTP set to fiEnabl ed a

T Fixed device got blocked randomly

T Fixed video feed got dark someti mes

T Fixed device not sending email notification after doc

T Fixed call di sconnected with WebEx hunting group

T Fixed I ocal feature [clo@Te] cannot be disabl ed

T Fixed TLS SRTP call 500 response from server [ OT]

T Fixed audio got cutoff in the beginning of call [ 1 OT]

T Fixed registration failure and retry timer not being

T Fixed device not followup on HTTP config file downl oc¢

T Fixed device randomly stops sending email or feeding

1T Fixed SIP process cannot be started someti mes

T Fixed device swiping card failed to open door when ir

T Fixed device SMTP configuration fail to work with Off

+. /7. ) 335 %3

T INVITE to an | CMP address, the doorbell stild]l rings e

1T Remote device can hear custom doorbell ringtone about

T When SIP account is logged out or unregistered, press
the call time out (about 2 minute).
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%7 560 , 5%

Door SysteemSettings. BasicSettings.BluelLight
allu
P15%1(V 114 @ 5)5
Door SysteemSettings. BasicSettings.BluelLight
P]'@EQ(Vallqu'ES)S
P14 3 SystemSettings. DateTi me. Al|l owDHCPOption2t od
al ue: : Di sa e; :Ena e
(Val 0: Di bl 1: E bl e)
P7 9 0 SystemSettings. NetworkSettings. 802.1XMode
alu@:Di s; ; 3B v v
(Val u@: Di s;dbIEAP ;RMDEAR3: EREAPVO/ MSCHAPV 2
P7 9 0 SystemSettings. NetworkSettings.802. 1Xldenti
al ue: tring, ax.length-=
(Val S i M I h=512)
P7 9 0 SystemSettings. NetworkSettings. MD5Password
(Val ue: String, Max.length=8912)
P8 4 3 SystemSettings. Net workSettings.802. 1XCACert
al ue: tring, ax.length-=
Val S i M I h=8912
P8 4 4 SystemSettings. NetworkSettings.802.1XClient
(Val ue: String, Max.length=8912)
P2 38 Account. Account. 1. SRTPKeylLength
(Val e AES 128&P5KEDi T 28 AEISt 256 bit
I:)191Account.Account.l.EnabIeLocaICaIIFeatures
(Val ue: O: Disabl e; 1: Enabl e)
I3248Account.TAch?oTLPthe.yLength
(Val e AES 128&P5KEDi T 28 AEISt 256 bit
|3420Account.2%(:Ecnc>subr1te.LocaICaIIFeatures
(Val ue: O: Disabl e; 1: Enabl e)
|3258Account.IACSd?oTLPthe.yLength
(Val 0e AES 128&P5KEDi T 28 AEISt 256 bit
P520Account.3\d§mcaLbr1te.LocaICaIIFeatures
(Val ue: O: Disabl e; 1: Enabl e)
|3268Account.ZIAch?oTLPthe.yLength
(Val Oe AES 128&PR5KEDi T 28 AEISt 256 bit
P620Account.AdEmcaLbdte.LocalCaIIFeatures
(Val ue: O: Disabl e; 1: Enabl e)
|::,138Maintenance.PacketCapture.SendSIPLog
(Val ue: O: Disabl e; 1: Enabl e)
I3600Maintenance.PacketCapture.WithFQTPPackets
(Val ue: 0: No; 1: Yes)
P2 24 Mai nt enance. Packet Capture. WithSecretKeyl nfd
(Val ue: 0: No; 1: Yes)
Pg23 Send Syslog Debug Messages After Reset

(Vval

ue: O: Disabl e; 1: Enabl e)

WORLD
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508! 498 ,05%
P19 8 Account . Account. 1. Special Feature
(Value added: 122: Met aswi tch)
P42 4 Account . AcSpewrntal Featur e
(Value added: 122: Met aswitch)
P52 4 Account . AcSpewrntal Featur e
(Value added: 122: Met aswi tch)
PG 2 4 Account . AcSpewrntal Featur e
(Value added: 122: Met aswitch)
%7 440 ! 0) q
T GET: [ http|https]:// <servername>/goform/confi g?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T GET: [ http|https]:// <servername>/goform/confi g?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T GET: [ http|https]:// <servername>/goform/confi g?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]://<servername>/goform/config?cmd
T SET: [ http|https]://<servername>/goform/config?cmd
T SET: [ http|https]://<servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
1T GET: [ http|https]:// <servername>/goform/confi g?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
1T GET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
1T GET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
T SET: [ http|https]:// <servername>/goform/config?cmd
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%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or improvement al
of view.

#(! . % O: %2/ #/.&)' 06 4/ Oo#8 !54/ 02/6)3)/ .50
T Web Configuration

Thifeature can be & oweld M&idretrd deegvie ad

Config

O LiveView

Upgrade Via HTTPS v
£ Door System Settings )

Config Server Path fm.grandstream.com/gs
& System Settings

HTTP/HTTPS Username
ke
el HTTP/HTTPS Password

# Phone Settings

Config File Prefix

2 Video & Audio Seﬂings Config File Postfix

A Alarm Settings XML Config File Password

& Email & FTP Settings

, Maintenance Validate Server Certificates O
Upgrade Enable DHCP Option 66 Override Server
Reboot & Reset 3CX Auto Provision
Syslog Enable DHCP Option 120 Override SIP Server O
Packet Capture Automatic Upgrade (ONo
Data Maintenance @ Yes, check for every 10080 minute (s)

System Health Alert () Yes, check for every day

f Functionality
This feature previously marked as fizZero Configd, it 1is
changed the wording to A3CX Auto Provisionodo to be more
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GRANDSTREAM

CONNECTING THE WORLD

%. (! . #% ! ,12- [/ 54054 $52!14)]
T Web Configuration

Thifeature can be & owaildlUlamme A fleanms Eve At Bi CiotnfOuwt put

Digit Input

e Digit Input 1 Disable v
B Door System Settings Digit Input 2 — o
£ System Settings
Digit Output
£ Account , :
Alarm Output Duration (s) 5 v‘
£ Phone Settings : :
1
B« Video & Audio Settings Alarm Config 2
3
& Alarm Settings . Enable Silent Alarm Mode g
Alarm Events Config 12
20
Alarm Schedule Settings Sl (EsEg Gkt 25
30
Alarm Action Settings 60
Enable Tamper Alarm S
Alarm Phone List 900
@ Email & FTP Settings
Enable Alarm for PIN Input Error
9, Maintenance
Select Alarm Action Profile profile v Edit Profile
@® Status
T Functionality
This feature enhancement is i mplemented based on feedb.
The alarm output duration now i ndMe@idéthays 0908 setende
putibwn menu, the alarm output wild/l be forever wuntil adr

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag&b6
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)" (2)" (40 HB3IB34!", % 14 +%90!'$ " ,5% , %%
T Web Configuration
Thif®eature can Wwmredearonddwiuabodwe b8y sthAekBa Sied t Setgtsi ngs:

Disable Keypad SIP Number Dialing E]
O LiveView

Card Issuing Mode Settings

& Door System Settings

Basic Settings Enable Card Issuing Mode Start

Keep Door Open Card Issuing Mode Timeout (m) 5

Card Management
Light Settings

Group
Enable Key Blue Light
Schedule
Holiday Enable Background Light
£ System Settings Blue Light Brightness(Time Interval) 0
Blue Light Brightness(Key Pressed) 0
& Account
4 Phone Settings Ml Doorbell Blue Light On/Off Time Interval Settings
&« Video & Audio Seftings Enable Doorbell Blue Light 0
A Alarm Settings
Keypad Blue Light On/Off Interval Settings
@ Email & FTP Settings
Enable Keypad Blue Light OJ
4, Maintenance
T Functionality

This feature enhancement is i mplemented baskad amlml d eedb.
to adjust the brightness of keypad blue LED to meet th

Now customer can now adjust the keypad blue LED bright
There are t wosoard jcuhsotiachelse: bar

Blue Light Brightness(Time Interval):
his bar adjusts the brightness when blue LED is conf

il

—

T AiBlue Light Brightness(Key Pressed)
This bar adjusdfs klhee burE® hwreesrs keypad i s pressed

GRANDSTRENEM WORK S GDS3 XRel ease Notes Page7
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3%. $ 3)0 , /"
T WebConfiguration

Thif®atur e ¢ aunn dbeer fdoeuvnidc Ma we hphwanic@g

Syslog

o LiveView :
Syslog Protocal ~

B Door System Settings

Send SIP Log

Configures whether the SIP log

Syslog Server 192.168.11.153 will be included in the syslog
&£ System Settings messages

Syslog Level Debug v
& Account

Send SIP Log |Nu v‘
# Phone Settings No

2. Video & Audio Settings

T Functionality

This feature enhancementcuiss oinmepgléesme retqgauce skased on

When enabled by choosing AYeso in itrhcel wdudd idno winh emesnyus,| a
message. This is perticularly useful when secure | ink I

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pages8
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ynmg8p8 3500/ 24
T Web Configuration

Thifsature can brderondegiuc eSsgwd e mUASNeetttwonrgks S Atdtviamg £ d
Settings:

Subnet Mask
a LiveView
Gateway 192 . 168 ! 1 802.1X Mode
&3 Door System Settings Enablesidisables 802.1X mode. To
DNS Confi enable 802.1X mode, this field
&£ System Settings ontg should be set to EAP-MD5.
Date & Time DNS Address Type (®) Dynamic DNS () Static DNS
Network Settings DNS Server 1 0 .0 Ho
DNS Server 2 C ! o

Advanced Settings

802.1X Mode | Disabled v
Disabled
802.1X Identity
EAP-TLS ‘
MD5 Password EAP-PEAPVO/MSCHAPV2

& Account

& Phone Settings 802.1X CA Certificate
X ) ) 802.1X Client Certificate Y Upload
B Video & Audio Settings

& Alarm Settings LLDP Config
# Email & FTP Settings v Enable LLDP () Disable (@ Enable
3\ Maintenance v Layer 2 QoS 802.1Q/VLAN Tag 0

@ Status Layer 2 QoS 802.1p Priority Value 0

T Functionality

This feature enhancementcuissg oinmepléesme retqauce shtased on

User casmupmpowt thegimghwbobh& pwrameters of 802. 1X

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag&?9
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T Web Confi

Thif®atur e

B Door System Settings
&£ System Settings
& Account
& Phone Settings
& Video & Audio Settings
A Alarm Settings
@ Email & FTP Settings
A, Maintenance
Upgrade
Reboot & Reset
Syslog
Packet Capture
Data Maintenance
System Health Alert
Event Notification

Event Log

Certificates

® Status
Fe

490%6h O53 %2
guration
¢ aunn dbeer fdoeuvni Btae
Via Type
HTTP Method

HTTP/HTTPS Server
HTTP/HTTPS Server Username

HTTP/HTTPS Server Password

URL Template

Template Variables

Template Samples

GRANDSTREAM

CONNECTING THE WORLD

1N - %&hH 4Q# 1/ DP6.) B /)2. %6 %. 4
nweebAUEveent Noti fication:
HTTP v
POST v

{"mac’"${MAC}" "content":"${WARNING_MSG}"}

S${MAC} : MAC Address

${TYPE} : Event Type

SIWARNING_MSG} : Event Message

S${DATE} : Date & Time

| sicaroioy : Card number- |

S{SIPNUM} : SIP Number

I S{USERNAME} : Username* I

${DOOR_NUM} : Door Number

1: {"mac":"${MAC}", "content":"${WARNING_MSG}'}
2 : <body><mac>${MAC}</mac><content>${WARNING_MSG}</content></body>

3 : mac=${MAC}&content=${WARNING_MSG}

T Functionality

This feature enhancement is implemented based on
Customersfcah mowt he Event Notification templ ate
Username, etc, together with the snapshots when
More detailed information in the email together
access events more successfully.

This is especially wuseful for customers with the
l'imited to: Schools, Gym, Hospitals, Office Buil
GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag40
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For detailed information about GDS371X, please refer t

T GDS3XUser Manual
https://documentationcagtaogdsi-aehhbsayesotheinbsy/t i cl e

T HOWIO Gui de
https://documentationcagteaegdsiesamhaemtaniéct eon

T HTTP A®¢t¢umentation can be downl oaded from here:
https://documentation. g-baseés gdhstd8afpxicg/om/ knowl edge

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag41l


https://documentation.grandstream.com/article-categories/facility-access-systems/
https://documentation.grandstream.com/article-categories/interconnection-facility/
https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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&) 2-71 2% 6%23) / P8M8PO8C

02/ $5#4 . ! - %
GDS37MHW Suppdr2Ad:1.3A5A1.,3B6AA, 2.0A, 2.1A, 2.2A
GDS37H2V SuppdrGAed:1. 1A, 1. 2A
$!' 4%
1122/ 282
35--129 [/ & 50%!'4%
Th ®lage maj or securbugy faipdedhewmt ures ethch.ancemen
Factory Reset isiftfecpogmadideg from very old firmware, ol
abnor mal behavior, or Web Ul display missing some par al
MANDATORY.
Pl ease backup the configuration file andandatabase fil e
i mport them back after factory reset.
NOTES:
T Once upgraded, device can NOT downgrade to FW1. (

the new firmwilgeniesatsiomgcertificate
T This firmware would not be able to downgrade to

bel ow for HW2. XA, except for HW1.7A or bel ow.
&) 2-71'2% ' 00, ) %3 4/ "%,/ 7 (7 6%23) /. /., 9

HW version Fw Comments

GDS3710 HW2.2A YES Not able downgrade  to 1.0.9.x

GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x

GDS3710 HW2.0A YES Not able downgrade to 1.0.9.x

GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulpb®pggrade

GDS3710 HW1.3A YES Only sulpb®pggrade

GDS3710 HW1.2A YES Only sulgpb®pggr ade

GDS3712 HW1.2A YES

GDS3712 HW1.1A YES

GDS3712 HW1.0A YES
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(1. #%- %. 4

Use HTTPS as default CFG file download method to upd:
Added support for HTTR cARls sr eigsu essett whoe nH TwiePbS
Added support tofedObhhobk ThmervAiter Remote Open Dooc

Added the ability to configure delay for the snapshot
Added admin audit |l ogging to the event |l og functional
Added ability to define the TLS protocol l evel

Added support for System iMembher 8Mi Br € i blej ect iidentifie
Added i mprovement for Alarm Email Subject and Text in

Added Emer geReey alkKlee pt o-Door Open
Added in WebUl the Certificate Type I nformation
Added support for access with RTSP password in ONVIF

Added supYopenedfatri @n certificate

Added support for SNI extension on TLS [ TSP]

Added support for SNMP trap when doorbell button pres:s
AddeBIRIRGHTNESS/ CONTRAST /sSeATItURRALT I WDadhkdv page on WebUI

5" &) 8

Fi xender SNMP sett-i @agat edomear Xregé e d sareidonncfoingsuirsetde nt  wi
actual delivered parameters |l ocally

Fixed UCM cannot discover GDS37xx through zero conf i
Fixed device doorbell blue Iight turning OFF after ofy
Fixed device not playing the ring group prompt

Fixed fiSend Wiegand Code on Remote Open Door Actionbo
Fi xed device not hfbienarle dpirroevcitseido ntiong ser ver

Fixed the anonymous call i ssue reported by wuser

Fi xed wviindwiot @ efails to GDS device in WAVE

Fixed device does NOT trigger alarms for PIN Input Er
Fixed deensode send Request GET c¢cfggds3710. xml

Fi xckalvi ceeo vfiad | ed randomly after sever al hour s

Fixed when creating a new card with namg.ObBrtiaam)s tnlo
card is NOT created when clicking ASavebo

/' 7. ) 335 %3

I NVITE to an I CMP addiegs, asheaodoad bel | still

Remote device can hear custom doorbell ringtone about
When SI P account is | ogged out or unregistered, press:s
the call time out (about 2 minute).
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w CRANDSTREAM
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HE WORLD

Door SystemSettings.

BasicSettings.

OnhookTi m¢g

PL 582 (Val3uag800)
P155 Door SystemSettings. BasicSettings. Snapshot Dd
(Valuaon)o
P2 2 2 SystemSettings. AccessSettings. Mini mumTLSVer
(&l ule0:/ 11/ 1120: TLS 1.0 11: TS 1.1 12:TLS 1
P2 22 SystemSettings. AccessSettings. Maxi mumTLSVer
(&l wed:/ 10/ 11/ 12 1909 :TUnSl ilmiOt ed11: TH)S 1.1 17
PlSBEESystemSettings.KeepDoorOpen.EmergencyPINtoF
(ValSuer:i ng, max . |l ength = 8
P155 SystemSettings. KeepDoor Open. Eme20pemcy Pl Nt oH
(vValue: String, max.length = 8)
P231 Account. Account 1. Check_Domain_Certificatefd
(Val ue: 0, 1 0: Di sabl e 1: En
P241 Account . BcChlaunk _Domai n_Certificates
(vValue: 0, 1 0: Di sabl e 1: En
P251 Account . BcChaicnk _Domain_Certificates
al ue: , : i sa e : n
Val 0 1 0 Di bl 1 E
P26 1 Account . AcChleaicnk _Domai n_Certificates
(vValue: 0, 1 0: Di sabl e 1: En
| SPRI GHTNESS
al u
P155 Val id28
| SPONTRAST
PL155 (Val uaz289
| SP. SATURATI ON
al u
P155 Val ué28
GRANDSTRENEM WORK S GDS3XRel ease Notes Pag44
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%7 440 ! 0)dq

T GET:[http|https]:// <servername>/goform/config?cmd=get &ty
T SET:[http|https]:// <servername>/goform/config?cmd=set &P1
T SET:[http|https]:// <servername>/goform/config?cmd=set &P1
T GET:[http|https]:// <servername>/goform/config?cmd=get &ty
T SET:[http|https]:// <servername>/goform/config?cmd=set &P2.
T SET:[http|https]:// <servername>/goform/config?cmd=set &P2
T GET:[http|https]:// <servername>/goform/config?cmd=get &ty
T SET:[http|https]:// <servername>/goform/config?cmd=set &P1
T SET:[http|https]:// <servername>/goform/config?cmd=set &P1
T GET:[http|https]://<servername>/goform/config?cmd=get &ty
T SET: [ http|https]://<servername>/goform/config?cmd=set&P2.
T SET: [ http|https]://<servername>/goform/config?cmd=set&P2.
T SET: [ http|https]://<servername>/goform/config?cmd=set&P2
T SET: [ http|https]://<servername>/goform/config?cmd=set&P2
T GET:[http|https]://<servername>/goform/config?cmd=get &ty
T SET: [ http|https]://<servername>/goform/config?cmd=set &Pl
T SET: [ http|https]://<servername>/goform/config?cmd=set &Pl
T SET: [ http|https]://<servername>/goform/config?cmd=set &Pl
Rel eased HTTP APl documentation can be downloaded from

https://documentation. grabdséetredmB3@mim/ knowl edge
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%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or improvement al
of view.

(44038 $%&!'502/&R3)/.)." -%4(/$ {:/11- #/-014)", %q
T Web Configuration

Thifeatur ef clamd bendewetdeMbaicntpdpgraddeo nf i g

Upgrade
O LiveView
Firmware
B Door System Settings
Upgrads Via HTTP v
£ System Settings
Firmware Server Path fm.grandstream.com/gs

& Account
HTTP/HTTPS User Name

& Phone Settings
HTTR/MHTTPS Password

=] o S
Video & Audio Settings Firmware File Prefix

& Alarm Settings

Firmware File Postfix

@ Email & FTP Settings Upgrade via Manually Upload

9, Maintenance Config
Wrga Upgrads Via HTTPS v
Reboot & Reset
Config Server Path fm.grandstream.com/gs

Debug Log
HTTP/HTTPS User Name
Data Maintenance

HTTR/MHTTPS Password
System Health Alert

Config File Prefix

Event Notification

Config File Postfix
Event Log

Cerificates XML Config File Password

f Functionality

Factory reset after wupgrading to this firmware, the Co
HTTPBhis feature enhancementZoiosm ilnpll. e We nthed ulcdas @ad chhmng
be provisioned using HTTPS instead of HTTP, to meet t he
service providers.

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag46
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). 4%26!, [ & O/ . (/1 + 4)-%2 ! &4%2 2%-/4% [/ 0%. $//2j3Qq6 #/
T Web Configuration

Thif®eature can be & oweallDblond8ystdeMmBBetitci Bgstings

Local PIN Type Private PIN A
O LiveView
Enable DTMF Open Door Enable On Hook After Remote
S s ot Door Opened
B3 Door System Settings Enable Guest PIN 0
If enabled, the device will become
Basic Settings . on-hook according te configured
Disable Auto Answer O timer after remote open door; call
Keep Door Open will not be interrupted if swiping
Enable Doorbell Button to Hang Up Call card to open door.
Card Management
Disable Keypad (except the Doorbell Button) ]
Group
Enable On Hook After Remote Door Opened
Schedule
Onhook Timer After Remote Open Door(s) 5
Holiday
 System Settings Enable HTTP APl Remote Open Door [Disable -
HTTP AP| Open Door Compatibility Mode
& Account U
Disable Keypad SIP Number Dialing
&£ Phone Settings
T Functionality
This feature enhancement is i mplemented based on feedb:
When enabl ed, user can configure the AOnhook Timer Af1t

coded 3 seconds.

This wtcubtbemkeps check and monitor whatds happ
before the calll automatically cleared and GDS

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag47
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$%, 1&9 2 3.103(/43 4! +%. 7(%. O$//2 /0% %$6 /2 O$//2" %, ,
T Web Configuration

Thif®eature can Wwmredearonddwiuabodwe b8y sthAeBa Sied t Betgtsi ngs

Door System Settings

o LiveView
Door Relay Options Local Relay v %psl‘;ul Delay when Door
B3 Door System Settings Opened(s)
ALMOUTA Feature Alarm Output hd Configure delay to the Snapshots
Basic Setlings taken when "Door Opened”
ALMOUT1 Status Mormal Open w
Keep Door Open
Delay before Unlock(s) 0
Card Management
T Unlock Holding Time(s) 5
Schedule Minimum Interval of Swiping Card{ms) 300
Hollday Number of Snapshots when Door Opened 1
& System Settings Snapshot when Door Opened 4 via FTP [ via Email
& Account Snapshot when Doorbell Pressed 4 via FTP [ via Email
£ Phone Settings Snapshot Delay when Door Opened(s) 2
8 Video & Audio Settings Snapshot Delay when Doorbell Pressed(s) 2
T Functionality
This feature enhancement i s i mphfeimelnd.e dC bsatstealk osn Weeretd bt
snapshots AFTER doormpremesmeraead or door bell
Thiesewnf eat srasabmews to configure this Delay Timer inst
i mmedi ately when door opened or doorbell pressed.

With such configurabl e tdiemedecldayssompsbotrtanafeéerttdeor ¢
doorbel |l pressed, to meet the exactly needs in the ins:
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r'$-). I'ss$)y4 /). 4] 4(% %N6%. 4 , /" &5.#4)/ .1 ,)49 ) 4:
T Web Configuration

Thifeatur ef cwumudbeer devi cRawetbhdHhaearcte Log:

Event Log
3 LiveView
Start Time ' 2023-11-29 00:00:00 o EndTime 2023-11-29 15:53:47 o || Al A
B3 Door System Settings
Date & Time . Event Type
& System Settings 2023-11-29 08:49:20 Call In Log
£ Account 2 | 2023-11-29 131059 admin log in success |
3 2023-11-29 13:13:11 Firmware Update(1.0.13.2)
&£ Phone Settings
4 2023-11-2913:13:11 Reboot
8 Video & Audio Settings 5 2023-11-2913:30:43 admin log in success
& Alarm Settings 3] 2023-11-2913:47:37 admin log off due to timeout
7 2023-11-29 14:43:07 admin log in success
P ; _—
EE G EEmEE 8 2023-11-29 14:58:24 admin log off due to timeout I
“\ Maintenance
Upgrade
Reboot & Reset
Debug Log
Data Maintenance
System Health Alert
Event Motification
Event Log
T Functionality
This feature enhancement is i mplemented based on the r.
This new feature allows admin activities to be |l ogged |

screenshot
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$%N&) . % 4(% 4,3 02/ 41 #1, , %6 %,
T Web Configuration

Thif®eature can wmredearonddwiuac@yWwe e mylRetcteisrsgSetti ngs:

Access Settings

3 LiveView
Web Access Mode HTTPS ~
B Door System Settings
Web Access Port 443
£ System Settings
MJPEG Authentication Mode Challenge+Response ~
Date & Time
RTSP Port 554
Network Settings
User Login Timeout {min) 15
OpenVPNE Settings
Maximum Mumber of Login Attempts 5
SNMP Settings
TR069 Locking Time of Login Error (m) 5
Access Seltings Disable Web Access O
User Management Enable UPnP Discovery
& Account Enable Anonymous LiveView O
& Phone Settings Enable PIN/Password Display (HTTPS) O
B Video & Audio Settings - Enable SSH
& Alarm Settings SSH Port 2
) : Minimum TLS Wersion TLS 1.2
& Email & FTP Settings M
) Maximum TLS Version Unlimited hd
9, Maintenance
GDSManager Configuration Password

@ Status

RTSP Password e

T Functionality

This feature enhancementl TiSP irmpmlud memeed .based on

Some | TSPs only allow in their network infrastructure |
(For examlpy eTLS laBdabl deedversions of the protocol hav.
This feature wil!/ all ow those I TSP customers to define

the network deployment environment
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) -02/ 6%% !, 1 2-
T Web

%-1), 35"*%#4 | . $ 4%84

Configuration

Thif®atur e ¢ aunn dbeer fdoeuvnidc E mavielb U& FATEPm&Sielt t S entgtsi ng s :

SMTP

O LiveView

B Door System Settings
0 System Settings

9 Account

& Phone Settings

B Video & Audio Settings

A Alarm Settings

# Email & FTP Settings

SMTP Server

SMTP Server Port

From E-Mail Address

Sender Email ID

Sender Email Password

Alarm-To Email Address 1

Alarm-To Email Address 2

SSL

smip.office3865.com
587
gds@GX 1.onmicrosoft.com

gds@GX1.onmicrosoft.com

wayneschool@hotmail.com

Email Content

Customize your own warning
email content, default will be used
if field left empty.

Email Settings
FTP & Central Storage

9, Maintenance

Email Subject

Email Content

School Door Opened

Template Variables:

${MAC}: MAC Address
${WARNING_MSG}: Event Message
${IP_ADDRY): IP Address

${DATE}: Date & Time

® Status

Email Test

T Functionality

This feature enhancement i s i mphfeimelnd.ed based on feedb:
Customers can now customize the Email Subject and Emai |
i mpl ement ation scene of the GDS, just [|ik the what th

This is especiuasltloyneusefwilt hf drhe i mpl ementation sit
l'imited to: School s, Gy m, Hospital s, Oof fice Buildings,
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%- %2' %. #9 20B6. ! 4[RO+ $// 2 [/ 0%.
T Web Configuration

Thif®eatur ec crafni hreded de viDeoeo rweShylsit e A Keetpt iDp@N

Keep Door Open

o LiveView

Emergency PIN to Re-enable
E Door System Settings Keen Door Open
Y 9 Keep Door Open Disabled v .
. Once "Keep Dgor Ope"n" is
e Emergency PIN to Disable Keep Door Open enene gﬁ?ﬂe&:;bﬁﬂ%g%ﬂ%%zﬁy
Keep Door Open (Daoor Locked), this PIN can re-
Emergency PIN to Re-enable Keep Door Open e ] enable the feature again (Keep
Card Management Doar Open).
Group
Schedule
Holiday
2 System Settings
T Functionality
This feature enhancement is i mpl eme netsepde chidasteldyc dfrmoafl eke d b
system which the feature AKeep Door Openodo is designed
During the scheduled AKeep Doloirkepwdinghp pemeéddt he fusenrer g:
enter the emergency PIN (locally from GDS keypad or r el
Opend (Lock the Door) ; i f emer gencyenasblgeo nteh e ufiskeere pc alnho
Ope(®pen the Door) locally from keypad of GDS or remot
remotel y.
Thifseature is mainly developed &i@ smpbemestystiemor| uben
cl ub,wheetrcee ,doors need to open to public at some time bu
NOTES:
T For locally at GDS keypad, the PIN input format i s:
T For remotely operation during call with GDS, just |
T The two emergency PINs must be different.
T The two PI Ns recommended to be different in | ength
T The phones used to input emergency PINs must be ins

aut hophapeds c adpoa mige ma fl DTMF. open door

For example, normal (private or DTMF open door) PIN is
ADi sabl e Keep Door Openodo is 4 digi tesna(bel.eg.Ke e99 9D0)o,r alnpde
also 4 digits (e.g.: 666naist IRDIiskhdle Keep Dook Opwmoan

can do operatioenen below two s

1) 1dt the door bhesgiindpeutt heeme@DgSe ncy Pl N* 99 @e#
2) Make a call from @GDh&mamipauéed emmeoyge ncHY9 PAMN | i ke:
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7%"5) $)30,!9 #%24)&)#!'4% 490% ). &/ 2-14)]
T Web Configuration

Thifeatur ef claumudbeer devi ¢t 8 tAwsSpUtlemt o :

System Info
O LiveView
Product Model GDS3710
& Door System Settings
Hardware Version V1.6A
& System Seitings
Part Number 96500014 16A
& Account
Boot Version 1.0.0.59
# Phone Settings )
Core Version 1.0.13.2
88 Vi . .
Video & Audio Settings Base Version 1.013.2
4 Alarm Settings Prog Version 1.0.13.2
@ Email & FTP Settings . Certificate Type RSA+SHA256
A Maintenance : System Uptime 19 hours 49 minutes
® Status
Account Status Firmware Status UP TO DATE: 1.0.13.2
Network Info
System Temperature 37°C (98.6°F)
Tamper Sensor Triggered
Door Ctrl Untriggered
Digit Output Untriggered
Digit Input 1 Untriggered
f Functionality
This feature enhancement is implemented based on | TSP
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I ## %33 274340( 0! 337/ 2% ). | .6)&
T Web Configuration

Thif®atur e caunndbeer fdoeuwnidy 8t wenb SBACceSgest t i ngs:

Access Settings

DO LiveView
Web Access Mode HTTPS v
£3 Door System Settings
Web Access Port 443
o ;
o System Settings MJPEG Authentication Mode Challenge+Response v
Date & Time RTSP Port 554
Network Settings
User Login Timeout (min) 15
OpenVPN® Settings
Maximum Number of Login Attempts 5
SNMP Settings
Locking Time of Login Error (m) 5
TR069
Disable Web Access O
Access Settings
Enable UPnP Di
User Management nable Lrn Liscovery
0 Account Enable Anonymous LiveView 0
i Enable PIN/Password Display (HTTPS v
& Phone Settings play ) 9
) ) ) Enable SSH
B Video & Audio Settings
SSH Port 22
& Alarm Settings
Minimum TLS Version TLS 1.1 v
@ Email & FTP Settings
Maximum TLS Version Unlimited v
4, Maintenance
GDSManager Configuration Password ~ ceeeeenn et
@ Status
RTSP Password ZKJIXZjp2 ©

[ Save

|

e )

T Functionality

This featurewehhaaktkementiser to add andnuee otmeetadRT B pa:
ONVI F cert ifforiedled eve c®r di ng, instead of wusing admin pas
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3.) %84%.3)/. [ . 4,3 ¥)430 . %4)!Y
T Web Configuration

Thif®eatur eccrafni hreded deviAce oeclLlouAtSI R Advanced Setting

SIP Advanced Settings

O LiveView
Registration Expiration(m) 60
B Door System Settings
Re-register before Expiration(s) 0
£ System Settings
Local SIP Port 5062
£ Account
SIP Transport TLSITCP v
Account 1
Check Domain Certificates
Account 2
Stream Stream 2 v
Account 3
Enable DTMF RFC2833 [ ]SIPINFO
Account 4
DTMF Payload Type 101
£ Phone Settings
Unregister On Reboot O
&« Video & Audio Settings
NAT Traversal No v
& Alarm Settings
UPnP NAT Traversal O
T Functionality

This feature enhancementr eiquiirmpeaBeETrilecdin based on

Under Account X configured, in the SI P Advanced Setting
choose ACheck Domain Certificateso choice wild.l show up.
following I TSP6s secuhetgeréeqgbéicamenbeforeheoknecting -
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")Y2' (4. %33 FH#H/ . 421347314521 4)/] . 1$*534-%.4 ). ,)6%6) %7
T Web Configuration

Thifeatur ef culumndbeer devilcier ewgibei e Vi ew

O LiveView
LiveView

B Door System Settings

& System Settings

£ Account

& Phone Settings

&« Video & Audio Settings
& Alarm Settings

% Email & FTP Settings
9, Maintenance

@ Status

BRIGHTNESS

_0_

CONTRAST

_O_

SATURATION

Default

o

T Functionality
This feature enhancement i s i mplcamd mmimed sbased on requi |
Go tthhe LiveView pagdge,s ptliaydeer afi BRIb@GHBENESS, CONTRAST, SAT

drag and bar |l eft or right the displayed number will cl
meet the image/video quality expectation by users.
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For detailed inforXmapieasaboef eGDE®7User Manual and

T GDS3XUser Manual
https://documentationcagteaogdsi-aehhbsayesotheinbsy/t i cl e

T HOWIO Gui de
https://documentationcateaegdsiesamhaemtaniéct eon

T HTTP A®¢tumentation can be downl oaded from here:
https://documentation. g-baseés gdhstd8afpxicg/om/ knowl edge

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pagk?7
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&)2-712% 6%2346. p8mM8ppS8

02/ $5#4 .1 -%

GDS37HOWN Suppdr2Ae,d:1. 3AAL1.,2BANAN, 2.0A, 2.1A, 2.2A
GDS37H2V SuppdrGAed:1. 1A, 1. 2A

$!14%
08/28/ 2022

35--129 [/ & 508! 4%

Thmaippr pose obfsetheg ffieekaetsures enhancement and new HW su
Factory Reset isiftfecpogmadideg from very old firmware, ol
abnor mal behavior, or Web Ul display missing some par al

MANDATORY.

Pl ease baccoknufpi gtuhreat i on file and database file of RFI
i mport them back after factory reset.

This firmware would not be able to downgrade to previo

HW2XA except for HW1.7A or bel ow.

&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. /.,9

HW version FW Comments

GDS3710 HW2.2A YES Not able downgrade  to 1.0.9.x
GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x
GDS3710 HW2.0A YES Not able downgrade to 1.0.9.x
GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpb®pggr ade
GDS3710 HW1.3A YES Only sulgpb®pgrade
GDS3710 HW1.2A YES Only sulgpb®pgpgr ade
GDS3712 HW1.2A YES

GDS3712 HW1.1A YES

GDS3712 HW1.0A YES

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag®8
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(!'". #%- %. 4

Added abilialyartno sdiirseamblseound in triggered alarm call
Addeé&Keep Door Open" ctoal chs bdbes gloenda hgdugaeldledrvs c hoos e
and apply which schedule to use.

Addgd anul ar DI GI TAL OUTPUT. ti me duration (1s to 4s)
Addes@énding PbBAndi sh&®heHTTP APl open door executed.
Added option that no fAi#0 required after PIN input to
when fADisabl dNukdbepadi alPngo selected.

Added firmwarmanpagllayyeupliaad firmware file from compu
Optimized speaker via OQA testing

Updated CPE vei sion to 1.0.5.

5" &) 8

Fi xeldarm phone Iist 1 not used if alarm phone I|ist 2
Fixed MIJIPEG video cannot be previewed via APl if the
Fixed SNMP set triedgpd edomparlkenet ers configured, the I oc
delivered value.

Fixed unable to pass video from GDS371X to remote RC
Fixed no I"8VIPTESetpowwienaiy SI P Server no response.
Fixed device should unregister first when changing SI
Fi xed wrohgvigdr afti leNVI TE after changing video par amet
Fi xkeaelviseeur ity vulnerabilities reported by security e
/' 7. ) 335 %3

I NVITE to an I CMP address, the doorbell stildl rings e
Remote device can hear custom doorbell ringtone about
When SI P accounotr iusnrlegggigsatdseapudinigt he responsetmalill | be
the call time out (about 2 minute)
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%7 560 , 5%

P155 Door _System_Settings. Keep_Door _Open. Door _1.
(Valuan)o

P155 Door _System_Settings. Ke&ghbDoabde_Open. Door _
(Valuaon)o

P15 5 Al arm_Settings. Alarm_Phone_List_2. Al arm_Cal
(Value: 0/ 1/ 2] 3/ 4)

P155 Al arm_Settings. Alarm_Phone_List_2. Al arm_Phd
(vValue: String, Ma x . Length = 1024)

50%! 4 %% ,05%

P15 5 Door _System_Settings.Bassic_Settinggs. Door |
(ValueA 001122 3)

P155 Al arm_Settings. Alarm_Events_Config. Aar m_Out
( Valbwel:0/ 15/A210//22/53//34/ 5/ 10/ 15/ 20/ 25/ 30

%7 440 ! 0)dq

T GET: [ http|https]:// <servername>/goform/config?cmd=get &ty

T SET: [ http|https]://<servername>/goform/config?cmd=set &Pl
T SET: [ http|https]://<servername>/goform/config?cmd=set &Pl
T GET: [ http|https]:// <servername>/goform/config?cmd=get &ty
T SET: [ http|https]://<servername>/goform/config?cmd=set &Pl
T SET: [ http|https]://<servername>/goform/config?cmd=set &Pl
Rel eased HTTP APl documentation can be downloaded from

https://documentation. grabdséetredmB3@mim/ knowl edge
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%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or improvement al
of view.

$)3!", % I, 1 2- 3)2%. ). 42)"" %2%% !, 2- #! |
T Web Configuration

Thifeature can WwredearonddwidaoRhdvreeh Sddt t i ngs

Phone Settings

D LiveView i
STUN Server Enable two-way SIP Calling
& Door System Setlings Check to enable two-way SIP

Local RTP Port 5004 calling, Uncheck to enable

o System Settings v ‘Warning Audio Siren. Default
Use Random Port O checked.
& Account
Auto On-Hook Timer(s) 300
& Phone Settings
Ringing Timzout(s) 30
Phone Settings
DNS Cache Expiration Time(m) 30
Account 1 White List
DNS Cache Duration{m) 30

Account 2 White List

Account 3 White List

SIP TLS Certificate
Account 4 White List

8 Video & Audio Settings

SIP TLS Private Key

& Alarm Settings

@ Email & FTP Settings
SIP TLS Private Key Password

2, Maintenance

Enable Direct IP Call
@ Status

Enable two-way SIP Calling

SIP Proxy Compatibility Mode

SIP Packetization Compatibility Mode

f Functionality

is implemented basiedsbal feledbt

This feature enhancement
the button trigger emergence call

as Alarm I nput, press
Previously the triggeredl chobgwithehaakl eseérpnesasdany ke
keypad will stop the siren, but still some first time |

The new firmware default disabl edwayheawdiroe n( vaintdh twii dyegoe |
phone used as call ee)

This feature is requested in applicatwher sclewmtet dm Kk eamai
installed as Al arm I nput, prpersosgerda mnmeed bruawmboenr widrl IcRladd
SI'P Proxy) based on configured AAl arm Scheduled and Al
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-5,40, % 3#( %$5, %3 &/ 2 O+%%0 $//2 /0% 6
T Web Configuration
This option can be foAbdounBSegest daKRept Do@Pg UIOpen
Keep Door Open
D LiveView
= - -
Door System Seftings Keep Door Open Schedule Open Door v
Basic Setiings
- Schedule Start Time 2022-08-05 08:00:00 o
Keep Door Open
Schedule End Time 2022-09-05 17:00:00 o
Card Management
Schedule Default -
Group
Heliday Mode Labor Day 2022 ~ | Edit Holiday
Schedule
Holiday @ 01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 0
& System Setlings sun
Mon
o
& Account -
£ Phone Settings Wed
8. Video & Audio Settings Thu
Fri
& Alarm Settings st
& Email & FTP Settings Huoliday
9, Maintenance
With this new feat ucroenf icguusrteo miehres ficDaenf apurlet 6 schedul e, as
into the devi caect uaalenr eéocpwsierde mennt t o select specific sch

Keep Door Open

B LiveView

B Door System Settings

Keep Door Open Schedule Open Door v
Basic Settings
- Schedule Start Time 2022-09-05 08:00:00 o
Keep Door Open
Schedule End Time 2022-09-05 17:00:00 o
Card Management P a——
Schedule Schedule1 w | Edit Schedule
Group Default
o Schedule1
Schedule Schedule2
) Schedule3
Holiday Scheduled
Schedules
P System Settings Scheduled
Schedule?
Scheduled
o
o R Schedule$
Schedule10
& Phone Settings —
GRANDSTRENEM WORK S GDS3 XRel ease Notes Page@?2
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Schedule

O LiveView

Schedule Name Holiday Name

£ Door System Settings

1 Weekday_Working_Hours Disabled @

Basic Setlings
_ 01 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 0
Keep Door Open
Sun
Card Management
ard Managemen =
Group Tue
Schedule Wed
Holiday Thu
Fri
&£ System Settings
Sat
&£ Account Holiday
O Phone Settings
o 3 2 Weekday_Non_Working_Hours Disabled ®
B« Video & Audio Setfings 3 Weekend_Day_Hours Disabled [©)
& Alarm Seftings 4 Weekend_Night_Hours Disabled ®
© Email & FTP Seftings 5 schedule5 Disabled [©)
6 schedule6 Disabled ®
A Maintenance
7 schedule? Disabled ®
sz B schedule? Disabled ®
9 scheduled Disabled (©)
1 schedule10 Disabled ®

NOTES:
T Maxi nmulthi f ferent ASchedulie@ | wan nlge tchen fiiDgdraaud t 0 one

T For this feature to work -pooppegluye thset d@ehsednonéeed 8

T Functionality

This feature enhancement is i mplemented based on feedb.

For exampl e, device installed at public schools could |
schedCusessomewus$ édprporger amconf pger efi Halsiedlayso of each schoo
and select the related fischeduled accordingly when it ¢

This wil!l help school-pmagrgemed; tbeodocer pwiell just aut
based on the configured timeedchsdtyl sanomw ol isd @ay sn, dlaiyk
et c.
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20 .5,12 4)-% $521'4)/. [ & $)4)4!, [/ 54054
T Web Configuration

Thif®eature can wmredearonddwidared cawe bSAJAl amgns Event s Config

& Alarm Settings

Digit Input
Alarm Events Config Digit Input 1 Disable hd
Alarm Schedule Settings .
Digit Input 2 Disable v
Alarm Action Settings
Alarm Phone List Digit Output
% Email & FTP Settings Alarm Qutput Duration(s) 5 |
4, Maintenance )
Alarm Config
DL Enable Silent Alarm Mode 5
10
15
20
Enable Hostage Code 25
30
Enable Tamper Alarm O
T Functionality
This feature enhancement is implemented basddcent heedb:
Al arm Output Duration, which previously the minimum val
Now new value of 1, 2, 3, dodwnecendctadmedcuseo®mehes ganl
specific alarm duration second based on application sc
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3%.$ 0). 6)! 7)% !.$ 7(%. (440 !'0) /0% $// 2 %8 %#54%$
T Web Configuration

Thifeature can brderondeéygivs Bawe bSYst ey BRestitci nSggsDbongs
Rel ay Options

Door System Settings

O LiveView .
| Door Relay Options Send Wiegand Code on Remote Open Door Action ~ Door Relay Options
&3 Door System Settings When Door Relay is WebRelay or
ALMOUT1 Featurs Alarm Qutput - GSC3570, ALMOUT1 cannot be
Basic Setlings open Doer.
ALMOUT1 Status Normal Open ~ .
Keep Door Open Send Wiegand Code on Remote
Open Door Action:
BT Delay before Unlock(s) 0 Davice will send PIN1/PINZ code
via Wiegand interface when
Unlock Holding Time(s) 5 remote open doori/door2 has
Group
been executed
Schedule Minimum Interval of Swiping Card{ms} 300
Holiday MNumber of Snapshots when Door Opened 2
& System Settings Snapshot when Door Opened via FTP [ ] via Email
& Account Snapshot when Doorbell Pressed via FTP [] via Email
5 Mo Key Input Timeout(s) 4
B LiveView
Enable HTTP API Remote O
Remote PIN to Open Door et Dgﬁor = emote Upen
B Door System Settings I
Local PIN Type Unified PIN v Disclaimer: We will not
Basic Settings responsible for any security
Local PIN to O D problems resulting from opening
Keep Door Open ocd o Lpen oot e the HTTP APl remote opening
function.
. Local PIN to Open Door Schedule All Day w  Edit Schedy
Card Management
Group Enable DTMF Open Door
Schedule Enable Guest PIN O
Holiday Disable Auto Answer O
&£ Systemn Settings ¥ Enable Doorbell Button to Hang Up Call
£ Account Disable Keypad {except the Doorbell Button) \:|
& Phone Settings Enable On Hook After Remote Door Opened O
B Video & Audio Setings Enable HTTP APl Remote Open Door | ‘ Disable v|

Basic Authentication

Disahle
& Alarm Settings Disable Keypad SIP Number Dialing ‘ Challenge+Response Authentication

NOTES:

T A"Send Wiegand Code on Remote Open Door Actiono need
Optiondowpuméenu

1 AiEnable HTTP API Remt oe Open Doord need to be selec
also need to be sdbwotemdnfirom the pull

T By default the HTTP APl Remote Open Door is Disable
integrators need to enable this option for integrat
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Output example with 3™ party power supply for Wiegand device

GDS3710 (wiegand output)

[ ] IF board connector
[ ] 2

Wiegand input Device V+ | V- 12V fr— 12v

Door controller/Security System \ GND e GND
vee @

GND @

D1 input
DO input

GND
WG_D1_OUT
WG_DO0_OUT
LED
WG_D1_IN
WG_DO_IN
BEEP
5V(Optional)

*1® ® 0000 00

Figure 28: Wiegand Output Wiring Example

Functional ity
This feature enhancement is impbemmhifecdl BEasepdeonef§ieedb:

System integrators want use HTTP API to tri g(gbeororolpen d ¢
or Door2) wild/l be sent out vi@Witengamd eQuatnglutl htseed atclee or
di agrRamgeaJ® er Ma ntucalconpact gdDBor Controller to exectu
Door, based on the correct PIN used.

Al so, when GSC3570 used in this applicationtiseeRleN onc:
of related Door (Doorl or Door2) wilfPhabtysboor oQontwvi al |
similar to the HTTP APl , t o 'exaeerctuyt eDoroermoQoen torpoelnl edro.or b
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/T 2%15) 2%$ !
Conf

T Web

Thif®atur e

&4 %2

iguration

can
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). 054 7( %.

0$) 3! ", %

THE

tbred ecro nd @ WikaBodwre bSYWdt e H Bletitci B ti ngs

Number 1 Called When Doorbell Pressed 192.168.11.235:5060, -
3 LiveView
Press Doorbell Schedule 2 1 Day | Edit Schey | Local PIN Type
&8 Door System Settings PIN Entry Rule varied with
Number 2 Called When Doorbell Pressed . different PIN type 1 Private Card
Basic Settings PIN: Card owner should have a
Press Doorbell Schedule 3 All Day + | Edit Schedy | private PIN. The Entry Format is
Keep Door Open ** [VirtualNumber]*[PrivatePIN}#"
Mumber 3 Called When Doorbell Pressed . i i N ame g Shared
Card Management y all card owners. The Entry
Format is: “*[Unified PIN#* 3.Card
ot Press Doorbell Schedule 4 All Day ~ | Edit Schedy | & Private PIN: Card owner should
P swipe a vaild card first, after one
Schedul Mumber 4 Called When Doorbell Pressed A short beep, then enter the PIN
= L The Entry Format is: **
PrivatePIN#
Holiday I Maximum Number of Dialed Digits 4 I [PrivatePINF
& System Settings Mo Key Input Timeout(s) 4
£ Account Remote PIN to Open Door P
£ Phone Settings | Local PIN Type Private PIN | v
8 Video & Audio Settings Enable DTMF Open Door
& Alarm Seftings Enable Guest PIN O
o B A S Disable Auto Answer O
ET] ettings
e Enable Doorbell Button to Hang Up Call
aintenance
Disable Keypad (except the Doorbell Button) O
@ Status
Enable On Hook After Remote Door Opened O
Enable HTTP APl Remote Open Door Disable v
Disable Keypad SIP Number Dialing
< Modify Card Info
3 LiveView
Previo 1
B Door System Settings
Username® John Dos|
B settings
Private PIN 1234 ®
Keep Door Open
. ; Gender Male -
ard Managemen
T ID Number
Schedule Card Number® 6100033
Holiday Valid Start Date 1970-01-01 -
System Settings Valid End Date 2099-12-31 5
& Account Virtual Number® 1
& Phone Settings Sip Number
B Video & Audio Setings Call OutAccount Auto -
. Cellphone
& Alarm Settings P
) ) Group Disabled v
& Email & FTP Settings
e Schedule Disabled A4
aintenance
Enable
@ Status
Note: Private PIN Open Door will not work if “Private PIN” is blank.
GRANDSTRENEM WORK S GDS3 XRel ease Notes Page?7
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f Functionality

This feature enhancement is i mpl ement ewdh ob ausseidn go nfi Xi eseadbbl
Keypad SI P Number Dialingodo want the device behave 1|ike
private PI N ntoo fAdipe mreathtud rr,eidn pluegc athsee PUsNes ar befpawvi osed t
obpen damnralwigaieordedvoocre control |l er.

AMaxi mum Numb®igofsbi ahedto be configured in order to
value is 00 and the feature is disabled. I'f this fiel
PI'N to open door, as previousblfed mwalkle.PIWhesnhduwlicd e atth
l ength, as the number configured in this field.

Users have to configure the PIN in AiCard Management o a
and match the PIN Il ength to the AMaxi mum Number of Di al

n below exampl e length or the AMaxi mum Number of
i

I e, th
filed, the PIN Al1l2340 is configured with PIN | ength as

NOTES:
T Maxi mMuumber of Dialed Digitsodo is the |l ength of PIN

T For this feature to work -poonpieeglPyieN rt htshd meCasr cheed t
Management o field under RFID car doés tfRr isvaartee | RInNd ,h
as conf i gupreecdi fiine d hien si Maxi mum Number of Dialed Dig

T iLocal PI'N Typed recommended using fiPrivate PINO so
GDSManager wil | odvdhroe rammtde whemorotpedetif ehentdoBFN i s al
saffieUni fi ed PINO only advise when door opened and c
the same IPédNs sdfsenotth esruegfgoerset ed f or wusage in this afj
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T Web

$% 6) ! [ #!,

Configuration

Thife®at ur ef awunm doeer
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&), % 50,/!$

deviAcMa iwretbe AJUmpge a de

Upgrade
O LiveView
Firmware
& Door System Settings
Upgrade Via HTTP v

£ System Settings

Firmware Server Path

&£ Account

HTTP/HTTPS User Name

& Phone Settings

HTTR/HTTPS Password

fm.grandstream._com/gs

b o
B Video & Audio Settings
Firmware File Prefix
Alarm Settings
4 Alarm Setings Firmware File Postfix
@ Email & FTP Settings Upgrade via Manually Upload
9, Maintenance Config
Upgrade Upgrade Via HTTP v
Reboot & Reset
Config Server Path fm.grandstream.comigs
Debug Log
T Functionality
This feature enhancement is i mplemented based on
Technicians on the field can now downl oad the f
Once on site, technician can | og in to the devi
upgrade the firmware of the device.
Thi €sipeci alflyr usietfaulwi th | imited internet access
without BHETETEPETFTPEP firmware server
GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag@&?9
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NOTES:
YT For device with firmware | ater than 1.0.4.5, or jus
Afirmware.grandstream.comd0 to upgrade firmware if h
T The related configuration is |ike below by pointing

firmware.grandstream. com

Upgrade
D |iveView
Firmware
B Door Systemn Settings
Upgrade Via HTTP
& System Settings
Firmware Server Path firmware._grandstream.com

& Account

HTTRP/HTTPS User Name

GRANDSTRENEM WORK S GDS3 XRel ease Notes Page0
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For detailed information about GDS3710, please refer t

T GDS3XUser Manual
https://documentationcagteaogdsi-aehhbsayesotheinbsy/t i cl e

T HOWIO Gui de
https://documentationcateaegdsiesamhaemtaniéct eon

T HTTP A®¢tumentation can be downl oaded from here:
https://documentation. g-baseés gdhstd8afpxicg/om/ knowl edge
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&) 2-7!'2% 6 %23)Y . PB8MB8ppP388p

02/ $5#4 .1 -%

GDS37MHW Suppdr2Aed:1. 3A5A1.,3286AA,1A2. 0A, 2.
GDS37MH2N SuppdrQGA,d)ill. MiAt i al Launching Firmware

$!14%
05262022
35--129 /& 50%$!4%

Thmaipaor pose obfsethisg ffieeckaetsures enhancement and new HW

Factory Reset isiftecpomadidegd from very old firmware,

abnor mal behavior, or Web Ul display missing some par al

MANDATORY.

Pl ease backup the configuration file and database fi
i mport them back after factory reset.

This firmware would not be able to downgrade to previo

HW2. 0OA and HW2.1A, except for HW1.7A or bel ow.

&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. /.,9

HW version FW Comments

GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x
GDS3710 HW2.0A YES Not able downgrade to 1.0.9.x
GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpb®pggrade
GDS3710 HW1.3A YES Only sulgpbepgrade
GDS3710 HW1.2A YES Only sulgpbepgrade
GDS3712 HW1.2A YES I nitial 1lveér dilod 8
GDS3712 HW1.1A YES I nitial 1lveér dilod 8
GDS3712 HW1.0A YES I nitial 1lveér dilod 8
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Addadi |l ity to disable config download with password |
Added support for SNMP.

Disabl ed&kr ddba¢png when making SIP Direct I P Calls.

5" &) 8

Fi xlewlgi n ti meout range prompts an error.
Fixed serial huinn iprgo aoyoioktbiedy ntciande when some extensi
Fi xed card managemehnota dpiangge srteantaei nasf t er adding a user.

Fixed Privacy Mask dragging might cause other masks e
Fixed AEnable password display (HTTPS)O0 prompt not ac
Fixed registration failur erwh@utydd $n dlookEheaci kng uNAaPR/TaR | aanbd
Fixed registration sending to both primary and seconc
Fixed when alarm call configured as extension and | P
configured order but <call I P addr ess.

Fixed enable blue keypad | ight with wrong time scheddt
Fixed not able to use private PIN to open door if ad:c

Fiexhddi ng RFI D carwd tvhi av aHT TdP eARdl date end up with bl al
Fixed device not working with static I P in VLAN.

Fi xHTWTP access mode cannot revise and save port 80 wh
Fixed Event Notification HTTP -PYOBSd met hDamplsd theg Sva mmlc

/' 7. ) 335%3

I NVITE to an I CMP address, the doorbell stildl rings e
Remote device can hear custom doorbell ringtone about
When SI P accounotr iusnrlegggigsatdseapudinigt he responsoetmalill | be
the call time out (about 2 minute)

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pageé3
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P2 18 System_Settings. SNMP_Settings. Enabl e_S
a e:
(Val ue:1 0
P2 19 System_Setting s. SNMP_Settings. Version
alli&er si on rsi @i rsi @dn
(Vallu & i o Ve @r Ve 3 3
P219 System_Settings. SNMP_Settings. SNMP_Por
al ue: or ~
(val 161 1025 65535)
P2109 System_Settings. SNMP_Settings. Communi t
(Value: String, Max. Length = 64)
P218 System_Settings. SNMP_Settings. SNMP_Tr a
al u¥er si on Y si @n rsi @dn
(Val u¥ i i Ve i i Ve i 3 3
P218 System_Settings. SNMP_Settings. SNMP_Tr a
(Value: String, Max. Length = 16)
P218 System_Settings. SNMP_Settings. SNMP_Tr a
al ue: or ~
(vVal 162 1025 65535)
P219 System_Settings. SNMP_Settings. SNMP_Tr a
(Vallue: 1440
P2109 System_Settings. SNMP_Settings. SNMP_Tr a
al ue: tring, ax. engt =
(vVal S i 4) M L h 6
P219 System_Settings. SNMP_Settings. SNMP_Use
al ue ring ax. eng =
(Val Stri 12)8 M L t h
P2109 System_Settings. SNMP_Settings. Security|]
uédnoAut leaut s&fiprivUser
(&I A h;U & hts & U )
P2109 System_Settings. SNMP_Settings. Aut henti
ud Nod el ; |
(&l f Nod el i MD5 21T SHA
P2109 System_Settings. SNMP_Settings. Privacy _
ud No@ eZi i
(&I No®G eLi DES; 2V AEPB
P219 System_Settings. SNMP_Settings. Aut henti
(Value: String2048ax. Length =
P2109 System_Settings. SNMP_Settings. Privacy _
(Val ue: String2048vax. Length =
P219 System_Settings. SNMP_Settings. SNMP_Tr a
al ue: ring ax. eng =
(Val Stri 12)8 M L t h
P2109 System_Settings. SNMP_Settings. Trap_Sec
(¥l uéno@ut hUlsisamut hUs &fipri vilser
P219 System_Settings. SNMP_Settings. Trap_Aut
(¥l uédNobB eli MD5; 271 SHA
P2109 System_Settings. SNMP_Settings. Trap_Pri
(¥l uédNobdeli DES; 2V AEP
P219 System_Settings. SNMP_Settings. Trap_Aut
(Value: String2048Jax. Length =
P2109 System_Settings. SNMP_Settings. Trap_Pri
(Value: String2048Jax. Length =

GRANDSTRHEHEM WORK S
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%7 440 ! 0)dq

T GET: [ http|https]:// <servername>/goform/config?cmd-=
T SET:[http|]https]:// <servername>/goform/ config?cmd-=
i SET: [http|https]:// <servername>/goform/config?cmd=
i SET: [http| https]:// <servername>/goform/config?cmd=
i SET: [http|https]:// <servername>/goform/config?cmd=
i SET: [http|https]:// <servername>/goform/config?cmd=
i SET: [http|https]:// <servername>/goform/config?cmd=
i SET: [http|https]:// <servername>/goform/config?cmd=
i SET: [ http]|] htt ]:// <servername>/ goform/config?cmd-=
i SET: [ http]|] htt ]:// <servername>/ goform/config?cmd-=
i SET: [ http]| htt ./ / <servername>/ goform/ config?cmd-=
i SET: [ http]| htt :// <servername>/ goform/ config?cmd-=
i SET: [ http]| htt :// <servername>/ goform/ config?cmd-=
i SET: [ http]| htt :// <servername>/ goform/ config?cmd-=
i SET: [ http]| htt :// <servername>/ goform/ config?cmd-=
i SET: [ http]| htt :// <servername>/ goform/ config?cmd-=
i SET: [ http]| htt :// <servername>/ goform/ config?cmd-=
i SET: [ http]| htt :// <servername>/ goform/ config?cmd-=
i SET: [ http]| htt :// <servername>/ goform/ config?cmd-=
i SET: [ http]| htt :// <servername>/ goform/ config?cmd-=
i SET: [ http]| htt :// <servername>/ goform/ config?cmd-=
i SET: [ http]| htt :// <servername>/ goform/ config?cmd-=
Rel eased HTTP API documentation can be downl oaded from
http://www.grandstream. com/ sites/default/files/ Resour

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pageé5
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%7 &%! 452 %3 |/ 6%26) %7

This secmadjonr Inew sfeatures or improvement and descri bes
of view.

3.-0 3500/ 24

T Web Configuration

Thifeature can wredearonddwidoSydvtedm UFSNVBgst i ngs:

& GDs3r10
SNMP Settings

B LiveView

Enable SNMP O
B Door System Settings

SNMP Version Wersion 3 -
& System Settings

SNMP Port 161

Date & Time
SNMPv1/v2c Community
Network Settings

SNMP Trap Version Version 3 A4
OpenVPN®@ Settings
SNMP Trap IP Address
SNMPF Settings
TRO69 SNMP Trap Port 162
Acc ttings SNMP Trap Interval 5
User Management SNMPv1/v2c Trap Community
& Account SNMPv3 User Name
& Phone Settings SNMPv3 Security Level noAuthUser ~
B Video & Audio Settings  ~ SNMPv3 Authentication Protocol None v
SNMPv3 Privacy Protocol None v

& Alarm Settings

& Email & FTP Settings
SNMPv3 Authentication Key
9, Maintenance

@ Status
SNMPv3 Privacy Key

SNMPv3 Trap User Name
SNMPv3 Trap Security Level noAuthUser v

SNMPv3 Trap Authentication Protocol None v

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pageé6
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NOTES:
T By def aul tf eeahteurSeSNMPs. not enabl ed

T Rel ated parameters need to be configured according

f Functionality

This feature enhancement is implemented basmdnagefeaeeredb:
monitor the GDS3710 via SNMP

This new feature helps to resolve customers with such

For detailed information about GDS3710, please refer t

T GDS3710 User Manual
http:// www. grandstream.com/sites/default/files/ Reso

T HOWIO Gui de

http://www. grandstream.com/ support/resources/ ?2title

T HTTP &A®¢umentation can be downl oaded from here:
http:// www. grandstream.com/sites/default/files/ Reso

GRANDSTRENEM WORK S GDS3 XRel ease Notes Page7


http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf

&) 2-71 2%

02/ $5#4 . -

GDS37MHOW SuppdrzAed:1. 3A5A1.,32B6ANA,

$!14%
0M0/ 2022

%

35--129 [/ & 508! 4%
Thmaipor pose obfsethsg ffieeckaetsur es enha

Factory Reset

i sifecpomadideg from

abnor mal b&wehvUDbTr thi eplgagpame met er s

MANDATORY.

Pl ease backup

i mport them back

t

he

configuration fi

6 %2 3) |

w CRANDSTREAM

CONNECTING THE WORLD

ncement and

very ol d
or setti

2.0A, 2.1A

p8mM8pp8pu

new HW su

firmwar e, ot

ngs,

factory

|l e and database file

after factory reset.

This firmware would not be able to downgrade to
HW2. 0OA and HW2.1A, except for HW1l.7A or bel ow.
&) 2-712% 100, ) %3 4/ "%, /7 (7 6%23)/ /.,

HW version FW Comments

GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x

GDS3710 HW2.0A YES Not able downgrade to 1.0.9.x

GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpb®pggrade

GDS3710 HW1.3A YES Only sulgpbepgrade

GDS3710 HW1.2A YES Only sulgpbepgrade
GRANDSTRHEM WORK S GDS3 XRel ease Notes Page8
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T Added support of configure different fANumber Call ed
the time frame or schedul e.

ll5l &)8
T Fi xBMS server 2 displayed as Anull o under DHCP mode
1 Fixed using Chrome tosasreddHilicvaendi ewh,f i wue etdl2VMIP,EG wh

no video displayed in the browser
T Fixed switching from MIJIPEG to H.264 video codec, SIP
1 Fi xied card management the card SI P number is I P (not

open door would fail

T Fixed illegal card B&Wwe phegienvceortr eccitslpyl.ayed i n

1T Fixed swiping legal card in unausttbedulkeddshAheadsd eAlwa
No#mut horized RFI D Card Access Alarm (this one shoul d

1T Fixed when ADisable Keypad SI P Number Dialingo enabl e
is more than 9 digits.

T Fixed device falling in |l ooped downloading if firmwar
+.17. )335%3

T INVITE to an | CMP address, the doorbell still rings e
T Remote device can hear custom doorbell ri ngtone about
T When SI P accounor iunhrleggigsetdesaeidng t he keyboard is abno

GRANDSTRENEM WORK S GDS3 XRel ease Notes Page9
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%70B! , 5%

Door System_Settings.Basic_Settings. Pr
PBSY wal uerd o
P155Door_System_Settings.BasiC_Settings.Nu

(Value: St reibmgg,h =MAaAE5)
P155Door_System_Settings.Basic_Settings.Pr

(Valuel0) O
P155Door_System_Settings.Basic_Settings.Nun

(Value: String, Max. Length = 255)

P155 Door System_Settings. Basic_Setdings. Pr

(Valuelo) O
P155 Door System_Settings. Bé&sCad | et tWhregns .DNoworn

(Value: String, Max. Length = 255)

%7 440 ! 0) q

T GET: [ http| https]:// <servername>/goform/config?cmd=g
T SET: [ http| https]:// <servername>/goform/config?cmd=s
T SET: [ http| https]:// <servername>/goform/config?cmd=s
T SET: [ http]| htt /]l <servername>/ goform/ config?cmd=s
T SET: [ http]| htt /]l <servername>/ goform/ config?cmd=s
T SET: [ http]| htt /]l <servername>/ goform/ config?cmd=s
T SET: [ http]| htt /]l <servername>/ goform/ config?cmd=s

Rel eased KHDTR memIt ati on can be downloaded from here:

http:// www. grandstream.

com/ sites/ default/files/ Resour

GRANDSTRENEM WORK S
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%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or improvement al
of view.
$//2" %, , #',, $)&&%2%. 4 .5-" %23 "1 3%$ / $) &&%2%. 4 3 #(
T Web Configuration
This option can be foADbDdounB8e¢st dAaBhestcwEBgs Ui ngs
& Gbs37io
Call Modi
B LiveView all Mode SIP Number v
Doorbell Call Out Account Auto v
B Door System Settings
Doorbell Mode Call Doorbell Number A
Basic Setfings
Keep Door Open Doorbell Call Mode Parallel Hunting -
Card Management Press Doorbell Schedule 1 Weekday_Working_Hours v | Edit Schedule
Group Number 1 Called When Doorbell Pressed 192.168.11.235:5060,803 <
Schedule Press Doorbell Schedule 2 Weekday_Mon_Working_Hours + Edit Schedule
Holiday MNumber 2 Called When Doorbell Pressed 800 .
& Systemn Settings Press Doorbell Schedule 3 Weekend_Day_Hours Edit Schedule
& Account Number 3 Called When Dooerbell Pressed 205 .

& Phone Settings

B Video & Audio Settings

& Alarm Settings

& Cmail & FTP Settings

4, Maintenance

NOTES:

Press Doorbell Schedule 4

MNumber 4 Called When Doorbell Pressed
Maximum Number of Dialed Digits

No Key Input Timeout(s)

Remote PIN to Open Door 1

Weekend_Might_Hours

208

0

4

Edit Schedule

L

T Maximum 4 different fiScheduled can be configured.

1T ADoorbell o Call Number or | P address must be config
9 The priority order of schedule is ASchedule 1, 2, 3
time fits in fAiSchedule 10, iif yes it wildl di al out

check fi hedule 20and dial out using the configured number in Number 2 if result matched, and
continue to do such checking and verification in loop till end.

GRANDSTRENEM WORK S GDS3 XRel ease Notes Page&l
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For this feature to work propefigureus tacmé@dBahaldddedeed

& cDs3rio
Schedule

O LiveView

L Schedule Name Holiday Name
B Door System Settings

1 Weekday_Working_Hours Disabled

Basic Sefiings
01 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 0

Keep Door Open
Card Management
Group

Schedule

Holiday

& System Settings

& Account

Holiday

# Phone Settings - 5

2 Weekday_Non_Working_Hours Disabled
B Video & Audio Settings 3 Weekend_Day_Hours Disabled
& Alarm Settings . 4 Weekend_Night_Hours Disabled
& Email & FTP Settings 5 5 scheduleb Disabled
T Functionality
This feature enhancement is i mpl ement enda nbta sdeodo robne |fle ecdabl
directed to different extensions or | P address based o1

For example, Weekly Office Hour to preirmgnat nFrchratr gi2e s le;t

This new feature helps to resolve customers with such |

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag&?2
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For detailed information about GDS3710, please refer t

T GDS3710 User Manu al
http:// www. grandstream. com/sites/ default/ files/ Reso

T HOWIO Gui de
http://www.grandstream. com/ support/resources/ ?2title

T HTTP &A®P¢umentation can be downl oaded from here:
http:// www. grandstream.com/sites/default/files/ Reso

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag&3
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&) 2-7!'2% 6 %23)d . PB8MB8ppP388p

02/ $5#4 . ! - %
GDS37MHW Suppdrasad:1.3A5A1.,3B6AA, P2.0A, 2.1A

$!14%
01122022
35--129 [/ & 508%!4%

Thmaippor pose obfsetheg ffieeckaetsenlkesanc emelnthew HW support.

Ths MAS OR UPDIWATpEhr poslkrugffi xes and feature enhancement.
bel ow WARNI NG carefully before upgrading.

7'2.)."'"4d

T TWOsefrEbooctquired to finish thei whulidek @ pngr d e pr ocess
aboRB0t minutRlsease beDPalND@&ninteddwmpitng otwee process.
Lost power or networ k adurbirn g kt Heh eprdeoe <.

T Wheml uki gt tdhe keypad displayimnimhti @g B8Bbe bHdr 5,

mo v e metnhtebe vi c ea simgrdé nfgl as h. Lost powerdewi.lcle damage t he
T Aft2r mi nut espr epdeyashbeut t on od fawiBlegegppand and
Bl ulei gahhtelmu t tponessed, i td emeiacnes ftihrei shed upgrading and ¢

successfulégpoumhub B8 gihtt , meganres devi ce has not finisheé
upgrade®Oy &NtOT unplug powwoulbd heda wege@evi ce.

T Once finpgteedpl eawrldoandG® uBeairnc ht hes €&rtchiee
device .inTHLAANdevh & ed imaislttahyreeeds uil nte aa tcahfid h owi ng
correct fviermwaoD®mubl e cl i ckbhmagwséer wt ddlegveltgoegnnt o
i we JI successfully. Thamproondseatetsassfwupdryadompl et ed.

1T Local Uupgmradreplcyo mme nPdleeda.s e d oawndl o@&le Upgr ade Tool
provided by mGroanbavtthTeTaP/ TF TPt s eu p gri adewav ei d

net workpower interruption to brick the device.
T Foold. 0.1.xx and 1.0.2.xx firmwar e, al | the unzipped
successful upgrade. 20 emisreuntad Jocw | puplgdasiter e

l og in backheéostchaeekdadawed devi ce.
T Eactoryi Resetommended after upgrading from previous |
Pl ease backup data beforeampertrimesmion e fhbactkorn yher eladta.

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag&4
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Factory Reset

i sifecpomadideg from

w CRANDSTREAM

CONNECTING THE WORLD

very old

a b n o rbneahla withoarv, imin ¢ sweedb clinf i gp aatime hseertst ionrg s ,
reset i s MANDATORY.

Pl ease backup

This firmware

firmware
factory

tfhiel ec oannfdifgdubreaatbitosnBREf BDr eaf d,@athary r eset
i mpohebmac k faddteersyet .

wo ul

and HW2.elxAcept

for

d nopr devebsice®OKobtdoiwalgotaWz. O A
HW1. 7A or bel ow.

&) 2-71'2% ' 00, ) %3 4/ "%,/ 7 (7 6%23)/ /., 9
HW version FW Comments
GDS3710 HW2.1A YES Initial FW, not able to downgrade
GDS3710 HW2.0A YES Initial FW, not able to downgrade
GDS3710 HW1.7A YES
GDS3710 HW1.6A YES
GDS3710 HW1.5A YES
GDS3710 HW1.3B YES Only sulgpb®pggr ade
GDS3710 HW1.3A YES Only sulgpb®pggrade
GDS3710 HW1.2A YES Only sulgpb®pggr ade
GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag&5
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(!'". #%- %. 4

Updatedchedul ed access alarm event 1| og.

5" &) 8

Fi xed streaming rlegutesnegiasitsreast iSd P

Fixed wrong time display for |srael

| TSPi xed under Speci al Mode (Tel efonicadetvheePwoxy 8V
i mmedi ately send request to Proxy SVR2.

Fixed soft phone the video will take 3 ~ 5 seconds toc
Fixed if alarmi k®thPemuméertand | P address, atnhde al ar 1
device key panel l'ight wil!/ be on steadily.

Fixed when stream 1 set to 1080p, the frame rate is i
Fixed somesfSéPgserWebEx) cannot be saved from webUI.
Fixed remote open door will fail randomly if set SIP
Fixed device as call ee wiulrlhangodts hdack isntgr.eam negoti ati or
/' 7. ) 335 %3

I NVITE to an I CMP address, the doorbell still ri ngs e
Remote device can hear custom doorbell ri ngtone about
When SI P accounotr iusnrlequgigsetdegseeidng t he keyboard is abno

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag&b6
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P123

Vi deo_ Audio_Se
(New default

\

t tfirmgme. Stnrteceam al .
alue: 60)

P127

Video_ Audio_Se
(New defaul't

\Y

t tfirmgmee._Stnrt eea mr_ad .
alue: 50)

P131

Vi deo_ Audio_Se
(New default

\

t tfirmgmee. Stnrtecam al .
alue: 60)

P140Video_Audio_Settings.Audio_Settings.S
(New def aulev evraldue:

%7 440 ! 0) qg

T GET: [ http|https]://<servername>/goform/config?cmd=get&type:
T SET: [ http|]https]:// <servername>/goform/config?cmd=set &P232"
T SET: [ http|]https]:// <servername>/goform/config?cmd=set &P242
T SET: [ http|]https]:// <servername>/goform/config?cmd=set &P252"
T SET: [ http|]https]:// <servername>/goform/config?cmd=set &P262"
T SET: [ http|]https]:// <servername>/goform/config?cmd=set &P288:
T SET: [ http|https]:// <servername>/goform/config?cmd=set &P4829:
T SET: [ http|https]:// <servername>/goform/config?cmd=set &P589:
T SET: [ http|https]:// <servername>/goform/config?cmd=set &P689:
Rel eased HDTER memIt ati on can be downloaded from here:

http://www. grandstream. com/ sites/ defaul

t/ files/ Resour
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%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or improvement al
of view.

Ll BIH( %S5, %S !, #H#2Y%3 3 %6 %. 4, [

T Web Configuration

This option can be foANMd ohdA&wveevi cogweb Ul

Engiish | Logout

& GDs3T10

2022-01-12 16:49

Event Log

B LiveView
Start Time | 2022-01-12 00:00:00 o EndTime 2022-01-12 16:49:18 o | An ~

B Door System Settings

Date & Time: Event Type Usemame Card Number & (Account)Sip Number
& System Setfings 1 2022.01-12 14:26:57 Firmware Update(1.0.11.13)
© Account 2 2022-01-12 14:26:57 Reboot
3 2022.01-12 14:28:37 System Up
2 Phone Settings
[+ 2022.01-12 16.49:04 Non-scheduled Access schedule_test 5100033 |

B Video & Audio Settings
& Alarm Settings
@ Email & FTP Settings
*\ Maintenance
Upgrade
Reboot & Reset
Debug Log
Data Mainte
Alert
Event Notification
Event Log

Certificates.

For this feature to aMosrok npereodp etfol gpurreeu s heméiSs hedul ed an
Management 0 under fADoorr &gstgm Settingso

English | Logout

& GDs3T10

2022-01-12 1653

Card Management

B LiveView

E Door System Settings

Usemame®  Card Number"  Virtual Number* Sip Number Call OutAccount  Private PIN ™ Gender Group  Schedule  Valid Start Date  Valid End Date
FEE Testt 1111 1 192.168.11.235:5060 Auto Male Disabled  Disabled  1970-01-01 w0%91231 () []
EplE D 2 2 Test2 202022 2 192.166.11.163:5060 & Auto Male Disabled  Disabled  1970-01-01 w9231 @) [
S5 £ 3 scheduletest 6100033 31 688 ¢, Auto Male Disabled schedulel  1870:-01-01 nw1231 Q) [

Group

Schedule

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag&s8
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> cDsario

< Modify Card Info

a LiveView

K Previous Record 3 lext Record

B Door System Settings

Username™ schedule_test
Private PIN P
Keep Door Open
Gender Male -
Card Management
1D Numb
Group umber
Py Card Number* 6100033
Holiday Valid Start Date 1970-01-01 5
&£ System Settings Valid End Date 2099-12-31 o
& Account Virtual Number® 321
& Phone Settings Sip Number 88
B« Video & Audio Settings Call Qut Account Auto -
Cellphone
& Alarm Settings P
: ) Group Disabled v
@ Email & FTP Settings
Schedule schedule1 w
A, Maintenance
Enable

@® Status
Note: Private PIN Open Door will not work if “Private PIN" is blank.

Engiish ~ | Logout
& cDbs3rio
20220112 1657
Schedule
B LiveView
Schedule Name iday Name Detail Edit
B8 Door System Settings
schedulet Disabled ® ®
Basic Settings
01 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 0
Keep Door Open
Sun
Card Management Mon
Group Tue

Schedule
Holiday

& System Settings

2 Account Holiday
SRS 2 schedule? Disabled ® ®
B Video & Audio Settings 3 schedule3 Disabled ® G)
& Alarm Seftings . 4 scheduled Disabled ® ®
B B TS 5 schedule5 Disabled (O] ®
6 scheduled Disabled ® (0)
SO 7 schedule? Disabled ® ®
@ Status 8 schedules Disabled ® @
9 scheduled Disabled ® ®
@ 10 schedule10 Disabled (O] ®

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag&?9
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f Functionality

This feature enhancement is implemented based on feedb:
access based on schedule need the systpangtroanmnmegd t he ac:
schedule to ensure better security and management

| Logout]

English
& GDbsario

2022-01-12 17:10|

Card Management

B LiveView

B Door System Settings
. Usemame'  Card Number Virtual Number* Gender Group  Schedule Valid StartDate  Valid End Date Edit [
Basic Setiings
2 Testt 11111 1 162.168.11.235.5060 & Auto Male Disabled  Disabled  1970-0101 20991231 () [
Ket or Op¢
Keep Daor Open s 2 Test2 222222 2 192168, 1.153.5060 ¢, Aute Male Disabled  Disabled  1970-01-01 20991231 () []
Card Management 8 3 schedule test 6100033 321 888 & Auto Male  Disabled | schedule 1970-01-01 20831231 (5) []

Group

Schedule

I n this example with above screenshot, RFpbDogamadimedmbe
to be allowed to get into building except Wednesday an:
unauthorized day, the Ré&p®On choadr wanhd dlearmjwicltledb ¢ ol o0gog
HR or Management

This application scene is very useful for healthcare i

ot hiendustry customers who have similar requirement
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For detailed information about GDS3710, please refer t

T GDS3710 User Manu al
http:// www. grandstream. com/sites/ default/ files/ Reso

T HOWIO Gui de
http://www.grandstream. com/ support/resources/ ?2title

T HTTP &A®P¢umentation can be downl oaded from here:
http:// www. grandstream.com/sites/default/files/ Reso
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http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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&)2-712% 6%23)/. p8M8w8w

02/ $5#4 . ! - %
GDS37HOW Suppdr2Ae,d:1. 3A5A1.,2HPpANA

$!14%
o®8/ 2021

35--129 [/ & 50%!4%

Thmaippr pose obfsethsg fFfiexes and features enhancement .

Factory Reset i s ifecuopngmeanddiendqy from very old firmware,
abnor mal or missed configuration settings in the web U]
backup the configuration and data before factory reset

This firmware would not be able to downgrade to versi ol

&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. /.,9

HW version FW Comments

GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpb®pggr ade
GDS3710 HW1.3A YES Only sulgpb®pggr ade
GDS3710 HW1.2A YES Only sulgpb®pggrade
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%. (! . # %- %. 4

T Cisco WebEx | OT: Added WebUIl optTl$ho ASI P URI scheme V
T Cisco WebkAkdddTWebUIl option ASupport SIP Instance |1DO
T Increased OSD text I ength to 32

T Added tips for OpenVPN Port.

"5 &) 8

T Fi xed SsloPmes er vleornsg wdiotnhai n name cannot be saved

1T Fixed device abnor mal wlO&ANNVIdordmectihihregflt er NVRcvbay r es
T Fixed no prompt when configure |l ocal SIP port | ess tfF
T Fixed prompt box not obvious when the ACS connection
1T Fixed some parameter values delivered from GDMS not &
T Fi xmukcthiannel calll mode swit chiorudedbde tuwpe ewni ttshw oa uvdiidoe oc acl
T Fixed distorted i mage when turning on LDC (Lens Distoc
+.17. )335%3

T INVITE to an I CMP address, the doorbell still rings e
T Remote device can hear custom doorbell ri ngtone about
T When SI P accounor iuhrleggigsetdesaeudng t he keyboard is abno
T When SIP transport mode is TLS/TCP, remote door openi
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%704 ! 5%
P2 3 Account . Account _1. SI P_URI _Scheme_When_Usi

(Val 0é&1 Osifdsi)ys
P2 4 2 Account. Account _2.SI P_URI _Scheme_When_Usi

(Val 0é¢41 Osi dsi)ps
P2 5 2 Account . Account _3. SI P_URI _Scheme_When_Usi

(Val 0é&1 Osifdsi)ys
P2 6 2 Account. Account _4. SI P_URI _Scheme_When_Usi

(Val 0é¢1 Osi dsi)ps
P28 8 Account . Account _1. Support_SIP_lInstance_1I1D

(value: 0/ 1; O: Disable 1:Enabl e)
P48 9 Account. Account _2. Support_SIP_Instance_1I|D

(vValue: 0/ 1; O: Disable 1: Enabl e)
P58 9 Account . Account _3. Support_SIP_Instance_1I1D

(vValue: 0/ 1; O: Disable 1:Enabl e)
P68 9 Account . Account _4. Support_SIP_lInstance_1I1D

(vValue: 0/ 1; O: Disable 1: Enabl e)
%7 440 ! 0) q
T GET: [ http|https]://<servername>/goform/config?cmd=get&type:
T SET: [ http|]https]:// <servername>/goform/config?cmd=set &P232"
T SET: [ http|]https]:// <servername>/goform/config?cmd=set &P242
T SET: [ http|]https]:// <servername>/goform/config?cmd=set &P252"
T SET: [ http|]https]:// <servername>/goform/config?cmd=set &P262"
T SET: [ http|https]:// <servername>/goform/config?cmd=set &P2838:
T SET: [ http|https]:// <servername>/goform/config?cmd=set &P4829:
T SET: [ http|https]:// <servername>/goform/config?cmd=set &P589:
T SET: [ http|https]:// <servername>/goform/config?cmd=set &P689:
Rel eased HTTP APl documentation can be downloaded from

http://www. grandstream. com/

sites/ def aul

t/ files/ Resour
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%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or improvement al
of view.

#)3#/ T7T%" %8 )/ 4d 3)0 52) 3#( % % 7(%. 53).' 4,3
T Web Configuration

This option can be foAAdcosdecodevi Xe web Ul

& cDs3710
Unregister On Reboot
D LiveView NAT Traversal No ~
B Door System Settings - UPNP NAT Traversal OJ
&£ System Settings Enable SRTP Disabled A
& Account Special Feature Standard -
Account 1 Outbound Proxy Mode In Route w
Account 2 Enable RTCP Disabled -
Account 3 H.264 Payload Type 99
Account 4 Accept Incoming SIP from Proxy Only
- plErsssliile Add MAC in User-Agent No v

B Video & Audio Settings Enable RECE184

& Alarm Settings

SIP URI Scheme When Using TLS

© Email & FTP Settings Support SIP Instance ID

A\ Maintenance Vocoder Settings

f Functionality
This feature enhancementl OTs wii mphl eCmerctoe dVelthe&Exe s eanvi ce. W
configuration, the GDS3710 will work with Cisco WebEX ¢
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#)3#H!I T%" %8 )/ 4d 3)0 ). 34! . #% ) $
T Web Configuration

This opt ifoonu ncda nu nbdee r d\eAvciccoey wvicecho uthit X

& cDs3r10
Enable SRTP Enable and Forced v
3 |iveView
Special Feature Standard -
B Door System Settings
Outbound Proxy Mode In Route v
£ System Settings
Enable RTCP Disabled v
& Account
H.264 Payload Type 99
Account 1
Accept Incoming SIP from Proxy Only
Account 2
Add MAC in User-Agent Mo ~
Account 3
Enable RFC6184
Account 4
SIP URI Scheme When Using TLS sip ~
& Phone Settings
Support SIP Instance ID
B Video & Audio Setfings
T Functionality
This feature enhancement is i mplemented based on | OT wi
When checked and enabled, the GDS3710 will work with Ci
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' $$%$ 4)03 &/ 2 /0% . 60. 0/ 24
T Web Configuration

This option can be foASdsuemeBOEamgRN wedt tUilngs:
& cDs3r1o

OpenVPN® Settings e

O

D LiveView
OpenVPNE En OpenVPN® Port

B Door System Settings
OpenVPNE Server Address

&£ System Settings
OpenVPNE 1194
Date & Time
OpenVPN® Transport upP v
Ne Setfings
OpenVPN® Settings
TROE9 OpenVPN® Client Certificate
e . OpenVPN® Client Key

OpenVPN® Cipher Method Blowfish hd

The network port for the
OpenVPN® server.

User Management

@ Account OpenVPN® Username

£ Phone Settings OpenVPN® Password et

8. Video & Audio Settings
Additional Options

& Alarm Settings

T Functionality

This feature enhancement is i mplemented based on feedb.
Added tips in the webUIl wildl help users to configure O]
This user friendly i mprovement wil/ help to increase t|
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CONNECTING THE WORLD

For detailed information about GDS3710, please refer t

T GDS3710 User Manu al
http:// www. grandstream. com/sites/ default/ files/ Reso

T HOWIO Gui de
http://www.grandstream. com/ support/resources/ ?2title

T HTTP &A®P¢umentation can be downl oaded from here:
http:// www. grandstream.com/sites/default/files/ Reso
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CONNECTING THE WORLD

&)2-712% 6%23)/. p8MN8wS8Q

02/ $5#4 . ! - %
GDS37HOW Suppdr2Ae,d:1. 3A5A1.,2HPpANA

$!14%
080/2021

35--129 [/ & 50%!4%

Thmaippr pose obfsethsg fFfiexes and features enhancement .

Factory Reset i s ifecuopngmeanddiendqy from very old firmware,
abnor mal or missed configuration settings in the web U]
backup the configuration and data before factory reset

This firmware would not be able to downgrade to versi ol

&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. /.,9

HW version FW Comments

GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpb®pggr ade
GDS3710 HW1.3A YES Only sulgpb®pggr ade
GDS3710 HW1.2A YES Only sulgpb®pggrade
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w CRANDSTREAM

CONNECTING THE WORLD

(!'". #%- %. 4

Added GDMS Support.

Added HW V1.8A Support.

TR0O069 enabled by default.

Al |l oswi RPgNEor mat for Unified PIN when "Diesmdblee Keypad
Added support to automatically log in webUIl from ser\
Added support for Secondary SIP Server.
5" &) 8

Fixed some parameter values delivered from GDMS not &
Fixed as callee wildl not do stream negotiati on.

Fixed Wave audio call established trying turn on vide
Fixed device registered to secondary SIP server the (
Fixed doorbell bl ue |igbO0: @0l Btnohetvenyohirftseéei meo:
Fixed enabled LLDP the QoS related value cannot be cc
Fixed displaying not in Chinese when |l og in page sele
Fixed special characters A&0 in the edit name will «caeé
Fixed import the exported data causing no sound when
Fixed no default value for HTTP Event Notification.
Fixed GDMS configuration template issue.

Fixed alert email not send to updated email addr ess
Fixed video not disconnected after changing password
Fixed no model and manufacture information in the UPr
Fixed enable Privacy Masks then adjust audio and vi de
Fixed select G.722 as vocoder then the call would hay
Fixed modi flyohigdanwendame and time period cannot be sav
Fixed only 29 groups can be saved if group name usi ng
Fixed 3CX provision SIP dNorHdcbyoEvénl sdéadéer |l icbaake 1
Fixed device randomly stops sending video.

Fixed distorted audio in auxiliary equipment when wusi

/' 7. ) 335 %3

I NVITE to an I CMP address, the doorbell stildl rings e
Remote device can hear custom doorbell ringtone about
When SI P accounotr iusnrlegggigsetdesaeidng t he keyboard is abno
When SI P transport mode is TLS/TCP, remote door openi
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%704 ! 5%
P2 3 2 Account . Account _1. Enabl e_RFC6184
(Val 0é&1 O0ODi sallEnabl e
P2 4 2 Account . AcEmanite RFC6184
(Val 01 O0Di sallEenabl e
P2 5 2 Account . BcEmamite RFC6184
a ;o Di s a a e
Val 0é1 0Di bl lEen I
P2 6 2 Account . AcEmailmite _ RFC6184
(Val 01 O0Di sallEenabl e
P231 Account . Account _1. Secondary_SIP_Server
(Value: String; Ma x . Length = 255
P241 Account . Bceoaumnntdary _SI P_Server
(Value: String; Max. Length = 255
P251 Account . Bceoaumnntdary _SI P_Server
(Value: String; Ma x . Length = 255
P26 1 Account . AcSeamrntdary _SI P_Server
al ue: tring,; ax. engt =
Val S i M L h 255
P140 System_Settings. ORRM69. Enabl e_TR
(vValue: 0/ 1; 0: Disabl e 1: Enabl e)
P450 System_Settings. TRO69. ACS_URL
al ue: tring,; ax. engt =
Val S i M L h 1024
P450 System_Settings. TRO69. ACS_User _Name
(Value: String; Ma x . Length = 512)
P450 System_Settings. TRO69. ACS_Password
al ue: tring,; ax. engt =
Val S i M L h 512
P450 System_Settings. TRO69. Periodic_Inform_Ena
(Val 0é&1 O0ODi sallEnabl e
P450 System_Settings. TRO69. Periodic_Inform_1Int
(Value: intedgéP 949 6Ra2n9gs5e :
P451 System_Settings. TRO69. Connection_Request _
(Value: String; Ma x . Length = 256)
P45 1 System_Settings. TRO69. Connection_Request _
al ue: tring; ax. engt =
Val S ing M L gth 256
P451 System_Settings. TRO69. Connection_Request _
(Value: integ6b535)Range: O
Pg 22 System_Settings. TRO69. CPE_Cert _File
(Value: String; Ma x . Length = 8192)
Pg22 System_Settings. TRO69. CPE_Cert _Key
(Value: String; Ma x . Length = 8192)
$)2%#4 /") (440 10)d

T <http|] https>:

/'l user name:

p alssghior d @<servername>/direct
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%7 440
1 GET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 GET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 GET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht
1 SET: [ ht

Rel eased

~ ~+ ~+ ~+ ~+ ~+ ~+ ~+ ~+ ~+ ~+ ~+ ~+ ~+ ~+ ~+ ~ ~+ ~+ ~ ~+ ~+

1'0) 4

pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
pl https]
HTTP API

~ — — ) ——— ~— ~—~

B T e e T e T e
NNNNNNNANNNANNNNNNNNNNNNANNA
nu n nuo no nnonuonnuonunnonuonononuonuonuonuoneoneon
® ® ® ® ® D D® D®D® D D D®D® D DD DD D DD D
= = = 9= 9= = 9 =9 = 9 =9 = =39 =9I = =9 =9 = = = = =
K K <K<K<K<K<K<KCK<K<K<KK<K<LK<LKKKLKKKKLKKLKKLKKKL

me
me
me
me
me
me
me
me
me
me
me
me
me
me
me
me
me
me
me
me
me
me

® ® ® ® D® D®D®D®D®D®D®DdD®D®D®DdDdDd DD D D
e T T T R I I T I R e T T R I e T T S S
>3 3353 O3 3 003 05 303303 5 O3 3 50D 05 o5 o
QOO OO

document at i

http:// www. grandstream. com/

>/ gof
>/ gof

>/ gof
>/ gof

>/ gof
>/ gof

>/ gof
>/ gof
>/ gof
>/ gof
>/ gof
>/ gof
>/ gof
>/ gof
>/ gof
>/ gof
>/ gof
>/ gof

on Cc

sites/ defaul

w CRANDSTREAM
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m/
m/

m/
m/

m/
m/

m/
m/

m/
m/

m/
m/

m/
m/

O OO0 0O 0O 0000 O0OO0OO0OO0OO0ODO0OO0OOo0OO0OO0oOOoOOoOOo
= = = = = = = =% = = = =% =% =% = = =% =% =% = = =
O O 0O 0O 0O 0 0000000000000 O0OO0OO0
O OO0 OO O0OO0OO0OO0OO0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OOoOOo

an be

n f
n f

n f
n f

n f
n f

n f
n f
n f
n f
n f
n f
n f
n f
n f
n f
n f
n f

downl

g?cmd=get &t ype:
g?cmd=set &P23 2"
g?cmd=set &P24 2"
g?cmd=set &P25 2"
g?cmd=set &P26 2"
g?cmd=get &t ype:
g?cmd=set &P23 1.
g?cmd=set &P24 1.
g?cmd=set &P25 1.
g?cmd=set &P26 1.
g?cmd=get &t ype:
g?cmd=set &P140"
g?cmd=set &P450
g?cmd=set &P 450
g?cmd=set &P450 !
g?cmd=set &P450 !
g?cmd=set &P450
g?cmd=set &P451:
g?cmd=set &P451
g?cmd=set &P451
g?cmd=set &P 82 2
g?cmd=set &P82 2

oaded from
t/ files/ Resour
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%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or improvement al
of view.

3%#/ . $! 29 3)0 3%26%2 3500/ 24
T Web Configuration

This option can be foAAdcosdecodetvi Xe web Ul

& Gpsario

Account 2

o LiveView

SIP Basic Settings
B Door System Settings

Account Active
&£ System Settings
SIP Server primarySVR.com
& Account
Secondary SIP Server 2ndSVR.com
Account 1
Outbound Proxy
Account 2
Backup Outbound Proxy
Account 3
Account 4 DNS Mode A Record v
SIP User ID
&£ Phone Settings =
f Functionality
This feature enhancement is implemented I[Sa&sohdorBlPeque:
Servero allows customers with such network environment
server having problems to ensure service availability.
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5.) &YDNFIGEI O !, ,%7I("%%) 3! ", % +%90!$ 3)0 5-"%2 $)!,)."0
T WebConfiguration

This option can be foAbPdounBegest dApBhestcwsBgs Ui ngs:

& GDs37i0
Doorbell Mode Call Doorbell Number
o LiveView Door Bell Call Mode Parallel Hunting
& Door System Settings Number Called When Door Bell Pressed 192.168.11.235:5060,192_168.11.211:5060, .
Basic Settings Maximum Number of Dialed Digits 1]
Keep Door Open No Key Input Timeout(s) 4
Card Management Press Doorbell Schedule All Day Edit Scheduls
Group Remote PIN to Open Door 1 et
Schedule Remote PIN to Open Door 2 et
AT Local PIN Type Unified PIN
EEET SRS Unified PIN Open Door Options Door 1 []Door2
# Account Local PIN to Open Door et
& Phone Settings Local PIN to Open Door Schedule All Day Edit Scheduls
B Video & Audio Settings Enable DTMF Open Door
& Alarm Settings Enable Guest PIN O

B Door System Settings
Basic Setfings
Keep Door Open

Card Management

Doorbell Blue Light On/Off Time Interval Settings

Enable Doorbell Blue Light O

Keypad Blue Light On/Off Time Interval Settings

Group Enable Keypad Blue Light D
Schedule
5 Card and PIN open door schedule configuration module
Holiday
. Central Mod
&£ System Settings eniral Moce
& Account Key Sensitivity
& Phone Settings Key Sensitivity Level Default v
8 Video & Audio Settings
Key Tone Setting
& Alarm Settings
Key Tone Type Default v
& Email & FTP Settings
9, Maintenance gand Settings
® Status Enable Wiegand Input O
|Wiegand Qutput Relay and Local Authentication w

Pe )
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& cbs3rio

Enable DTMF Open Door

a

0 LiveView

Enable Guest PIN

Disable Keypad SIP Number
Dialing

B Door System Settings - Disable Auto Answer

When Keypad SIP number Dialing
disabled, device will interpret each
digit entry as private-password

open door request after pressing

B

Basic Settings Enable Doorbell Button to Hang Up Call

Keep Door Open

Disable Keypad (except the Doorbell Button)

Card Management
Enable On Hook After Remote Door Opened

Group

Enable HTTP APl Remote Open Door Challenge+Response Authentication ~
Schedul
o | Disable Keypad SIP Number Dialing |
Holiday
1) First in the fALocal PI'N Typed to choose fiUnified PI N¢
2) Fill in thePI N in the :Local PI'N to Open Dooro field.

3) Select and edit the ALocal PI'N to Open Door Schedul ec
4) Sel ect ADisable Keypad SI P Number Dialingodo to tell Sy
i nput and NOT SI P number to caldiproOagmlaynedo & WPelclal b u twtha

feature enabl ed) .

5) I f AWi egand Out gitad ten a leg@danalnd nput device connected

ARel ay and Bypasso or fiRelay and Loc'dplarAuyt hWinetgiacnadt i or
devicel hmag t he dat a. Here the example is ARelay and E
T Functionality
This feature enhancement is i mplemented based on reque:
When fADisable Keypad SI P Number Dialingodo enabled, the
door access devi ce, only input PIN following by # to d
When wipaedtg Wi egand device as output to control door ,
connecthead t3y Wi egand device wild]l al so open door.
This feature is not implemented before firmware 1.0. 9.
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For detailed information about GDS3710, please refer t

T GDS3710 User Manu al
http:// www. grandstream. com/sites/ default/ files/ Reso

T HOWIO Gui de
http://www.grandstream. com/ support/resources/ ?2title

T HTTP &A®P¢umentation can be downl oaded from here:
http:// www. grandstream.com/sites/default/files/ Reso
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&) 2-7!'"2% 6 %23) /. PB8TMB8X8CY

02/ $5#4 . ! - %
GDS37HOW Suppdr2Ae,d:1. 3A5A1.,2HPpANA

$!14%
0RO/ 2021

35--129 [/ & 50%!4%

Thmaippr pose obfsethsg fFfiexes and features enhancement .

Factory Reset i s ifecuopngmeanddiendqy from very old firmware,
abnor mal or missed configuration settings in the web U]
backup the configuration and data before factory reset

This firmware would not be able to downgrade to versi ol

&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. /.,9

HW version FW Comments

GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpb®pggr ade
GDS3710 HW1.3A YES Only sulgpb®pggr ade
GDS3710 HW1.2A YES Only sulgpb®pggrade
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%. (! . # % %. 4
T Added support for HW1. 8A
T Added sfugB@merntc Aut hhdhTtTiPc RPihmo®ren Door

5'&) 8
Fixed incorrect prompt when enable HTTP API Remot e Org
1 Fi xedHdIOi day Schedule cannot be saved in Door System

=

/ 7. ) 335 %3
I NVITE to an I CMP address, the doorbell still rings e
Remote device can hear custom doorbell ri ngtone about

When SI P accounotr iusnrlequigsetdegseeidng t he keyboard is abno
When SIP transport mode is TLS/ TCP, remote door openi

= —a —a —a
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508! 408! , 5%

P15 4 Enabl e ARTTRemote Open Door
(O0: Disabl e l1: Challenge+Response Authenti
Rel eased HTTP API documentation can be downl oaded from
http://www.grandstream.com/ sites/ default/files/ Resour
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GRANDSTREAM

CONNECTING THE WORLD

%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or improvement al
of view.

"13)# 1 54(%. 4)#14)/ . [ & (440 10) 2%-/4% [/ 0%. $//2

T Web Configuration

This option can be foADbDdounB8e¢st dAaBhestcwEBgs Ui ngs

& GDs3710
Local PIN Type Private PIN ~
B LiveView © Enable DTMF Open Door
Enable HTTP API Remote Open
85 Door System Settings. - Enable Guest PIN O Door
Disclaimer: We will not
Basic Setings Disable Auto Answer O responsible for any security
problems resulting from opening
Keep Door Open Enable Doorbell Button to Hang Up Call the HTTP APl remote opening
function
Card Management Disable Keypad (except the Doorbell Button) 0
Ty Enable On Hook After Remote Door Opened O
Seheduls Enable HTTP AP| Remote Open Door | ‘Challenge+ResponseAuthemlcauun V‘
Holiday Disable
Disable Keypad SIP Number Dialing Challenge+Response Authentication
& System Settings —ea@l Basic Authentication
£ Account Card Issuing Mode Setting
& Phone Settings Enable Card Issuing Mode
B Video & Audio Setiings Card Issuing Mode Expired Timer{m) 5
f Functionality
This feature enhancbkbmsetd o iFTeguementedm field by cust
Aut henticationo givebathg eypBvVemi efAstteaggfea taipdon iacnad i20 n
devel opment, with the risk of security.
NOTES:
T Grandstream wi || not i b erueeseuslptoinnsg HMIT rEd ni RatPrd 0 4DOpge n
DoobUsers should take full responsibility for the (n

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag®l0



GRANDSTREAM

CONNECTING THE WORLD

For detailed information about GDS3710, please refer t

T GDS3710 User Manu al
http:// www. grandstream. com/sites/ default/files/ Reso

T HOWIO Gui de
http:// www.grandstream. com/ support/resources/ ?2title

T HTTP &A®¢umentation can be downl oaded from here:
http:// www. grandstream.com/sites/default/files/ Reso
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http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf

GRANDSTREAM

CONNECTING THE WORLD

&)2-712% 6%23)/. p8M8X8CT

02/ $5#4 . ! - %
GDS37HOW Suppdr2Ae,d:1. 3A5A1.,2HPpANA

$!14%
0%/ 2021
35--129 [/ & 50%$!4%

Thmaipnr pose oésetthéers 3 €@Xecomprtfaibileést yr es enhancement .

Factory Reset i s ifecuopngmeanddiendqy from very old firmware,
abnor mal or missed confillur aftd mtnorsyetrtd sngts iisn NMAND AWTEORY.
backup the configuration and data before factory reset

This firmware would not be able to downgrade to versi ol

&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. /.,9

HW version FW Comments

GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpb®pggr ade
GDS3710 HW1.3A YES Only sulgpb®pggr ade
GDS3710 HW1.2A YES Only sulgpb®pggrade
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CONNECTING THE WORLD

(!'". #%- %. 4

[3CX 1 0T]: AddAdeMACconf Ugeration.

Added wunauthorized card swiped onalwior ehda veex taelrenratl nmeise
event Log

Added prompt to prevent when alarm action profile nart
Added more template variables in Event Notification.
| mpr opwreidlPd tNe managém€atd Manatéement Web

Added option to choose HTTP method to either POST or
5' &) 8

[ 3CX HFioxrd negotiating codec in configured order as
[3CX 1 0oT]: Fixed audio distortion when answering | VR
[3CX 1 0oT]: Fixed provisioniowhasyhs&: PriODbF¥faverd kaaoc
[3CX 1 0oT]: Fixed continuous ringing after Yealink T58
Fixed editing alarm area via Firefox browser the prey
Fixed private PIN cannot open door if the card inforr
Fixed switching streams at Live View in Firefox videc
/' 7. ) 335 %3

I NVITE to an I CMP address, the doorbell still ri ngs e
Remote device can hear custom doorbell ri ngtone about
When SI P accounotr iusnrlequgigsetdegseeidng t he keyboard is abno
When SIP transport mode is TLS/ TCP, remote door openi
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%7056 ! 5 %
P2 6 0 Account . Account _1.-AgentMAC_in_User
(Val 0é¢31/20: No 1: Yes except REGI STER 2
P2 61 Account . BcAddi nMAC_iAgeldser
(Val 0é 2/ 20: No 1: Yes except REGI STER 2
P2 62 Account . BcAdbd nMAC_iAmgeldser
(Val 0é¢31/20: No 1: Yes except REGI STER 2
P2 6 3 Account . AcAdodi nMAC_iAmgelUdser
(Val 0é 2/ 20: No 1: Yes except REGI STER 2
P2 90 Account . Account _1. Codec_Negotiation_Prior
Val 0¢é1 0: Caller 1: Call ee)
P2 91 Account . BAcCodiend_Negotiation_Priority
(Val 0¢1 0: Caller 1: Callee)
P2 9 2 Account . BcCGodiend_Negotiation_Priority
Val 0¢é1 0: Caller 1: Callee)
P2 9 3 Account . AcCodiend_Negotiation_Priority
(Val 0¢1 0: Caller 1: Callee)
P155 Mai ntenance. Event _Notification. HTTP_Metho
Val 0é 1 0: POST 1: GET)
%7 440 1 0)d
T GET: [ http|https]://<servername>/goform/config?cmd=get
T SET: [ http|https]://<servername>/goform/config?cmd=set
T SET: [ http|https]://<servername>/goform/config?cmd=set
T SET: [ http|https]://<servername>/goform/config?cmd=set
T SET: [ http|https]:// <servername>/goform/config?cmd=set
T SET: [ http|https]:// <servername>/goform/config?cmd=set
T SET: [ http|https]://<servername>/goform/config?cmd=set
T SET: [ http|https]://<servername>/goform/config?cmd=set
T SET: [ http|https]://<servername>/goform/config?cmd=set
T GET: [ http|https]:// <servername>/goform/config?cmd=get
T SET: [ http|https]://<servername>/goform/config?cmd=set
Rel eased HTTP APl documentatio can be downl oaded
http://www.grandstream. com/sites/default/fil
GRANDSTRENEM WORK S GDS3 XRel ease Notes Pagkl4

&t ype:
&P260
&P261
&P26 2
&P26 3
&P290
&P291
&P29 2
&P29 3
&t ype:
&P155!
from

es/ Resour


http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf

GRANDSTREAM

CONNECTING THE WORLD

%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or improvement al
of view.

1'$s$ -1 # ). % 34%2
T WebConfiguration

This option can be foAAdcofdecodAtBil ReAdebntdkd Settings

& Gbs3rio
Enable DTMF RFC2333 D SIP INFO
B LiveView DTMF Payload Type 101
8 Door System Settings ~ ~ Unregister On Reboot
&£ System Settings NAT Traversal Auto v
& Account Enable SRTP Disabled v
Account 1 Special Feature Standard hd
Account 2 Qutbound Proxy Mode In Route v
AFEETTE Enable RTCP Disabled v
Account 4
ceoun H.264 Payload Type 99
0 Settings
e Fonrs s Accept Incoming SIP from Proxy Only
el e L AL I Add MAC in User-Agent | No v'|
. No
Alarm Settings
& 95 Vocoder Settings Yes except REGISTER
. 1 & FTP Sett Yes to all SIP
Email & ST Preferred Vocoder 1 PCMU hd
A\ Maintenance Preferred Vocoder 2 PCMA hd
f Functionality

This feature enhancdmenbhgi boT mwi eme 8 € ¥ d shoe tchoanmip atthieb |IGD S
wi t h 3 QX oavuitsoi oni ng, with optionAdentadalt MAICP aldaela ccesrs. i nt
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) -02/6%% 0). -!.01" % % 4 14 #1 2% -1 .1" % %. 4

T Web Configuration

Thidevice web Ul i mprovememt Sy ahe i eCSadrtadi inMibgnsatg:e niz n t

English | Logout

& GDs3r10

2021-05-05 18:18

Card Management

B LiveView

IR R No. Usemame'  Card Number*  VirtualNumber  SipNumber  CallOutAccount | Private PIN Gender Schedule  Valid StartDate  Valid End Date  Edic [
L 5 1 Someone 5067127 1 3605 ¢ Auto Female  Dissbled  Disabled 1870-01-01 0991231 @ O
eep Door Open 8 2 Tesing 6100033 m Auto Msle  Dissbled  Disabled 1970-01-01 091231 @ 0O
Card Management 2 3 3 333 3 Auto Male  Disabled  Disabled 19700101 20091231 @) [

Group

English | Logouf

& cbsario

2021-05-05 182

Card Management

Iser (%3 load Data & Import Data it Data ~
% Add Us £ Reload D: & Import D r.) D

B LiveView

B Door System Settings

No. Usemame® Card Number®  VirtualNumber*  SipNumber  Call OutAccount  Private PIN Valid Start Date ~ Valid End Date  Edit [l
P 2 1 Someons 5067127 1 8608 Auto Femsle  Dissbled  Disabled 1970-01-01 w231 () [
Ll =D 9 2 Testng 6100033 1 Auto Male  Disabled  Disabled 1970-01-01 w9231 @) [
Bl 8 3 3 333 3 Auto Male  Disabled  Disabled 1970-01-01 09123 () [

Group

T Functionality

This feature enhancement is response to system admini s
I nsteadi dgEddltiock o get into each card to cthec«dittheampd i v
i mport, now system adminiddtranhdrenahbhhel bhbei di spl avwenwge!
one page for easy check.

By default this feature is disabled for security.

NOTES:

T This feature wild.l not be available unless system
Di splay (HTTPS)0 atAAbheeBSyStemi 8gsbdi pgge.

T This feature only works when HTTPS used as web Ul a

T When feature enabl ed, system click the Aeyelidodo ic
related numbers, and the fieyelido wildl become fieyed

T The relaegdipgié¢ée is |isted as screenshot bel ow.
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& cDbs3r1o

D LiveView
& Door System Settings
&£ System Settings
Date & Time
Network Settings
OpenVPN® Settings

Access Settings

User Management
& Account
& Phone Settings
8 Video & Audio Settings
& Alarm Settings
& Email & FTP Settings
4, Maintenance

@ Status

Access Settings

GRANDSTREAM

CONNECTING THE WORLD

Web Access Mode

Web Access Port

MJPEG Authentication Mode

RTSP Port

User Login Timeout{min)

Maximum Number of Login Attempts
Locking Time of Login Error (m)
Disable Web Access

Enable UPnP Discovery

Enable Anonymous LiveView

HTTPS v

443

Challenge+Response o

554

(< B

Enable PIN/Password Display (HTTPS)

8|0

Enable SSH
S5H Port
GDSManager Configuration Password

RTSP Password

4]

[
ra

5666 @

GRANDSTRENEM WORK S

GDS3 XRel

ease Notes Pagkl7
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-1 2% 4%-0,!'4% 6!2)! ", %3 ) %6 %. 4 /I 4) &) #!4) ]/
T Web Configuration
Thioptcan be found undfeMaidretve s&Ewveab WNbiti fication
& GDs3710
Enable Event Notification
o LiveView Via Type HTTP v
5 Door System Settings HTTP Method POST v
£ System Settings HTTRIHTTPS Server
& Account HTTP/HTTPS Server Username
HTTP/HTTPS Server Password gt

& Phone Settings
B, Video & Audio Settings

& Alarm Settings

& Email & FTP Settings

4, Maintenance
Upgrade
Reboot & Reset
Debug Log
Data Maintenance
System Health Alert
Event Notification
Event Log
Ceriificates

Fe

"atus

['mac’"${MAC}" "content""S{WARNING_MSG}"}

URL Template

S{MAC) : MAC Address
Template Variables S${TYPE} : Event Type
SWARNING_MSG) : Event Message
3{DATE} : Date & Time
S{CARDID} - Card Number®
S{SIPNUM] : Sip Number
S{USERNAME} : Username™

Wi
WU

SDOOR_NUM} : Door Number

1

1: {mac”"S{MAC}", "content”"S{WARNING_MSG)}"}
Template Samples : <body=<mac=§{MAC}</mac=<content>=${WARNING_MSG)</content></body=

- mac=§{MAC}&content=5/WARNING_MSG}

Test

Copyright © Grandstream Networks, Inc. 2021. All Rights Reserved.

T Functionality

This feature enhancemeengufersstmr sypgaoresko e 2ipgaltedp ! i cat i ol
devel opment

More template variables are added into the Event Notif]
related scripts, programs or applications.

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pagkl8
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For detailed information about GDS3710, please refer t

T GDS3710 User Manu al
http:// www. grandstream. com/sites/ default/files/ Reso

T HOWIO Gui de
http:// www.grandstream.com/ support/resources/ ?2title

T HTTP &A®¢umentation can be downl oaded from here:
http:// www. grandstream.com/sites/ default/files/ Reso
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http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf

GRANDSTREAM

CONNECTING THE WORLD

&)2-712% 6%23)/. p8M8X8CO

02/ $5#4 . ! - %
GDS37HOW Suppdr2Ae,d:1. 3A5A1.,2HPpANA

$!14%
0202021
35--129 [/ & 50%$!4%

Thmaippr pose obfsethsg fFfiexes and features enhancement .

Factory Reset i s ifecuopngmeanddiendqy from very old firmware,
abnor mal or missed confillur aftd mtnorsyetrtd sngts iisn NMAND AWTEORY.
backup the configuration and data before factory reset

This firmware would not be able to downgrade to versi ol

&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. /.,9

HW version FW Comments

GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpb®pggr ade
GDS3710 HW1.3A YES Only sulgpb®pggr ade
GDS3710 HW1.2A YES Only sulgpb®pggrade
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%. (! . # % %. 4

T Added key sensitivity option.

T Added new f eMatyurlentfe@Odneocking Modwdthoooentdook bDwobydoop
another door closed ™Myaritnys tvaildd ovg/ daadadri ts eemsad r s3.

T Added pairing with GSC3570 open door without SIP call

T Added configurable Scheduled Auto Reboot (to keep a

1T Addeudppoot all ow | Pwhidde eisste st3d7nxexa | biytphees &®@S ti ng of
fAccept I ncoming S0P from Proxy Only

T Increased the amount of whitelist number.

T Add@dotection schema to prevent device reboot during

T | mproveldl werbror | ogin prompt message.

T Added Ti me B8né ANGHETti Baas UlSiaayaewr,ul o

T Modified tips at Card Management Page

T Enhancedl wpbsdwoapddasypcurity and convenience.

"5 &) 8

T Fi xerdong password input .failed to | ock up web Ul

T Fi xeidnghiet el i st nhenbd el etaema ot

T Fixed in Data Maintenance Mode, import the exported f

T Fixed problem to import certificate of Zoom.

T Fixed error display issue when the certificate import

f Fixed using Browser to view live video of Stream 1 wi

T Fixed remote open door failure but phoneds Ul showing

i1 Fixed DTMF Open Door failure when Doorbell Cal | wi t h

T Fixed sometimes device will automatically hang up t he

T Fi xeal!l wono6t happen if turn off background | ight wit

T Fixed failure tmpr epiemw.door during

+./17. )335%3

T INVITE to an | CMP address, the doorbell stil!l rings e

1T Remote device can hear custom doorbell ringtone about

T When SI P accounor iusnrlegggigsetdesaeidng t he keyboard is abno

T When SIP transport mode is TLS/TCP, remote door openi
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%70L6! , 5%

P 1543 Door _System_Settingswayaslinct_ereltddknigmnmg _Ohaeo r
(Val ud:: Di sabl e 1: Enabl e)

P1%4 Door _System_Settings.Basic_Settings. Key_S
(Val ud:: Def alulHi gh)

P1%4 Mai ntenance. Reboot _Reset. Auto_Reboot. Enahb
(Val ud:: Di sab:i!lEnabl e)
Mai ntenance. Reboot Reset. Auto_Reboot. Week

P1%4|(Val ue:: Everyday 1: Sunday 2: Monday 3: T

5: Thur@a¥ri dayvaturday)

P 1542 Mai ntenance. Reboot Reset. Auto_Reboot. Hour

(Val it éme .strxiannggl e:->142Q20)

50%! 4 %% ,05%

P14 3 Al arm_Settings. Alarm_Event _Config. Digit_I
Update valu-d range to O

P143AIarm_Settings.AIarm_Event_Config.Digit_I
Update valué range to O

%7 440 !0)d

WORLD

T GET: [ http|https]://<servername>/goform/config?cmd=get
T SET: [ http|https]://<servername>/goform/config?cmd=set
T SET: [ http|https]://<servername>/goform/config?cmd=set
T GET: [ http|https]://<servername>/goform/config?cmd=get
T SET: [ http|https]://<servername>/goform/config?cmd=set
T SET: [ http|https]://<servername>/goform/config?cmd=set
T SET: [ http|https]:// <servername>/goform/config?cmd=set
Rel eased HTTP APl documentation can be downl oaded
http://www.grandstream. com/sites/default/fil
GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag®22

&P155.
&t ype:

&P155.

&P155.
&P155.

from

es/ Resour


http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf

GRANDSTREAM

CONNECTING THE WORLD

%7 &%! 452 %3 |/ 6%26) %7

This secmadjonr Inew sfeatures or improvement and descri bes
of view.

+%9 3%. 3)4)6)49 [/ 04) ]/ .
T Web Configuration

This option can be foADbDdounB8e¢st dAaBhestcwEBgs Ui ngs

& GDs3r10
Enable Doorbell Blue Light
o |iveView
Start Time 16~ 1 00w 1 00w
B Door System Settings
End Time 23~ 2 00 v 1 00 v
Basic Settings
Keep Door Open Keypad Blue Light On/Off Time Interval Settings
Card Management Enable Keypad Blue Light D

Group

i Card and PIN open door schedule configuration module
Schedule

Holiday Central Mode

2 System Settings
o = Key Sensitivity

& Account

Key Sensitivity Level

| Default
 Default

& Phone Settings

High
5 _ Key Tone Setting
B Video & Audio Settings
i Key Tone Type Default v
& Alarm Settings
f Functionality
This feature emphememeetd s resolve Aghost call 6 issue

warm or tropic weather area.

The GDS3710 keypad is capacitor touch panel. Previousl:
drawback is when device installed in warm and high humi
wind, rain drops, Vviebrkaetyi poands teo cma(kwkioladrnieexdpledcetostadh | s by i
call) and make the device in unstable usage condition.

Now two settingdDedraailitnalnudedd gh

The default setting is using |less sensitivitsy keypad p:
especially in warm and highsbumpldategspioea esdsdéea kweh etrreo p i«
high humidity weather condition exists, especially in

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag®23



w CRANDSTREAM

CONNECTING THE WORLD

The previ dws dd effiaorims r mo d sifHiegpdh ey sensi ti vity er. Thi

ev
y cold a

I
par ametdersd ginsed f or asd mplciad etdi d m rdedggmoenisma li It yw deer
mi grheéedprteoss the keypad with gloves. Due to the sensiti
such paramet er plsadadekien | diwf fleaténttude environment
Most application scenes the Default setting of this fi)
Default setting unless the usage scene really needs hi
I f with default or |l ow sensitivity keypad, the false p
mi ght i ndicate an i nappr onparyibaethed hwdiwairneg foaru litnys.t aPll leaatsieo nc

HELPDESK of Grandstream $oeghraodbdiest.ance to resol ve
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. B9 ). 4%2, 1 #+)." -13%$%
T Web Configuration

Thioption can be found Auwpodear SdEatidecienBwse b wUlexampl e conf i

screenshots are for reference only, customers need to
& cbs3rio
Door System Settings
3 LiveView
Door Relay Options Local Relay v
B Door System Settings
ALMOUT1 Feature Open Door -
Basic Settings
ALMOUT1 Status Mormal Open ~
Keep Door Open
COne-way Interlocking Doors Mode
Card Management
Group Control Options Door 1 Door 2
Schedule Wiegand Control []Door1 [ |Door2
Holiday Door 1 Delay before Unlock(s) 0
£ System Setfings Door 2 Delay before Unlock(s) 8
£ Account Door 1 Unlock Holding Time(s) 2
& Phone Settings Door 2 Unlock Holding Time(s) 2
Tl B T S s Minimum Interval of Swiping Card{ms) 300
) Number of Snapshots when Door Opened 2
& Alarm Settings P P
Snapshot when Door Opened "] via FTP via Email
& Email & FTP Settings g O
Snapshot when Doorbell Pressed via FTP [ | via Email

9, Maintenance

NOTE:S

1T Door 2 Delay béviddebéenitdhek(to):al transit time from

Door 1 is closed (this time .willnl albe vieD ceocra mip luen,| o chke |
holding time is 2 seconds, the transit ti me of hal
before Unlock is set to 8 seconds. The transit tim
adjusted basepdl iocnataicotnu aslc eanpe by the installer or sy

T COM1 (ALMOWAWRSY ¢ wokfedr wi ahdgNO ONLY. I f the connect
NO strike, ALNMOYTMe&8nhat us should btemsdeor twi IiINob enat | @
when power is |l ost
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Di gital Cheploto$t @t us (Door 1 & Door 2):

& GDs3710

D LiveView
B Door Systemn Settings

&£ System Settings

Sensitivity 50
& Account
Select Alarm Schedule All Day w [Edit Schedule
& Phone Settings
Select Alarm Action Profile profile1 + Edit Profile
8.« Video & Audio Settings
& Alarm Settings Digit Input
Alarm Events Config Digit Input 1 Door Status Check v

Alarm Schedule Settings

Alarm Action Settings

Alarm Events Config

Motion Detection

Enable Motion Detection

O0J Bl Region Config

Digit Input 1 Status

Normal Close

+~ Current state is OPEN

Select Schedule 1 All Day + Edit Schedule
Alarm Phone List
Select Alarm Action Profile 1 profile1 + Edit Profile
& Email & FTP Settings
Digit Input 2 Door Staius Check A
4, Maintenance
Digit Input 2 Status Normal Close + Current state is OPEN
@ Status
Select Schedule 2 All Day + Edit Schedule
Select Alarm Action Profile 2 profile1 ~ Edit Profile

Go AloalSent t iAAlsar m £€@emftA @i gi tt ¢clonnpfui gsr £dl | ow:

Di git IDoput Slh:at uTsheChDelckwi 'l validate tlwbdetbheremtr $ssatulus
open, basednoor thhiegnahesé@ébdigng foaput 10

Digit 1l wtSptut §: shkdr nmeol Opehi gwroed st atwaid | cthbeck ri ggered wh
l nput Status switchl ff rsodd r Chlaod s eClotonad @ Qporoe d st a twi sl | ¢ hbeec k

triggered when Digital | nputByStdd fuasu lstw,i tlcrhp d tr oDn Eipte n1 t
Di git 2IDoput St at uTsheChDelckwi 'l validate the current stat us
open, based on the sensor signal sending to the ADigit

Digit 2l wtptuth §: shkdr nmeol Opehi ggwroed st atwaid | cthbeck ri ggered wh
l nput Status switchi ff rsodnd r Ghlaod s eCloto é @Qogaed st atwisl | ¢ hbeec k

triggered when Digital | nputByStddfusu IstwiSttlattpudstr o5 ddifite s atbd
NOTES:
T AAl arm Schedul ed and AAl arm Action Profil ®&®&d gmu st b ¢
l nput channel will not be activated.

T There are two doors wired with window/ doaorenssemrsor s
is wired to correct Digit I nput channel and refer t
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f Functionality

This feature is implemented ibaslkeATAM ared uEMEIAIfrraogd ocw.s t
GDS3710 to control twwitdbopnddi‘haomny| WiBneéecwli dmogr sensor
accordmmd!l pyrovided hy Grandstream)

When configured and wired correctly, thedtenoowoors wil |l
1) Only | egal PI'N or RFID card can open door when BOTF

2) Whenrdbor opened by "tdaloird isseam,d twid |2ddemai wi tl osed;
automatically openrdomaee cdrods emt eglr arhmeedl. t i mer reache

3) Whenmdd2oor opensidog,r twid |1 NOT open even a valid PIN/R

4) léntersdo@rl anfldadt ecl ds%ddoandpéned, the peé¥son fail

door promptdoor( adpenri 2g ti me out) willunbhe Il emekdad i n

transhappemskel p (e. g. : caldr eosn ket tntuhmebreer ior one)

secustidfpfpen demaotely (via SIP call i,ntfoo rG Dex3a7mpll eo r
This open door Il ogic wildl ma kKWMa ysou rde rtevea i doongr sataraen yo pya nv
one door can be opened,doanrd reemluye saed sk éat) & lohweepdé way or
scene betdaweemsulwb be monitored by inssalling Grandstrea
This feature can be used in application scene |ike: Co |

Medi cal Clinics, Prthate &€tebswolktglecswheyphadsf| ow co
required (only one entry per time) but security guard |

Below is the illustrating drawing of the application s

' Ve Power Supply GDS3710
and 2 electric strikes:

V- DC 12V 2A minimun

- |

. | Door 1 Door 2 |

| 1. MY
L |
-ﬂ‘ - Lﬁﬂ—
allway
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this featur e

tshaempwier itrog i mpl ement

Bel ow i s
Conectado a envada de contacio de Conectado a entrada de zona
T} en confrol de acoeso Paradoe ACMIZ en panel Paradox EV0 152

cTi#) ‘{comm[-] zonai#) | |comon
: |
beto e
Magnisen Miagnéscn
Linera Pegtlic Libra Pestiln
PueraA Puerta B
Il i
Puerta A Pueria B
Portero A Portero B
( | ()
Wiegand Out Wiegand Out ﬁﬁ"m"?mcﬁz
DI DI2 DI DI2
Viez Py ) o+ ) I
[tension sumiristrada por &
relay de salkda del ACM12 cuando
reciDe Un accesa valldo mediante wiegand) Do2 DO DO2 DO
NOTES:
T I'f required to use the same two doors foridiaBxi t o di
be configured in Door 2 to control AExi to direction
Detailed document and example about how to configure t|
http://www.grandstream. com/ support/resources/ ?titl e=(
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0! )2 7)34#cu)me. $//2 7T/ 3)0 #! ,,

Thi s orpewm fdeatrure i s a major enhancement to BHSBEadx, bu
make it a whol @D 307 xuxt/i ®@HC 3 5Tdler wiolglet ber, piamdLANDS37xx st
controls the strike.

T Functionality

When enabled and configured this feature, the user will
GDS37xx, without TraflkeiantgurSl P eceadlsl sr.el ated matching GSC35
firmware required:

i GSC3570: lal®ove 9 or

T Web Configuration

GDS3710: AFBW: abhboley.
Thisetawgpn be found undieDodadrevyeset evligBadt tci g t i ngs:

& GDs3710

Door System Settings

D LiveView

Door Relay Options Local Relay v
B Door System Settings
ALMOUT? Feature Open Door -
Basic Settings
ALMOUTA Status MNormal Open -
Keep Door Open
One-way Interlocking Doors Mode O
Card Management
Control Options Door 1 Door 2
Group P
Schedule Wiegand Control []Door1 [ ]Door2
& cbs3rio
Call Mode Virtual Number v
a LiveView
Doorbell Call Out Account Auto -
B Door System Settings
Doorbell Mode Call Doorbell Number v
Basic Settings
Door Bell Call Mode Parallel Hunting v
Keep Door Open
Number Called When Door Bell Pressed 192.162.11.139:5060,192 165.11.176:5060,192.168.11.100:5081 | %
Card Management
Maximum Number of Dialed Digits 0
Group
e No Key Input Timeout(s) 4
Holiday Press Doorbell Schedule All Day ~ | Edit Schedule
£ System Settings Remote PIN to Open Door 1 &
O Account Remaote PIN to Open Door 2 @&
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The GDS37xx is configured to control the relay/strike
where 1 door or 2 door wused, depending on userds conf i

GSC3570:FW: 9010 .&bhove)
The GSC3570 side also need to be configured according,

EUP Grandstream Door System

General

Settings Order Service Door 1 Access Door 2 Access

Account System Identification ~ System Number System IP Address Door 1 Name Door 2 Name
ype Password Password
Extemnal 1 GDS v| | Account1 w|  Front_Door 873 Front_Daor
semee 2 GDS v Account 1 v|  Back_Door 877 Back_Door
giuli‘ﬂll 3 GDS v| | Account1 v| GDS3710_NQ_SIP 192,166.11.126 192,168.11,126 Doarl Doar2
utpu
4 GDS | |Account1 w| GDS3710 8606 SIP
In the ASBEXItNGSTal Serviceo, input the I P address of GD
and input the correct PIN for open related remote doo

remote PIN to open door.

Once configured dgwaceas ssfculeleyn, Uln otfheGSC3570, press fiMon
will see Ul like bel ow:

’4 Monitor /7 +

Door system Front_Door Back_Door GDS3710_NO_SIP

IP camera

GDS3710 GDS3705 GSC3620
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Select the related door where the GSC3570 controll ed, i
at right corner of top line is the one confpagmurwem. Pre:
another Ul l' i ke bel ow:

GDS3710_NO_SIP

Press related fADoor 10 or fADoor 20 ieomDEBWexdwols ope
the strike and open the correspondent door accordingly.

I f press the fiPhoned icon (green square illustrated ab
the configured GDS37xx and open door remotely via SIP |

The application wil!| help customers with installation ¢
or related person, the user just use GSC3570 to operat
phone <call

This application scene is good for hospital/clinic or
button or switch is NOT installed or wired, customer cC:
related person (nurse wvenrece@tiontlsedlr ¢OSYGOoMEr £ono cC (
of fice or building.
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3#H( %S5, % '54/ 2%" /1] 4
T Web Configuration

Thioptcan be found undfeMaidretve sRBRed@® bt UR Reset
& cps3rio

Reboot & Reset

8 Door System Settings ~ S
P System Settings

Reset

O LiveView

|.Sunday v.‘ 03w 0 00w

q

& Account
& Phone Settings

B« Video & Audio Settings ~

A& Alarm Settings
& Email & FTP Settings -
4, Maintenance

Upgrade

Reboot & Reset

T Functionality

This feature enhancenteonmp liasi nrse sfproonns es yt sot 'efmm @iltngt e Rt corr s

open source RTSP live streaming solutions.

Due to chipset | "wmittagtei de vas'pmenldlnyt aisnrt2elyr ati on, caused
broken RTSP threads due to all kinds of network reason
the unclosed threads wil/l finally break down the video
Bef ore implement this featur e, customers need to write
NOTIFY from SIP Server to reboot the device, or manual

the NVRparrt y3 RTSP server.

With this feature i mpl e mecnotnevde ndcteanstt estie sc@enubentiegurce
rebootpen swddk or pesmdayhc lbemsdentad&kmf bae ac c e o eaar ti roml
as werldl iassbl e.video feed

Reliability is ensured by implement this new enhanceme.]
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T Web Conf

Thioptcan be found

7() 4%, ) 34

guration

undfePhaoa®Bet cAhge bubt

GRANDSTREAM
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X : Whi

t e

Li

st

& GDs3rio
Phone Number 184 .
D LiveView Phone Number 185 .,
B Door System Settings Phone Number 186 .
& System Settings Phone Number 187 G
£ Account Phone Number 188 .
G Phone Number 189 .
Phone Settings Phone Number 190 .
Account 1 White List Phone Number 191 .
Account 2 White List Phone Number 192 %
Account 3 White List Phone Number 193 .
Account 4 White List Phone Number 194 .
B Video & Audio Settings Phone Number 195 L9
& Alarm Settings Phone Number 196 ("
& Email & FTP Settings Phone Number 197 L9
%, Maintenance Phone Number 198 .
® Status Phone Number 199 .
I Phone Number 200 ("
T Functionality
This feature enhancement fromr sypttegmwsat o field request
Now the Whitelist is increased to maximum 200 entries |
or Phone numbers, or hybrid/ mixed.
Al so, [ Wheddresses in Whitelist, the fAAccept I ncoming S
passeevden when it has been configured or enabl ed.
The AAccept I ncoming SIP from Proxy Onlyodo isorconfigure:
hacking St &mchiither ndt apdudirt dtsos Whri t el i st will allow the d
make calls tape@®DSIDoOXxXx to
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-1 $) &) %S 0! "' %

T Web

4)03 14 #1 2% -1 . 1" % %. 4

Configuration

Thioptcan

O LiveView

B Door System Settings

Basic Setlings

bo Jo Jo

Keep Door Open
Card Management
Group
Schedule
Holiday

P System Settings

& Account

# Phone Settings

B« Video & Audio Settings

& Alarm Settings

@ Email & FTP Settings

%, Maintenance

@ Status

(&)

& GDs3710

be

f ound

Testing 6100033 R

3

4

5

8, Enable user

8, Disable user

333 3

444 4

555 5

Auto

Auto

Aute

Aute

Male Disabled
Male Disabled
44 Female Disabled

) Male Disabled

[ Wote: i user disabled, the related Card and PIN wil fail to Open Door. |

Disabled

Disabled

Disabled

Disabled

1970-01-01

1970-01-01

1970-01-01

1970-01-01

Total: 5 Show: 1/1 Go to:

undfeDoarevsSyeet avlg B dttit iIMagisa g e men

2099-12-31

2098-12-31

2099-12-31

2099-12-31

[OHONONO]
O0ooo

K Previous Record 3 N Next Record
O LiveView Username* 3
5 Door System Settings Private PIN e
Gender Male v
Keep Door Open ID Number
Card Management
— Card Number® 333
Group
Valid Start Date 1870-01-01 o
Schedule
Valid End Date 2099-12-31 o
Holiday
Virtual Number® 3
& System Settings
Sip Number
 Account
Call Out Account Auto v
£ Phone Settings
Celiphone
B Video & Audio Settings
Group Disabled v
& Alarm Settings
Schedule Disabled v
@ Email & FTP Settings
9 Right of Card and Private PIN Door1 [ |Door2

4, Maintenance

@ Status

Enable

Note: Private PIN Open Door will not work if “Private PIN” is blank.l
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f Functionality
This enhanbcaesmeedntoni scust omer 6s feedback to increase the
In the above screenshot, tips are added I|i ke:
T Note: I f wuser disabled, the related Card or PIN wil
T Note: Private PIN Open Door wild/l not work if APriva
7%"5) 0!1337/2F)8PNB5)249 | . $ #/.6%. ) %. #%

T Web Configuration

Thioptcan beuhdenddeviAcRy swtedbrh UFANAgesc eSsest t | ng s :

& GDbs3rio
Access Settings
O LiveView
Web Access Mode HTTPS v
& Door System Settings
Web Access Port 443
£ System Settings
MJPEG Authentication Mode Challenge+Response v
Date & Time
RTSP Port 554
Network Settings
User Login Timeout{min) 5
OpenVPNE Settings
Maximum Number of Login Attempts 5
Access Settings
Ter e Locking Time of Login Error {m) 5
£ Account Disable Web Access O
. Enable UPnP Discove
& Phone Settings v
) ) Enable Anonymous LiveView O
8 Video & Audio Settings
Emable PIN/Password Display (HTTPS)
& Alarm Settings
Enable S5H
& Email & FTP Settings
S5H Port 22
4, Maintenance
GDSManager Configuration Password &

@ Status

RTSP Password
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f Functionality

This feature anbampeomnstedespbonseonhe feedmaelgrshtom sy
as well as the request from I TSP customers.

| TSP customer provisioning device and do not want end
reqguestpagswdrodul d beidi sygb&dyed

System integrators have different application scenes, |
l ogged in as admin, just for configuration and managem
This feature is enhanced to meet both requirements.

By default, the AEnabl e BJd N/sPadissweohride dDifsoprl alyT P TcTuPsSt o me
customers are using Configuration Templ &t ePt tevabskpareovi si or
change the configuration of the provisioned device.

System i nt ecghreactkorasndcaennabl e t he PI N/ Password Display in
enabl ed, there wil!/l be an fAeyed icon displayed in the
related password or PIN wild.l be di spl awadg, at hehe webUI
PI N/ Password wil |l .baes duissupallayed as dot i

This feature ONLY works in HTTPS mode. Due to the inse:q¢
di spl ayed. PI N/ Password can ONLY be displayed in HTTPS

For detailed information about GDS3710, please refer t.

f GDS3710 User Manual
http:// www. grandstream.com/sites/default/files/ Reso

T HOWIO Gui de
http://www. grandstream. com/ support/resources/ ?2title

T HTTP &A®¢umentation can be downl oaded from here:
http:// www. grandstream. com/sites/ default/files/ Reso
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&) 2-7!'"2% 6 %23) /. PB8TM8X8p w

02/ $5#4 . ! - %
GDS37HOW Suppdr2Ae,d:1. 3A5A1.,2HPpANA

$!14%
106/ 2020
35--129 [/ & 50%$!4%

Thmaippr pose obfsethsg fFfiexes and features enhancement .

Factory Reset i s ifecuopngmeanddiendqy from very old firmware,
abnormaledtonmi gsr ati mnwdslbielt,t ifnagest oMAYN DrAETORtYP li esa s e
backup the configuration and data before factory reset

This firmware would not be able to downgrade to versi ol

&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. /.,9

HW version FW Comments

GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3B YES Only sulgpb®pggr ade
GDS3710 HW1.3A YES Only sulgpb®pggr ade
GDS3710 HW1.2A YES Only sulgpb®pggrade
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Addé&d arm Action triggering when illegal card swiped.
Added Newfoundland/ Canada time zone.

Added Card Number | imitatbo2bledwi48r3 ena7xi mum number

|l mproved security vulnerability.

Added Secure Open Door with GDS37xx/ GSC3570 Peering
Al arm_Out port and controlled by GSC3570 (located i n:c
Added Web Relay ON/ OFF URL c'dnafritgyu raetbi oRne | faiye IDdo ofro rC osnc
Sef RTSP passwordo and AGDSManager Conbfei garSa3t7ixoxn dReaf sasuw
randmas swor d.

Enhanced partition to prevent device failure with doc
5" &) 8

Fi xfeidl e i mport failure when using exported .csv file
Fixed Stream 3 video used in SIP call even Stream 2
Fixed [Telefonica] TCP_SRV reregistered address error
Fixed NAPTR/ SRV DN$ Mced whdmr mpedxlyvisegver.

Fixed cannot di al using Virtual Number.

Fixed Local PI'N (public, private, guest) Open Door wc
Fixed Direct plhPnkeslthérsamePLAN also get rejected whe
SI'P from Proxy Onlyod to block ghost call s.

Fi xed MLLADNY setting di sappeared from webUIl when choosi
Fi xed ntgamdg tone pl axyxedsiidne GhDeS307r e t hebyalsairlmenctaldl atrrm
host agdecahs wer ed.

Fixed upgrade/ downgrade via SSH CLI commands not wor k
Fixed mormottideearec@ i on alarm region configured at same
the configuration wil!/ noteawibr k bedl ob6e. MD region cor
Fixed failed tdefrmanadtomrenfdoeomt prayssword via special key
Fixed when abnor mal open/ dbemmibadp emdd,sttolpe usnil reesrs t
answered or correct open door PIN entered.

/7. ) 335 %3

I NVITE to an I CMP address, the doorbell stildl rings e
Remote device can hear custom doorbell ringtone about
When SI P account is |l ogged out, pressing the keyboarc
When SI P transport mode is TLS/TCP, remote door openi
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%705! , 5%

I3154Door_System_Settings.Basic_Settings.D
Val ue/:2 0/ Q@: LoadNe bRledydy GSIC3570 Rel ay
P154Door_System_Settings.B_a(BNI_cU_FBLettings.\N
Type: String.l02Max. |l ength =
157 Door System_Settings. BaBRFE_WBRL ti ngs. W
Type: String.l02Max.l ength =
I3154Door_System_Settings.Basic_Settings.
Type: String. Max.l ength = 128
I3154Door_System_Settings.Basic_Settings.
Type: String. Max.l ength = 128
P154Door_System_SeSIeIIitrhGg;S@sSB?aOs_ikc_cd:hnb§90_
Val ue: L/AZ/cDdDluh tAZ couintAR coumAccount 4
P154 Door_Syst em_ SeSett it nGySsBsB7aPh b o u mb e r
Typet:riShg Maptrhl 2 8
P154Door_S_ystem_SeSeIIitrhGg;S@sSB?alBa_isslvord
Type:rishgxMdtehl 28

50%! 4 %%! ,05%

P64 Added Opt-icoMt0 39 3(Mewf oundl and)
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%7 440 ! 0)dq

GET: [ http| https]:// <servername>/goform/config?cmd=get &type:
SET: [ http| https]:// <servername>/goform/config?cmd=set &P1514.

GET: [ http| https]:// <servername>/goform/config?cmd=get &type:
SET: [ http| https]:// <servername>/goform/config?cmd=set &P1514.

|
(7]

GET: [ http| https]:// <servername>/goform/config?cmd=get &type:
SET: [ http|https]:// <servername>/goform/confi =set &P154.

Q@
N)
(]
3
o
[
(2]

GET: [ http|] https]:// <servername>/goform/config?cmd=get &type:
SET: [ http| https]:// <servername>/goform/config?cmd=set &P1514.

|
(7]

GET: [ http] https
SET: [ http] https

-
~
N
()
@
=
<
@
-
>
Q

me>/ goform/ config?cmd=get &type:
me >/ goform/ config?cmd=set &P154.

-
~
A
()
—
<
(¢)
-
>
Q
|
"

GET: [ http] https
SET: [ http] https

-
~
N
()
@
=
<
@
-
>
Q

me>/ goform/ config?cmd=get &type:
me >/ goform/ config?cmd=set &P154.

-
~
A
()
—
<
(¢
-
>
Q
|
"

GET: [ http] https
SET: [ http] https

-
~
N
()
@
=
<
@
-
>
Q

me>/ goform/ config?cmd=get &type:
me >/ goform/ config?cmd=set &P154.

-
~
A
()
—
<
(¢
-
>
Q
|
"

GET: [ http] https

-
~
N
()
@
=
<
@
-
>
Q

me>/ goform/ config?cmd=get &type:

SET: [ http| https]:// <servername>/goform/config?cmd=set &P154.
Rel eased HTTP API documentation can be downl oaded from
http://www. grandstream. com/ sites/default/files/ Resour
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This section |lists major new features or improvement al
of view.

L1 2. L#AYL . T(%. ),, % !, #12%$ 37)0%$

T Web Configuration

This option can be foAAdabetdtehk Al vincEveaueb Obnfig

& Alarm Settings

Enable Hostage Code O
Alarm Events Config
Alarm Schedule Settings Enable Tamper Alarm 0O
Alarm Action Settings
Alarm Phone List Enable Alarm for PIN Input Error
@ Email & FTP Settings Select Alarm Action Profile profile1 v [Edit Profile
4, Maintenance
@® Status Enable Mon-scheduled Access Alarm |:|
Enable Non-autherized RFID Card Access Alarm
Select Alarm Action Profile profiled ~ Edit Profile

f Functionality

This featureienhaguesmeetli by customers from field. By el
swiped trying to access the door will trigger alarm ba:

Modify Alarm Action Profile X

Alarm Action Profile Name profilet - BadCard

Upload to Alarm Center 3 Audio Alarm
"3 Audio Alarm to SIP Phone 3 Alarm Output
Send Email Upload Snapshot
User will get email, snapshot, etc., based on the Al ar

of access control
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T Web Configuration
This option can be foASdsuaeme & baetver g&A Tiethe UZone:
& cps3rio
Date & Time
O LiveView
System Time 2020-10-16 18:06:50
B Door System Settings
Allow DHCP Option 42 to override NTP server O
P System Settings ; .
Time Zone | GMT-05 (New York, Toronfo, Washington DC) v |

Date & Time

Network Settings

Start Time GMT-09 (Alaska)
OpenVPN® Settings GMT-08 (Las Vegas, San Francisco. Vancouver)
End Time GMT-07 (Calgary, Denver, Salt Lake City)
Access Settings GMT-06 (Chicago, Dallas, Mexico City)
GMT-05 (Cuba)
User Management Enable NTP GMT-05 (New York, Toronto, Washington DC)
GMT-04 (Paraguay)
£ Account NTP Server GMT-04 EChlIe]

& Phone Settings

& Video & Audio Settings
& Alarm Settings

@ Email & FTP Settings

GRANDSTREAM

CONNECTIN

G THE WORLD

Enable Daylight Saving Time

Update Intervalim)

GMT-12 (International Date Line West)
GMT-11 (Midway Isl., Samoa)
GMT-10 (Hawaii Time)

GMT-04 (Charlottetown, Manaus)
4:30

GMT 02 {Noronha Mid Aﬂantlc)
GMT-01 (Azores, Cap Verde Isl)

GMT (Dublin, Lisbon, London, Reykjavik)

GMT+01 {Amsterdam, Berlin, Rome, Stockholm)

GMT+02 {Athens, Helsinki, Kiev, Istanbul, Riga) -

T Functionality

This feature is i mpl eme@aeaddcbuassteodneans treedg u ens tt hfirsom peci a
This feature can also be provisioned by | TSP service pl
configuration templ at e ,c arsf iwgedrla taiso nu sfi tnmgc tUiCavh azleir toy .
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"3HOoLVYMS5E B [/ 0%. S/ /2 6)! '$30x88FT" 3#ocuvuxm 0%%2) .
This secure open door new feature is a major enhanceme:]
make it a wholG®OSS8Idkut IGEGIC35TWe will be peering together i
l ock/ strike wildl be wired to GSC3570 Alarm_Out port an
of GDS37xx (located outside). This wiatyhtéderhasncedkeseounmt i
f Functionality
Thiapplication scene wil/l be similar | ike bel ow:
Power Supply
Indoors 1} Outdoors

Fail Secure Electric Strike

Door Connect ‘
» h 4

P’—L L DRFRE)
[W} l Exit éutlon : : :
| AIN2 } r i) CACKO
[ AIN3 | ‘:3“

IN+ —a -

PoE power supply IN + Active Motion Sensor

802.3af12.5W .
PoE Switch voltage range 9-15V

" okl | EEEER— s
2w | " Ethernet
' |

Mini mum firmware required for this to work:

f OQutdoor D&DS8&10 (FW1.0.7.19) / GDS3705 (FwWi1.0.1.13
T Indoor DeGSE€8570 (FW1.0.5.2)

The GDS37xx can be poweredcwinmeRdE;t ot sameSOBHEFWOrkarnwi a

For open door combination with GSC3570 and GDS37xx, if
it has to use SIP and the related GDS37xx wild]l contr ol
wi || have fiOne Button OpefnPrDeovoiredwod i(sepdralyye dmenchiean siunp p o
established. The GSC3570 wuser wild.l press the virtual b
controlled by the related GDS37xx. There is no door |
opecheat one time. It is just a SIP call open door appl i«
For iSecur e Open Door o, t he GSC3570 i s peering with
relay/strike/lock from inside the building (Unlike GDSES
controlled because GSC3570 onluylhWa$none Relay Control ¢
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This peer vingAN/awlANebut LAN is recomomendedt hedappltuabtio

in LAN environment because most | ikely the GSC3570 and
Al t hough SI P/ UCMWANIeso | wd mkesceotmintetnbledse static | P i f t|
(inside) aXdbuGBSHas)amer d oicatsidomme .L ANhi s suecthuipmpilse nand
rellieanb ctahseer e i s net wonrtke ronuetta/gueCM iikse d own.

For the GSC3570 and GDS37xx peering, it can be used via

or UCM but static I P address) and@daMiedd.(SI P and fall b:

T Web Configuration

GDS3710: (FW: 1.0.7.19 or above)

Thisetawgpn be found undfebDodadrviyeset evlpgBadt tci Bgs ti ngs
& cbs3rio

Door System Settings

3 LiveView
Door Relay Options GSC3570 Relay v GSC3570 Phone Number
= D Shgifedn Sl GSC3570 Phone Number can be
GSC3570 Account to Choose Account 1 v SIP Numbers or IP addresses
Basic Settings
GSC3570 Phone Number 192.168.11.136
Keep Door Open
GSC3570 Door Password ke
Card Management

ALMOUTA Feature

Group

Schedule ALMOUTA Status MNormal Open ~

Holiday Delay before Unlock(s) 0

GSC357Q:FW: 1.0.5.2 or above)
The GSC3570 side also need to be configured according,

Grandstream GSC3570 Admin Logout | Reboot
GRANDSTREAM
CONNECTING THE WORLD STATUS ACCOUNTS SETTINGS NETWORK MAINTENANCE DIRECTORY

Version 1.0.5.1

SR Grandstream Door System

Door 1 Access Door 2 Name Door 2 Access

Order Account System Identification  System Number System IP Address Door 1 Name
Password Password

Extemnal 1 Account1 |  Front_Door 873 Front_Daor
Service
2 Account1 v|  Back_Door 877 Back_Door

[)393-: 3 GDS3710 192.168.11.123 192.168.11.123 P
utput

Account 1 v

4 Account 1 v
Alarm _
5 Account 1 v
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GRANDSTREAM

GRANDSTREAM
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Admin Logout | Reboot [Slal&1 /NS

COMMNECTING THE WORLD STATUS  ACCOUNTS  SETTINGS NETWORK.  MAINTENANCE DIRECTORY

Digital Output

General Settings

External Service
Digital Output

Digital Output

. Account Account 1 »
Alarm
- I System Number 2506 | 'replace SIP extension wi
if no SIP proxy
IPC
System IP Address 192.168.11.123
Call Features
B & Password ase
Unlock holding time 3
I f the solution/integration is usi

ng stat

Y

Phone) should choose ANAT Traversalo to

problem of ghost cal lut( NIOP meidgrmagl. i

GRANDSTREAM

Version 1.0.5.1

T IP address

ic I P address
AiNoo and shoul

ng working b

Grandstream GSC3570

COMMECTIMNG THE WORLD STATUS ACCOUNTS SETTINGS
Accounts Network Settings
Account 1 =F
Account 2 =
DMNS Mode | A Record -~
General Settings
Diaiptan Primary IP
Network Settings Backup IP 1
SIP Settings ==
Backup IF 2
Codec Settings
Call Settings I MNAT Traversal Mo ~
Intercom Settings UPRP NAT Traversal ® No O Yes
Account 3 =F

Proxy-Require
Account 4 Gh

Account Swap Save and Apply m

The | P phone or GSC3570 can wuse

any emp

registered to UCM2Pftbkgnkhhdt AcusentP (but

ty SI P accoun
t he account
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T Web

Thioptcan

& GDs3710

D LiveView

& Door System Settings

Basic Settings
Keep Door Open
Card Management
Group
Schedule
Heoliday
£ System Settings
& Account

& Phone Settings

B Video & Audio Settings

& Alarm Settings

# WP

Configuration

f ound

Door System Settings

GRANDSTREAM

CONNECTING THE WORLD

$/ /2306 247" 2 %, ! 9

undfeDoarevsSyeet avh Badtltci BSges ti ngs:

Door Relay Options

Webrelay o

Webrelay On URL
Webrelay Off URL
Webrelay Username

Webrelay Password

htips:/(192.168.11.136/state_xmi?relay 1=1.000

https://192.168.11.136/state_xmi?relay1=0.000

Gate1

ALMOUT1 Feature

ALMOUT1 Status

Delay before Unlock(s)

Unlock Helding Time(s)

Minimum Interval of Swiping Card{ms)
Number of Snapshots when Door Opened
Snapshot when Door Openad

Snapshot when Doorbell Pressed

Mormal Open o
0
3
300
4
via FTP [ ] via Email

via FTP ] via Email

& Email & FTP Settings

T Functionality

This feature enhancenreengu e sst rteos piorfseeg\Witeydt rifeol na wdi ¢t chn t3r ol | e
install the relay controller ompipligotm@mei bdusdr yoapphiao:i
solution.

Now there are two Weabrlalbdig URQn tommm@fafd adRL owed or ot hel
URL command &lllsomwead | ow User name and'dParstsywoWealb rceolndyi grue e
this security feature.

I f so69mar By
whatever

command, t hen

Webrelay only support one URL
i i command.

there as long as it is NOT a URL

1 3F%ParWegbrel ay

When Webrelay is selected, cust ovadrelmeged Pt @addoretsisn we
name, together with credentialas Ilwiekd Wsernmamd RdAnad oPana
Fparty Webrelay.

When | egal open door event happened, the configured wel
GDS3710, and wil/ operate the strike to oQrenuseotrhdtor
command to operate other industry application.
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In web relay mode, the strike is wired to the web rel a:
The correct URL command pPpltegs®wWebetbnyttseel MaadaB or |
documentation for details.

For more de&tdadrdteypaodaty, please refer to below URL to g

https://www. control byweSh.ncgd re//vweubarl & IQuya/d, et c. )

https://www. barix. com/(bUanriiveerresta/l programable 1/ 0O devi

For detail eadabowtf o6MadP7Tbhse refer to User Manual and Re:

T GDS3710 User Manual
http:// www. grandstream.com/sites/ default/files/ Reso

T HOWIO Gui de
http:// www. grandstream.com/ support/resources/ ?title

T HTTP &A®¢umentation can be downl oaded from here:
http:// www. grandstream.com/sites/ default/files/ Reso
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https://www.barix.com/barionet/
http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf

GRANDSTREAM
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&)2-712% 6%23)/. p8mM8X8p

02/ $5#4 . ! - %
GDS37HOW Suppdr2Ae,d:1. 3A5A1.,2HPpANA

$!14%
07102020
35--129 [/ & 50%$!4%

Thmaippr pose obfsethsg fFfiexes and features enhancement .

Factory Reset i s ifecuopngmeanddiendqy from very old firmware,
abnor mal webUl or missing parameters in the GUI, facto
the configuration and data before factory reset and i m

This firmware would not be able to downgrade to versi ol

&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. /.,9

HW version FW Comments

GDS3710 HW1.7A YES

GDS3710 HW1.6A YES

GDS3710 HW1.5A YES

GDS3710 HW1.3A YES Only sulgpb®pggr ade
GDS3710 HW1.3B YES Only sulgpb®pggr ade
GDS3710 HW1.2A YES Only sulgpb®pggrade
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T Add®gpenVPN support

T Added call termination button in the webUI

T Added ability Manpgemeéeni ods€as d[ Tel ef oni ca]

T Added displaying AUnaut horized door opening attempto
T Adde@boot/ resync device via SIP Notify

T Added forcing password change after |l ogging in via de
T Added support AUser Nameodo in HTTP Event Notification

T Added support for open door via Webrelay

1T Addegpti emabbdbe PI N/ Password display

"5 &) 8

T Fixed anonymous MJPEG stream viewing not function in
1T Fixed I P peering call. only use Account 1 to call

T Fixed doorbell set parallel hunting door opened by ot
1T Fixed keypad blue Iight time interval not working whe
1T Fixed keypad white I|ight wildl be off after call or PI
T Fixed not checking the full Whitelist number s

T Optimized and i mproved the delay of Iive preview in t
1T Fixed as call eenewpbltiabftodo stream

T Fixed cRhRogboirnmgetxport dadrar omi Iino dat ao.

T Fixed download CFG file in HTTPS mode may cause the ¢
T Fixed failed to upload custom ring tone.

T Fixed device failed sending request to secondary pr oxX
T Fixed importing revised card information will not upc
T Fixed editing Motion Detection Region in some browser
1T Fixed doorbell number is | P address the call cannot e
+./17. )335%3

T INVITE to an | CMP address, the doorbell stil!l rings e
T Remote device can hear custom doorbell ringtone about
T When SIP account is |l ogged out, pressing the keyboarc
T When SIP transport mode is TLS/TCP, remote door openi
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P15 5 System_Settings. Access_Settings. Enabl
Val ue: ODi/s alb.l En &bl k..

P154Door_System_Settings.BasiC_Settings.D
Val ue: OLoacll. ReNMeabyRel 4y

P154Door_System_Settings.Basic_Settings.W
Typ®t:ri Max. | e@§bh

P154Door_System_Settings.Basic_Settings.
Typ®:ori Maax. | efhg@8h

P154Door_System_Settings.Basic_Settings.
Typ®:ri Max. | edagBh

5705 System_Settings. OpenVPNE Settings. Op
Value: OD/isablE&nabl e)

P705 System_SettingSet tOpreqisV.PONo(Eenvpn _Ser ver |
Typ®:ri ndax. | e2§6h

5705 System_Settings. OpenVPNE Settings. Op
Val 065535

P2g1 System_Settings. OpenVPNE Settings. Op
Val u@:/ 10 UDP 1TCP

5990 System_Settings. OpenVPNE Settings. Op
Typ®:rindax |l ength = 8192

990 System_Settings. OpenVPNE Settings. Op
Typ®:ri ndad ength = 8192

5990 System_Settings. OpenVPNE Settings. Op
Typ®:ri ndad ength = 8192

839 System_Settings. OpenVPNE Settings. Op
Typ®:ri ndax. | e2§6h

5839 System_Settings. OpenVPNE Settings. Op
Typ®:ri ndaxeng?2h6

839 System_Settings. OpenVPNE Settings. Op
Val ue: 0/1/7 2/ 3 -128; B2205wAE S3kD EBIr:i pA ES

5846 System_Settings. OpenVPNE Settings. A
Type: String. Max.l ength = 1024

I3442Maintenance.Upgrade.DisabIe_SIP_NOTIF
Val ue: o /1. 0: Di sabl e 1: En
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%7 440 ! 0)dq

P1%14

GET: [ http| https]:// <servername>/goform/config?cmd=ge"
SET: [ http| https]:// <servername>/goform/config?cmd=se
P15440/ P15441/ P15442/ P15443

GET: [ http| https]:// <servername>/goform/config?cmd=ge"
SET: [ http| https]:// <servername>/goform/config?cmd=se"
pP7050/ PT7051/ P7052/ P2912/ P8396/ P8394/ P8395/ P84c¢
GET: [ http| https]:// <servername>/goform/config?cmd=ge"
SET: [ http| https]:// <servername>/goform/config?cmd=se"
P9902/ P9903/ P99014

GET: [ http| https]:// <servername>/goform/ config?cmd=ge"
UPLOAD: [http|lhttps]:// <servername>/ gof orxm/0dolnf2i)g? c md
DEL: [http|https]:// <servername>/ xf=dr/m//2gnfi g?cmd= d
P4428

GET: [ http| https]:// <servername>/goform/ config?cmd=ge"
SET: [ http| https]:// <servername>/goform/config?cmd=se"
Rel eased HTTP API documentation can be downl oaded from
http://www.grandstream. com/ sites/default/files/ Resour
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%7 &%! 452 %3 |/ 6%26) %7

This section lists major new featurdshefimommphevememds aj
of view.

/ 0%. 60. 3500/ 24

T Web Configuration

This option can be foASdsuemeBpEamgRN wedt tUilngs
> Gbs3rio

OpenVPN® Settings

O | iveView
OpenVPN® Enable M
B Door System Settings
OpenVPN®& Server Address
&£ System Settings
OpenVPNE Port 1194
Date & Time
OpenVPNE Transport uDP w
MNetwork Settings
OpenVPN® Settings
OpenVPNE Client Certificate
User Management OpenVPN® Client Key
OpenVPN® Cipher Method Blowfish v

& Account

. OpenVPN& Username
& Phone Settings P

) _ OpenVPNE Password &
B Video & Audio Settings

& Alarm Settings

Additional Options

& Email & FTP Settings

f Functionality

This feemhtaunrceevnd Ht owstwsoenrf i gur e OpenVPN and connect the
net work, so the device can be access and managed via V!

This is very useful for enterprise customers. This feaf
and service provider customers.
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#1,, 4%2-).1v4)Y/ . "544] . ). T%"5)
T Web Configuration

This optionacamhdel dwamdl eft corner of the screen after

& cps3710
OpenVPN® Settings
O | iveView
OpenVPN® Enable ]
B Door System Settings
OpenVPN® Server Address
&£ System Settings
OpenVPNE Port 1194
Date & Time
OpenVPN® Transport i
Network Settings
OpenVPN® CA B3 Upicad
OpenVPN® Settings
e OpenVPN® Client Certificate % Upload
Access Settings
User Management OpenVPN& Client Key B3 Upload
0 Account OpenVPN® Cipher Method Blowfish -
. OpenVPNE Username
& Phone Settings P
X _ OpenVPN® Password &
B Video & Audio Settings
A Alarm Settings o .
[Account Additional Options
Auto v
Dial Number

192.168.11.141:5060

Idle
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& Gbs3rio
Light Settings
B LiveView
Enable Key Blue Light
B Door System Settings
Enable Background Light
Basic Settings
Keep Door Open Doorbell Blue Light On/Off Time Interval Settings
Eaiiopareens Enable Doorbell Blue Light N

Group

Schedule Keypad Blue Light On/Off Time Interval Settings

Holiday Enable Keypad Blue Light O

& System Settings
Card and PIN open door schedule configuration module

& Account
Central Mode
&£ Phone Settings
Account Key Tone Setting
Auto v Key Tone Type Default v
Dial Number
192 168 11.141:5060 Wiegand Settings
Connected Enable Wiegand Input ]
= End Call
Wiegand Output Disabled v

Copyright & Grandstream Networks, Inc. 2020. All Rights Reserved.

f Functionality

Thif®eature is i mpolne meentueeds tb afsreodn | TSP cuwsgtoomdenrssf i @$ dwe | |
Previously there is a phone icon will allow user to mal
when device is Aidled and ARedd when device is busy.

Adding this AEnd Call o icapid avé@dldhs ivespérmroiveen dalnyd. make t he
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T Web Configuration

This opti

& cDs3710

D LiveView
B Door System Settings

& System Settings

on can be foANMdi nhdadpdgenidee

HTTP/HTTPS Password
Config File Prefix
Config File Postfix

XML Config File Password

/ 4) &9

GRANDSTREAM

CONNECTING THE WORLD

web Ul

Disable SIP NOTIFY
Authentication

Device will not challenge NOTIFY
with 401 when enable

& Account
 Phone Settings Validate Server Certificates ]
B Video & Audio Settings Enable DHCP Option 66 Override Server O
& Alarm Settings Zero Config O
& Email & FTP Settings - Enable DHCP Option 120 Override SIP Server ||
4, Maintenance Automatic Upgrade (INo
Upgrade (@) Yes, check for every| 10080 | minute(s)
Reboot & Reset () Yes, check for every day
Debug Log (") Yes, check for every week
Data Maintenance
Randomized Automatic Upgrade ]
System Health Alert
Hour of the Day (0-23) Start 0 End 0
Event Notific:
Day of the Week (0-6) 0
Event Log
Certificates | Disable SIP NOTIFY Authentication

1T Functionality

For security concern, by default this feature is not e
feature, the device wild/l reboot and resync with SIP pr
This feature is enabled by meeting the requirement fr ol
integrators want this feature to upgrade firmware in c
time to improve the stdebviilciety and reliability of the
Thifeatissrewery usef ul f osr. eUnsteerrsp rwihsoe ucsues ttohmesr f eat ure ne:
security risk involved to enable this feature.
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T Web Configu
This option ¢

& Gbs3rio

%" 2%, !9

ration

an be

Door System Settings

GRANDSTREAM

CONNECTING THE WORLD

fUdAI Bd oStyrnsd eerm dSéeBid G ghegise bn g s

D LiveView

B Door System Settings
Basic Setfings

Keep Door Open

Card Management

Door Relay Optiens
Webrelay IP Address
Webrelay Username

Webrelay Password

( Webrelay )
Local Relay
Webrelay

v |

Group
Schedule
Holiday
& System Settings
& Account
& Phone Settings
B, Video & Audio Settings

& Alarm Settings

ALMOUT1 Feature

ALMOUT1 Status

Delay before Unlock(s)

Unlock Helding Time(s)

Minimum Interval of Swiping Card(ms)
Mumber of Snapshots when Door Opened
Snapshot when Door Openad

Snapshot when Doorbell Pressed

Normal Open w
0
g
300
2
via FTP [ | via Email

[JviaFTP []via Email

T Functionality

This featureienhaspemseaetto field tieaguieght retedmiynodoelgeat i toa
install the relay control]l r inside the build to enhan
When |l og into the device, there is a new option called
putibwn sel ecti on: Local Rel ay, Webrel ay.

T Local Rel ay

Local Rel ay is the GDS3710 controlling the relay. The ¢
GDS37ddpendilngdowmmr or 2 door need to be controlled.

T Webrel ay

When Webrelay is selected, cust oveehr sleReaagyddt ess o0t i damai
name, together with credentials |Iike Username and Pass:
the configured web relay will get the communication fr
door for the authemégquestd open doo

I n web relay mode, the strike is wired to the web rel a:
For more details about web relay, please refer to bel o\
https://www.controlbyweb. com/ webrelay/
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). T01337/2% $)30,!109

T Web Configuration

This opt

& cDs3r10

D LiveView
B Door System Settings
&P System Setfings

Date & Time

User Management
& Account
& Phone Settings
B Video & Audio Settings
& Alarm Settings
@ Email & FTP Settings
4, Maintenance

® Status

T Functi

Thi s fiesa

o
o @

By
be a

—_— —h

au
e

But s
dur
Ho l
pas

o

m

t
0 th
d

nw ®© — -~
(@]

—_ —
—_
(%]
(7]
—

This is
| TSP c
admi ni

n cC
- n

ion can be foASBSdsueme 8 Akcivaget Sveds Ul

Access Settings T T

Enable PIN/Password Display,

‘Web Access Mode HTTPS v (HITPS)

Web Access Port 443 Allow to view system
PIN/password if enable.

MJPEG Authentication Mode Basic ~

RTSP Port 554

User Login Timeout{min) 5

Maximum Number of Login Attempts

o

Locking Time of Lagin Error (m)

o

Disable Web Access O
Enable UPnP Discovery
Enable Anonymous LiveView
Enable SSH
Enable PIN/Password Display (HTTPS)
SSH Port 22
GDSManager Configuration Password ®
RTSP Password ®

onal ity

taudbdei Ng back upon request from field.

It this feature is disabled because | TSP or s
to see by wusers.

e users, es
he installa
e small fiey
, given t he

ecially system administrators or s
ion or device maintenance process.
@riaanern ean fti ked dr it phts eef tthkee pp evi ous
the convenience.

3o ~o

rongl
t e

- <
S5

n recommended system administrator or sys:
h stallation and maintenance, for securit
very
t omer
rator

seful for enterpri e evuDtusrhegr H.UutThiemnofvea:
S request. But put back to meet the requi
or system integrators, for their conveni

u
0
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3500/ 24 O53%2.!-%0 ). (440 %6%. 4 ./ 4)&)#! 4)/
T Web Configuration

This option can be foANMd ondA&wveavti Nemtwdb cl@lt i o

& GDs3r10
Event Notification
O LiveView Enable Event Notification O
B Door System Settings - Via Type HTTP v
£ System Settings HTTP/HTTPS Server
& Account HTTP/HTTPS Server Username
& Phone Settings HTTR/HTTPS Server Password ®
8 Video & Audio Settings - {"mac”"${MAC}" "content™"${WARNING_MSG}"}
URL Template
& Alarm Settings
& Email & FTP Settings e
S{MAC} : MAC Address
4, Maintenance Template Variables ${TYPE] : Event Type

SWARNING_MSG} : Event Message

Upgrade

${DATE) : Date & Time
Reboot & Reset

S{CARDID} : Card Number®
Debug Log
S{SIPNUM} - Sip Number

Data Maintenance . s iy
‘ S{USERNAME} - Username™

System Health Alert
1: {'mac™:"§{MAC}", "content”"S{WARNING_MS3G}"}

Event Notification
Template Samples 2 : <body><mac=${MAC}</mac=<content=SWARNING_NMSG}</content=</body>
Event Lo A e P , p

9 3 . mac=§{MAC}&content=5{WARNING_MSG)

Certificates

T Functionality

This f eiampulreemeinst ed based on request from customers in f

Byaddi ng AUsernameo in the Event Nd&%itfaigeatdieore,| opynetndg m biy
using scripts to get report, understanding who and whe|

This is very useful whor aenret"éropargigs el ecvuesitoopmmeernst f or dai |l y
tasks and get related report for the Access Control Sy ¢

GRANDSTRENEM WORK S GDS3 XRel ease Notes Pag®58



GRANDSTREAM

CONNECTING THE WORLD

, /' Q $)30,!'9 O5.1!54(/2): %% $//2 /10%.)." 144% 0406 ). %
T Web Configuration

This option can be foANMd onhdA&wvaeav:i cogweb Ul

English | Logout
& cosarmo
2020-07-10 23:10
Event Log
O LiveView
Start Time | 2020-07-10 00:00:00 o | EndTime 2020-07-1023:10:09 o Al A4
8 Door System Settings —
No? Date & Time 3 Event Type %+  Usemame % Card Number 4 (Account)Sip Number 3
& System Settings 1 2020-07-10 133405 System Up —
# Account 2 2020-07-10 176731 Failed Call Qut Log 25
3 2020-07-10 18:00:19 Failed Call Qut Log (28
& Phone Settings
4 2020-07-10 20:25:55 Call Out Log (1)192.168.11.141:5060
8 Video & Audio Settings 5 2020-07-10 202636 Call Out Log (1)192 168 111415060
& Alarm Seftings 3 2020-07-10 22:40:12 Call Out Log (1)192.168.11.137:5060
7 2020-07-10 22:40:26 Call Out Log (1)192.168.11.141:5060
SETIRPEE S 8 2020-07-10 225340 Unauthorized door opering atiempt 5067127
4, Maintenance - 9 2020-07-10 22:55:06 Unauthorized door opening attempt h067127
10 2020-07-10 225849 Open Door via Universal PIN(Door 1 & Door 2)
Upgrade
1 2020-07-10 23:01:46 Open Door via Card(Doaer 1) Test 14391925
12 2020-07-10 23:03:40 (Open Door via Private PIN(Door 1) Test
Debug Log 13 20200710 230349 Unauthorized door opering atiempt 5067127
Data Maintenance 14 2020-07-10 23:03:54 Open Door via Card(Door 1) Test 14391925
System Health Alert 15 2020-07-10 23:04:04 (Open Door via Private PIN(Door 1) Test
. 16 2020-07-10 23:04:11 Unautherized door opening attempt 5067127
Event Notification
17 2020-07-10 23:04:18 Open Door via Card(Doar 1) Test 14391925

Event Log

Copyright © Grandstream Networks, Inc. 2020. All Rights Reserved.

T Functionality

This f eiampulreemenst ed t o meet request of customers from fi

By Il ogging the unauthorized card open door attempt, t h
to seeda |wheagtal card number used trying to open door and

s is enhancement to help system administrator or cu!
gal event from the |l og and enhance the administrat]

0]
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For detailed information, please refer to User Manual

T GDS3710 User Manu al
http:// www. grandstream. com/sites/ default/files/ Reso

T HOWIO Gui de
http://www.grandstream. com/ support/resources/ ?2title

T HTTP &A®¢umentation can be downl oaded from here:
http:// www. grandstream. com/sites/ default/ files/ Reso
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http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf

02/ $5#4

&) 2-71 2%

- %

GDS37HOW Suppdr2Ae,d:1. 3A5A1.,2HPpANA

$!14%
0R3/2020

35--129

Thmaipaor pose

Factory

/I & 508! 4%

abnor mal

the configuration

fiexes and features

obset hbg
Reset i_s i f e cuopngm eanddi endg
webUIl or missing

and

data befo

6 %2 3) |

GRANDSTREAM

CONNECTIN

from very

re

parameters in t

factory

G THE WORLD

P8MB8X8pp

enhancement .

ol d firmwar e,

he GUI ,
reset

downgrade to

6 %23) /

This firmware would not be able to
&) 2-7!12% 100, ) %3 4/ "%, |7 (7
HW versi FW Comment s

GDS3710 HY YES Only sulpb®pggrade i m
GDS3710 HY YES Only sulpb®pggrade i m
GDS3710 HY YES Only sulgpb®pggrade i m
GDS37105KAY YES
GDS37106AMY YES
GDS3710 7A\ YES

/.,
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T Added configurable

T Added SI P Session Timer (BnVayl ue
T Revised SIP Account

T Added support for Cisco

"5 &) 8

T Fi xekaelvice received

T Fixed device reboot

/] 7. ) 335%3

GRANDSTREAM

CONNECTING THE WORLD

option to speci fTyeltelf e ndacah eMotdieme /
fComfagaownti o/ F/id e wi

Name to Display
QuoVadi s/ Hydrantl D CA

HTTP 302 then

redirect

Na me

to HTTPS f a

due tduheypah er rRFLD scanner mal

I NVITE to an | CMP addr ess, t he

The panel l'ights mi

ght off duri

ng

door bel
t he
custom door be

GDS3710 as Callee wild!l not do stream

When SI P account i s
When SIP transport

+
1
1
T Remote device can hear
1
1
1

l ogged out ,
mode is TLS/ TCP,

pressing

still rings e

| someti mes.

ringtone about
negotiation.

the keyboarc

remote door openi
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%M0L5! , 5%

P4208 Val u-a440Phone_Settings.PM®neacSked t Examisr. at

P2814qVal u#440Phone_Settings. Phone_ Settings. DN

P239fVvalue: 0/ 1, O: DAcaburt 1AEanabhte. 1. Sessi or

P259fValue: 0/1, O0: DAcadurt .18 cEesbstitco.n Ti mer

P269fValue: 0/1, O0: DAcadbdurt .1AESsbstiteo.n Ti mer

%7 440 ! 0)dq

GET: [ http|https]:// <servername>/goform/config?cmd=get

SET: [ http| https]:// <servername>/goform/config?cmd

set

GET: [ http| https]:// <servername>/goform/config?cmd=get

SET: [ http| https]:// <servername>/goform/config?cmd=set
Rel eased HTTP API documentation can be downl oaded from
http://www. grandstream.com/sites/ default/files/ Resour
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%7 &%! 452 %3 |/ 6%26) %7

This section |lists major new features or i mprovement
View.
2%6) 3% 3)0 '##/5.4 .1 -% 4/ $)30,!'9 .!-%

T Web Configuration

This option can be foAAdcosdecodetvi Xe web Ul

& GDs3710
Account Active v
D LiveView SIP Server
& Door System Settings = ~ Qutbound Proxy
£ System Settings Backup Outbound Proxy
& Account DNS Mode A Record v
N — SIP User ID
Account 2 Authentication 1D
Account 3 Password
Account 4 Display Name
« Phone Settings TEL URI Disabled v

f Functionality

This feature eahahktewenseisto input display name to
having LCD display or similar hardware) so user wil!/
calling, to increase the wusability.
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350/ 24 &/ 2 #)3#/ 15/6!$)37(9%2!.4)3% #!
T Web Configuration

This optionacarmsekaufbdedmdvd e v iAcMa iwetbhe AJLCread i fi cates

& cbs3rio

Certificates

B LiveView

Trusted CA Certificates

B3 Door System Settings.

Issued By Expiration
£ System Settings
1 3 Upload
& Account 5 B3 Upload
0 Phone Settings ~ 3 B Upload
B Video & Audio Settings - 4 I3 Upload
& Alarm Settings E 5 B3 Upload
6 B3 Upload
% Email & FTP Settings
*\ Maintenance
Upgrade
Issued By Expiration
Reboot & Reset
1 B3 Upload
Debug Log

Data Maintenance
System Health Alert
Event Notification
Event Log
Certificates.

P
atus

T Functionality

Thias | owd owpsecra@i sbe QuoVadi s./ Hydrantl D CA
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For detailed information, please refer to User Manual

T GDS3710 User Manu al
http:// www. grandstream. com/sites/ default/files/ Reso

T HOWIO Gui de
http://www.grandstream. com/ support/resources/ ?2title

T HTTP &A®¢umentation can be downl oaded from here:
http:// www. grandstream. com/sites/ default/ files/ Reso
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&)2-712% 6%23)/. p8M8X8pT

02/ $5#4 . ! - %
GDS37MHW Suppd2AeldA,. 1.3B, ,11pAA

$!14%
0R3/2020

35--129 [/ & 50%!4%

Thmaippr pose obfsethsg fFfiexes and features enhancement .

Factory Reset i s ifr ewpgrmedcidregd from very old firmware,
abnor mal webUl or missing parameters in the GUI, facto
the configuration and data before factory reset and i m

This firmware would not be able to downgrade to versi ol

&) 2-712% 100,) %3 4/ "%, /7 (7 6%23)/. /.,9

HW versi FW Comment s
GDS3710 HY YES Only sulpb®pggrade i m
GDS3710 HY YES Only sulpb®pggrade i m
GDS3710 HY YES Only sulgpb®pggrade i m

GDS37105KAY YES
GDS37106A\ YES
GDS3710 7\ YES
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T I'ncreased maxi mum unlock holding time to 1800 seconds
T Added support for anonymous MIPEG stream viewing for
T Added option to havasdcedhiamet 6d ifdodrs sRdao@iRthds(tGDeSaMa na g e r
"5'&) 8

T Fi xreat playing audio or | VR -exbmtertveumiwben calling
T Fixed reboot | oop when certain P values in the confic
1T Fixed call "thuompepedi at the doorbell i st.

1T Fixed busy tone ptldaymbdewhien theéel dagr Bel |l i st.

T Fixed device connects when receiving 183 ringing fror
1T Fixed device not response to PIN input when account |
T Fixed event notification wdXilstbec asrehtbevhsewi pdd.abl ed ¢
T Fixed unified passwatdschedstied tomenvdaoWi egand i nt e
T Fixed GDSManager Configuration password and RTSP pass
+./ 7. ) 335%3

T I NVITE to an I CMP address, the doorbell still ri ngs e
T The panel l'ights might off during the call/l someti mes.
T Remote device can hear custom doorbell ri ngtone about
T GDS3710 as Callee wildl not do stream negotiation.

T When SIP account i s |koegygheoda roduti,s parbensosrimmagl .t he

T When SIP transport mode is TLS/TCP, remote door openi
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%M0L5! , 5%

P15 RSTP PasSwordg & MIN |l ength is 1, MAX | ength

-1 $) &)BAS, D%

Pl1u01|Updated fAiUnl ock Holding TilBOQOs ) G.ecmew ,valnuegf

Rel eased HTTP API documentation can be downl oaded from

http://www. grandstream. com/ sites/ default/files/ Resour
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%7 &%! 452 %3 |/ 6%26) %7

This secmdjomr Ilneswsfeatures or improvement and descri be:
View.
) . #2%! 3% 5.,/ #+ (/,%$).' 4)-%

T Web Configuration

This option can be foADbDdounB8e¢st dAaBhestcwEBgs Ui ngs

& cbs3rio

Door System Settings

D LiveView
Unlock Holding Time(s)

ALMOUTA Feature Alarm Output ~
& Door System Settings Device will hold the door unlocked
ALMOUT1 Status Normal Open & for a while (1-1800 seconds).
Basic Settings
Delay before Unlocki(s) 0
Unlock Holding Time(s) 5
Minimum Interval of Swiping Card(ms) 300
Mumber of Snapshots when Door Opened 4
Snapshot when Door Opened via FTP [ via Email
Snapshot when Doorbell Pressed [via FTP [] via Email
T Functionality

This featureienpanaoacedcdedtbased on field feedback from c
application scene requir @ ptebne a,t otelri sh od rdh anrgc emoea ret tii snef o

The increased unlock holding time is 1800 seconds, or
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./ .9-/53 -*0% 342%!- 6)%7)."' &2 % #( 342%! -
T Web Configuration

This option can be f oAS8Ys uSaltetrp Aigesweiscse Sweea b ii tlgst o check
AEnabl e Anonymous LiveViewd as seen bel ow:

& Gbs3rio
Access Settings
3 LiveView
Web Access Mode HTTPS v
B Door System Settings
Web Access Port 443
& System Settings
MJPEG Authentication Mode Challenge+Response v
Date & Time
RTSFP Port 554
MNetwork Settings
User Login Timeout{min} 5
Access Settings
Maximum Number of Login Attempts 5
User Management
Locking Time of Login Error {m 5
& Account ¢ g m
_ Disable Web Access
£ Phone Settings
Enable UPnP Discovery v
B Video & Audio Settings
Enable Anonymous LiveView L4
& Alarm Settings
Enable SSH v
& Email & FTP Settings
SSH Port 22

4, Maintenance

GDSManager Configuration Password | seeees

@ Status

RTSP Password s
T Functionality
This is a major enbh@nbamedtomnofi &D&3f7Teedback from cust (
using MIJIPEG str eadm vfeolro pimme nhto utshee rreef or e do need the conv
security. Mhemy mdbwsy eMJPEG ddtvierve eewvnabtad, usest omeowi ng

to retrriedvadJePdh®@ str eams:

http(s)://IP:Port/anonymous/jpeg/stream=X (X=0, 1, 2, or default 3)
For exampl e:

https://192.168. 1. 128/ anonymous/ jpeg/ streams=
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NOTE:

1T Except defdauthevatuvweam 0, 1, 2 mapped to the stream 1

f Unless using default value 3, all other values requir
Codeco in the APreferred Video Codeco
For example, in this setting page:
& GDs3rio
D LiveView
Prefarred Video Codec H264 v
B Door System Settings
Profile Main Profile v
& System Settings .
Resolution 1280°720(16:9) v

& Account

Bit Rate(kbps) 512 v
o ;
& Phone Settings Frame Rate(fps) 25 v
B Video & Audio Settings Bit Rate Control CER (Censtant Bit Rate) v
Video Settings Image Quality Norma v
)SD Settings
OSD Setings |-frame Interval 80
Audio Settings
Prefarred Video Codec MJPEG v
Privacy Masks
Profile Main Profile '
& Alarm Settings
Resolution 320724004:3) v
& Email & FTP Settings
Bit Rate(kbps) 2586 v
9, Maintenance
Frame Rate(fps) 30 v

@ Status

Bit Rate Control CER (Constant Bit Rate) v

Stregdm=2lg H. 264 apN&=R9r &AMEG, t herefore:

https://192.168.1.128/ anonymous/ jpeg/stream=2
would show the MJPEG |ive stream using stream3 resol ut |
But if wusing:
https://192.168.1.128/anonymous/jpeg/stream=1

would get error message |ike below because stream 2 ( X:

This XML file does not appear to have any style information associated with 1t. The document tree 1s shown below.

¥ <Configuration>

<ResCode>-1</ResCode>

<RetMsgrstream 1 is not MIPEG</RetMsgy
</lontiguration>
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T Because this feat throausies ddeersil prpenke nftgr tihrer ef ore the nu
streams are | imited. | f below message shown, this mez¢

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

—<Configuration>
<ResCode>-1</ResCode>
| <RetMsg=>It is reached the maximum nmnberﬁ"Ret}lsgﬂ
</Configuration>
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$%S) #!1 4%$ 0! 337/ 2% &/ 2 2430 342%! -
T Web Configuration

This option can be f oAlSds uSBaltetrA higesva £  Sveetbt iUd g s

& cbs3rio

Access Settings

D LiveView
Web Access Mode HTTPS w
& Door System Settings
Web Access Port 443
&£ System Settings
MJPEG Authentication Mode Challenge+Response v
Date & Time
RTSP Port 554
User Login Timeout(min) 5
Maximum Number of Login Attempts 5
2 Account Locking Time of Login Error (m) 5
Disable Web Access
& Phone Settings =
) R Enable UPnP Discovery
& Video & Audio Settings
Enable Anonymous LiveView
& Alarm Settings
Enable SSH
@ Email & FTP Settings
SSH Port 22
9, Maintenance
GDSManager Configuration Password sesnes
@ Status
RTSP Password (TTT L]
T Functionality
This feature enhancement i s basedsdmmfeireNrGFgfwesednbgac k f r
admin pasoweiew the RTSP " 9adey appkamavian8 I|ike VLC P
devel opment Scripts.
Now cusdaomegt il | use amN®Tusse uasnE rnn gpne,e mboudghw &S P
passwoaridew the | ive str edmarvyita aopwpnl iscédeidpobns i@rk.e3 VL C
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For example, uPlilageV|LCi Medoafigure the RTSP tphaessns wor d t
using following command can get the video stream
rtsaoadmi/ih234@192. 168. 1(lhdar8/ 4t ~htowsamhaes 240 used)

& Open Media — X

| File "4 Disc = Metwork [} Capture Device

Metwork Protocol

Please enter a netwark URL:

| rtsp:ffadmin: 1234@122, 168, 11, 123/4] e

[] show more options

Blay |« Cancel

FORAI:
RTSR:d/mimnt sp_p&aPsBOS8®L0: Port/ X
(X = 0, 4, 8StobpeamsphppndenB)to
Theel ett ed svtirdeecaona uwdii toh wi | | play out with some del ay ba:

processing power and network conditions.

NOTE:
T Please make sure the enwisitmigmenteatsusecure before
T Please reminder user the privacy when using this fe
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For detailed information, please refer to User Manual

T GDS3710 User Manu al
http:// www. grandstream. com/sites/ default/files/ Reso

T HOWIO Gui de
http://www.grandstream. com/ support/resources/ ?2title

T HTTP &A®¢umentation can be downl oaded from here:
http:// www. grandstream. com/sites/ default/ files/ Reso
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GDS37HOWN Suppdr3A,d:1.53B,, 1115 A A

$!14%
1%/2019
35--129

Thmaipaor pose

/I & 508! 4%

obsetdsBsanee¢ mamtnoand i x

6 %2 3) |
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found i

n

previ

p8mM8YX38UY

ous bu

Factory Reset i sonceecommgnaeed to this ver sion due to
enhancement . I f upgrading from very old firmware, or e
parameters in the GUI, factory reset is mandatory. Pl e
before faanhdriympesetback after reset.
This firmware would not be able to downgrade to versi ol
&) 2-712% 100, ) %3 4/ "%,/ 7 (7 6%23)/ /. ,9

HW versi FW Comment s

GDS3710 HY YES Only sulpb®pggrade i m

GDS3710 HY YES Only sulpb®pggrade i m

GDS3710 HY YES Only sulgpb®pggrade i m

GDS37105KAY YES

GDS37106AY YES

GDS3710 7A\ YES
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%. (! . # % %. 4
T Enhancefdaitlhoever mechani sm(lmasatdyohobDNBETSRVcustomer s)
T I'nclude Holidays on Keep Door Open Schedule for Door

Il5l &)8
T Fi xtelde i nput passwoodskororamdt aswmoalhdobderhal sa ms.

-

C

t

C

+. /7. ) 335%3

T INVITE to an I CMP address, the doorbell still rings
T The panel l'ights might off during the call someti mes.
T Remote device can hear custom doorbell ringtone abou
T GDS3710 as Callee wil!l not do stream negotiation.

T When SIP account is |l ogged out, pressing the keyboar
T When SIP transport mode is TLS/TCP, remote door openi
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p8mn8Yx 38

GDS37HOWN Suppdr3A,d:1.53B,, 1115 A A

$!14%
1081/ 2019
35--129 [/ & 50%$!4%

Thenaipur pose ofaset hhssg rfeilxxes and featureseclwemihtaywcement .

enhanceandadretd t o

Factory Reset

enhancement . | f
parameters in the

alarm the tampering of GDS37xx.

i sonrceecommgnaeed to this ver sion due to
upgrading from very old firmware, or e
GUI, factory reset is mandatory. Pl e

before faanhdriympesetback after reset.

This firmware woul d

&) 2-712% 100, ) %3

not be able to downgrade to versi o

41 "%, /7 (7 6%23)/. [ .,09

HW versi Fw

Comment s

GDS3710 HY YES

Only sulgpb®pggrade i m

GDS3710 HY YES

Only sulgpb®pggrade i m

GDS3710 HY YES

Only sulgpb®pggrade i m

GDS37105KAY YES

GDS37106A\ YES

GDS3710 74K\ YES

GRANDSTRENEM WORK S

GDS3 XRel ease Notes Pag®79



%.

=A =4 =4 =4 -4 A
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=a —a —a —a —a _a |

(!
Add
Add

Opt i mi

Add
Add
Add

5 1

Fi x
Fi x
Fi x
Fi x
Fi x
for

7

w CRANDSTREAM

CONNECTING THE WORLD

#%- %. 4

ed
ed

ed
ed
ed

suppoer fmechbhaibm based on DNS SRV

siren alarming function when door opened abnorr
zed debug output information

option to onlgalalccfepemi Rcoxny hfe ISV &r

including Holidays at Keep Door Open schedul e
reset/restore factory default password via spec

&) 8

Fi xckeaelvi ce sending out | Pv6é packets.

ed
ed
ed
ed
ed

ma t

i mpossi bl e tadP dRddr ivig t(uvabhe nBledrs&DBerand | P pho
Speaker not playing audio messagentmber server v
device still send RTCP packets when RTCP is set
using G.729 device cannot communicate with DPZ7x
device wil/l not request to upgrade and downl oa
i ke: I P_Address: Port/ Path or | P_Address/ Path

) 335 %3

I NVITE to an I CMP address, the doorbell still ri ngs e
panel l'ights might off during the call/l someti mes.
Remote device can hear custom doorbell ri ngtone about
GDS3710 as Callee wildl not do stream negotiation.

The

Wh e
Wh e

n
n

SI'P account is |l ogged out, pressing the keyboarc
SIP transport mode is TLS/ TCP, remote door openi
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%M0L5! , 5%

Al arm_Settings. Al arm_Events_ CAmfrniog .m2il g iDto olrn fCu

P158
(val ue: 0/ 1)

Al arm_Settings. Alarm_Events_ _ZoAbbnagr malgi Podmpa

P155
(value: 0/ 1)

-1 $) &)BES, D%

P1320|Al arm_Settings. Alarm_Events_Calfug:. DOQGLA2N D)

P1432JAl arm_Settings. Alarm_Events_C@alfug:. DOGLA21 3)p

%7 440 ! 0)

P15508l arm_Settings. Alarm_Events_Config.Digit_Ilnput.Digit_I

(val ue: 0/ 1)

GET: http://ip:port/goform/config?cmd=get &type=event
SET: http://ip:port/goform/config?cmd=set &P15508=<value>

P15500 arm_Settings. Alarm_Events_Config.Digit_Ilnput.Digit_I

(value: 0/ 1)

GET: http://ip:port/goform/config?cmd=get &type=event
SEThttp://ip:port/goform/config?cmd=set&P15509=<value>

Rel eased HTTP API documentation can be downloaded from
http:// www. grandstream.com/sites/ default/files/ Resour
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This section |lists major new features or improvement a
View.
3500/&'4) , / 6 %2 - %# ($..3) 33-2 6/
T Web Configuration
This option can be foAAdcofdecodetvi Xe( Xebh, UR, 3, and 4
& Gbsario
Account 1
2 |iveliew
SIP Basic Settings
B Door System Settings
Account Active
& System Settings
Account Name DNS.SRY
& Account
SIP Server sip.servercom
Account 1
QOutbound Proxy primary.proxy.com
Account 2
Backup Outbound Proxy backup.proxy.com
Account 4 DNS Mode SRV
& Phone Settings SIP User ID 123438
Authentication ID 654321
& Video & Audio Settings vinemieation
_ ) Password sessssBene
& Alarm Settings
TEL URI Disabled
& Email & FTP Settings
f Functionality
This is a major feature enhancement for Service Provid:
soft switch for major Internet Telephony service provic
provider smooth serviceenviamesidowm. backup in case s
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& cps3710
SIP Advanced Settings
2 |iveView
Registration Expiration{m) 60
B Door System Settings ) o
Re-register before Expiration(s) 0
/stem Settings
SRR Local SIP Port 5060
a -
R SIP Transport UDP w
Accountt Stream Stream 2 v
Enable DTMF RFC2833 [] SIP INFO
Account 3
DTMF Payload Type 101
Account 4
Unregister On Reboot
@ Phone Settings
MAT Traversal Mo w
& \ideo & Audio Settings
Enable SRTP Disabled v
& Alarm Settings -
Special Feature :Telefonica Spain e |
& Email & FTP Settings Standard

Outbound Proxy Mode
. Broadsoft

@ Status

H.264 Payload Type 99

I n thewdbvAUAcecount X (X=ASIP, AByvaaceMd8pecitalngBeat ur e:
There is a new feature specially designed for Tel efoni ¢
Telefonica to their customers. Just need to enable thi:
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N2%. !, 12-)y." T7T(% $/12 /0% % !''"./2-1,,9 30%#)!, 7)2
T Web Configuration

This option can be f oAl Aldarunm dedtAtdianvgmsc E v & AbBiULCiotn fligp u't

& GDs3710

Alarm Events Config

D LiveView

Motion Detection

Enable Motion Detection ] E Region Config

B Door System Settings

& System Settings

Sensitivity 50
& Account
Select Alarm Schedule All Day ~ | Edit Schedule
& Phone Settings
Select Alarm Action Profile profile1 ~  Edit Profile
8 Video & Audio Settings
& Alarm Settings Digit Input
Alarm Events Config . )
Digit Input 1 Disable ~
Alarm Schedule Settings ,
Digit Input 2 £ Abnormal Door Control HES
Alarm Action Settings - J
Digit Input 2 Status Mormal Open ~ || Current state is OPEN
Alarm Phone List
Select Schedule 2 All Day ~ | Edit Schedule
@ Email & FTP Settings
Select Alarm Action Profile 2 profilet ~ Edit Profile
4, Maintenance
@ Status Ml Digit Output
Alarm Output Duration(s) 5 ~
T Functionality
This issacueijlogygncem@b$37xx when device be tampered to o
abnormally.
When this feature enabled (special wbnobngateqpenedpose:

be detected by DI port (Alarm_In2 or IN2 in below diag!l
COMx port to DIx port) therefore trigger siren alar m. {

wi || s outnadp ymaumnualll 'y override by related person.

There are several ways to stop and disable the al ar m:
1) Power cycle the GDS37xx
2) Pick up the Al arm Phone Call (i f configured)
3) Open Door wusing PIN (either public PIN or private F

Once alarm triggeredket bhnaawhbBnd 7t§h0e waeibhnor mal edgpemadbor h
and upload the snapshots to FTP or Central Server (whei
phone, send the alarm output (if connected). User wild/l
met hods mentioned above.

Detailed action information please refer to GDS37xx Us.
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Bel ow are some diagrams showing the correct wiring to

GDS3710 Connection & Wiring Diagrams ---- “Fail Safe” Electric Strike, 3" Party Power Supply
Outdoors Indoors

Asner loor Soee

St Tude

Power Supply for
Blactric Strike
D 6-24V

GDS3710 Connection & Wiring Diagrams ---- “Fail Safe” Electric Strike, 3" Party Power Supply
Outdoors Indoors

Power Supply for
Elactric Strike
X 6-24V
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