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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A, 2.0A, 2.1A, 2.2A, 3.0A, 3.1A) 

GDS3712 (HW Supported: 1.0A, 1.1A, 1.2A)  

 

$!4% 

07/07/2025 

 

&)2-7!2% &),% ).&/2-!4)/. 

¶ Firmware file name:  gds37xx_fw.bin 

MD5:  5575cd334aaef17aca1edc17d8b42042 

 

 

35--!29 /& 50$!4% 

This release is for HW3.1A support, based on 1.0.13.10 

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal behavior like WebUI missing some parameters or settings, factory reset is required.  

Please backup the configuration file and database file of RFID cards before factory reset, and 

import them back or configure them again after factory reset. 

 

 

NOTES:  

¶ Once upgraded, device can NOT downgrade to FW1.0.11.23 or below, due to 

the new firmware is using 2nd generation certificate 

¶ This firmware would not be able to downgrade to previous version 1.0.9.X or 

below for HW2.XA, except for HW1.7A or below.   
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HW version  FW  Comments  

GDS3710 HW3.1A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW3.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.2A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 

GDS3712 HW1.2A YES  

GDS3712 HW1.1A YES  

GDS3712 HW1.0A YES  
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For detailed information about GDS371X, please refer to User Manual and Resource Center:  

 

¶ GDS371X User Manual:  

https://documentation.grandstream.com/article-categories/facility-access-systems/   

 

¶ HOW-TO Guide 

https://documentation.grandstream.com/article-categories/interconnection-facility/  

 

¶ HTTP API documentation can be downloaded from here: 

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/  

  

https://documentation.grandstream.com/article-categories/facility-access-systems/
https://documentation.grandstream.com/article-categories/interconnection-facility/
https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A, 2.0A, 2.1A, 2.2A, 3.0A) 

GDS3712 (HW Supported: 1.0A, 1.1A, 1.2A)  

 

$!4% 

08/28/2024 

 

&)2-7!2% &),% ).&/2-!4)/. 

¶ Firmware file name:  gds37xx_fw.bin 

MD5:  381c0aa636739cc576ee8020bd348053 

 

 

35--!29 /& 50$!4% 

This release is for bug fixes (IOT) and new feature enhancements. 

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal behavior like WebUI missing some parameters or settings, factory reset is required.  

Please backup the configuration file and database file of RFID cards before factory reset, and 

import them back or configure them again after factory reset. 

 

 

NOTES:  

¶ Once upgraded, device can NOT downgrade to FW1.0.11.23 or below, due to 

the new firmware is using 2nd generation certificate 

¶ This firmware would not be able to downgrade to previous version 1.0.9.X or 

below for HW2.XA, except for HW1.7A or below.   
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HW version  FW  Comments  

GDS3710 HW3.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.2A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 

GDS3712 HW1.2A YES  

GDS3712 HW1.1A YES  

GDS3712 HW1.0A YES  

 

%.(!.#%-%.4 

¶ Added an Alarm-Out Event when receiving/performing a call [ITSP] 

¶ Added option to disable the weak TLS ciphers.  

¶ Added alarm out status icon in the webUI. 

 

"5' &)8 

¶ Fixed video call fails with Yealink T58W [IOT] 

¶ Fixed basic call feature one case failure [IOT] 

 

+./7. )335%3 

¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing keypad the response will be abnormal till 

the call time out (about 2 minute).  
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 P8536 
 System_Settings.Access_Settings.Enable_Disable_Weak_Ciphers 

 (Value: 0, 1, 2, 3, 4, 5) 

 P15610 
 Alarm_Settings.Alarm_Events_Config.Enable_SIP_Calling_Trigger_Alarm_Output  

 (Value: 0, 1) 

 
 
 

.%7 (440 !0)ȡ 

 

 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=access 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P8536=<value> 

 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=event 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P15610=<value> 

 
 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/  

   

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

3)0 #ÁÌÌÉÎÇ 4ÒÉÇÇÅÒ !ÌÁÒÍ /ÕÔÐÕÔ     

¶ Web Configuration 

This feature can be found under device web UI: Alarm Settings Ą Alarm Events Config:    

 

¶ Functionality 

This feature is implemented by ITSP customerôs request.  

 

With this feature enabled, the calls in/out of the GDS37xx will trigger Alarm Outpu, where 3rd party 

devices are connected.  

 

This feature is especially useful where the usage scene requires loud sound or visual effect when 

GDS37xx is called or when visitors press doorbell or call designated phone number asking for open door.   

 

For example, senior houses, or rehab center, or disabled person (e.g.: deaf person) residence place, or 

places like drive-in banks or restaurants, etc., where requires those lound audio (siren) or visual effect 

(strike light) remindering there is a call asking for open door.  
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¶ Web Configuration 

This feature is combined side function with above ñSIP Calling Trigger Alarm Outputò feature enabled.  

 

When the ñSIP Calling Trigger Alarm Outputò feature enabled, if there is incoming or outgoing call or from 

the GDS37xx, the top right corner ñBell Iconò will become red and be flashing. The triggered alarm can be 

stopped in below two ways:  

 

1. Click that flashing icon will stop the alarm: 

 

 

2. Automatically stop based on configured ñAlarm Output Durationò timer (below sample is 10 seconds): 

 

 

¶ Functionality 

With the alarm status icon on the webUI, the user can either manually stops the alarm by log into the 

GDS37xx (if the configured timer is long for example); or let it stop automatically based on the timer in 

configuration.  

 

These functions allow users to control the 3rd party alarm devices basoed on their usage scene.  
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For detailed information about GDS371X, please refer to User Manual and Resource Center:  

 

¶ GDS371X User Manual:  

https://documentation.grandstream.com/article-categories/facility-access-systems/   

 

¶ HOW-TO Guide 

https://documentation.grandstream.com/article-categories/interconnection-facility/  

 

¶ HTTP API documentation can be downloaded from here: 

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/  

  

https://documentation.grandstream.com/article-categories/facility-access-systems/
https://documentation.grandstream.com/article-categories/interconnection-facility/
https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A, 2.0A, 2.1A, 2.2A, 3.0A) 

GDS3712 (HW Supported: 1.0A, 1.1A, 1.2A)  

 

$!4% 

06/24/2024 

 

&)2-7!2% &),% ).&/2-!4)/. 

¶ Firmware file name:  gds37xx_fw.bin 

MD5:  69e87ad992c7d75c3fc870ac9b2b83f3 

 

 

35--!29 /& 50$!4% 

This release is for bug fixes and new feature enhancements. 

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal behavior like WebUI missing some parameters or settings, factory reset is required.  

Please backup the configuration file and database file of RFID cards before factory reset, and 

import them back or configure them again after factory reset. 

 

 

NOTES:  

¶ Once upgraded, device can NOT downgrade to FW1.0.11.23 or below, due to 

the new firmware is using 2nd generation certificate 

¶ This firmware would not be able to downgrade to previous version 1.0.9.X or 

below for HW2.XA, except for HW1.7A or below.   
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HW version  FW  Comments  

GDS3710 HW3.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.2A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 

GDS3712 HW1.2A YES  

GDS3712 HW1.1A YES  

GDS3712 HW1.0A YES  

 

%.(!.#%-%.4 

¶ Added schedule for ñEnable Backgound Lightò  

¶ Added 802.1X support. 

¶ Updated gs_cpe to V1.0.5.7 (not displayed in webUI) 

 

 

"5' &)8 

¶ Fixed issue the first key pressed no key sound heard when pressing the keys.   

¶ Fixed DUT not sending config file request to updated config server after GDMS redirection. 

¶ Fixed DUT does not respect schedule 

¶ Fixed no startup event log after the DUT restarted.  

¶ Fixed after answering automatic callback there is no audio. 

¶ Fixed P value update not requiring reboot would not be found in configuration upate. 
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¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing keypad the response will be abnormal till 

the call time out (about 2 minute).  
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 P15594 
 DoorSysteemSettings.BasicSettings.EnableWhiteBacklightonTimeInterval 

 (Value: 0:Disable, Default;    1:Enable) 

 P15595 
 DoorSysteemSettings.BasicSettings.WhiteBacklightonTimeIntervalStart 

 (Value: Digital String) 

 P15596 
 DoorSysteemSettings.BasicSettings.WhiteBacklightonTimeIntervalEnd 

 (Value: Digital String) 

 
 
 

.%7 (440 !0)ȡ 

 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15594=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15595=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15596=<value> 

 

 
 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/  

   

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

3#(%$5,% &/2 %.!",% "!#+'2/5.$ ,)'(4     

¶ Web Configuration 

This feature can be found under device web UI: Door System Settings Ą Basic Settings:    

 

¶ Functionality 

This feature is implemented by customerôs request.  

 

With configurable schedule, user can turn ON/OFF the white background LED to light up the keypad as 

well as illuminate nearby area around the GDS3710.  

 

NOTE: This feature is applied to GDS3710 Only, because GDS3712 does not have keypad therefore 
without the backgroudn LED light.   
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For detailed information about GDS371X, please refer to User Manual and Resource Center:  

 

¶ GDS371X User Manual:  

https://documentation.grandstream.com/article-categories/facility-access-systems/   

 

¶ HOW-TO Guide 

https://documentation.grandstream.com/article-categories/interconnection-facility/  

 

¶ HTTP API documentation can be downloaded from here: 

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/  

  

https://documentation.grandstream.com/article-categories/facility-access-systems/
https://documentation.grandstream.com/article-categories/interconnection-facility/
https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A, 2.0A, 2.1A, 2.2A, 3.0A) 

GDS3712 (HW Supported: 1.0A, 1.1A, 1.2A)  

$!4% 

04/24/2024 

35--!29 /& 50$!4% 

This release is for bug fixes and new feature enhancements, and GDS3710 HW3.0A support.  

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal behavior like WebUI missing some parameters or settings, factory reset is required.  

Please backup the configuration file and database file of RFID cards before factory reset, and 

import them back after factory reset. 

 

NOTES:  

¶ Once upgraded, device can NOT downgrade to FW1.0.11.23 or below, due to 

the new firmware is using 2nd generation certificate 

¶ This firmware would not be able to downgrade to previous version 1.0.9.X or 

below for HW2.XA, except for HW1.7A or below.   

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW3.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.2A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 

GDS3712 HW1.2A YES  

GDS3712 HW1.1A YES  

GDS3712 HW1.0A YES  
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¶ Initial firmware for GDS3710 HW3.0A 

¶ Optimized webUI language translation 

¶ Changed ñZero Configò option wording to ñ3CX Auto Provisionò 

¶ Added feature to allow device sending syslog debug messages after reset [IOT] 

¶ Added SRTP requirement [IOT] 

¶ Enhanced syslog to be more user friendly [IOT] 

¶ Added SSL Key Log File [IOT] 

¶ Added support for DHCP Option 2 [IOT] 

¶ Added feature for packet capture [IOT] 

¶ Enhanced Alarm Output duration to last longer or unlimited 

¶ Enhanced keypad blue LED light brightness can be adjusted 

¶ Added feature to ñSend SIP Logò  

¶ Added feature to send ñevent typeò, ñusernameò and ñcard IDò in the email with opendoor event 

¶ Added support for 802.1X 

 

"5' &)8 

¶ Fixed video call not working when SRTP set to ñEnabled and forcedò [IOT] 

¶ Fixed device got blocked randomly 

¶ Fixed video feed got dark sometimes 

¶ Fixed device not sending email notification after doorbell pressed 

¶ Fixed call disconnected with WebEx hunting group 

¶ Fixed local feature code cannot be disabled [IOT] 

¶ Fixed TLS SRTP call 500 response from server [IOT] 

¶ Fixed audio got cutoff in the beginning of call [IOT] 

¶ Fixed registration failure and retry timer not being followed [IOT] 

¶ Fixed device not followup on HTTP config file download after receviing 401 response [IOT] 

¶ Fixed device randomly stops sending email or feeding video stream 

¶ Fixed SIP process cannot be started sometimes 

¶ Fixed device swiping card failed to open door when in call with GSC3570 

¶ Fixed device SMTP configuration fail to work with Office365 Exchange account 

 

+./7. )335%3 

¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing keypad the response will be abnormal till 

the call time out (about 2 minute).  
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 P15591 
 DoorSysteemSettings.BasicSettings.BlueLightBrightness(Time Interval) 

 (Value: 1 ï 255) 

 P15592 
 DoorSysteemSettings.BasicSettings.BlueLightBrightness(Key Pressed)  

 (Value: 1 - 255) 

 P143 
 SystemSettings.DateTime.AllowDHCPOption2toOverrideTimeZoneSetting 

 (Value:  0:Disable;    1:Enable) 

 P7901 
 SystemSettings.NetworkSettings.802.1XMode     

 (Value:  0:Disabled; 1:EAP_MD5; 2:EAP-TLS; 3:EAP-PEAPv0/MSCHAPv2 

 P7902 
 SystemSettings.NetworkSettings.802.1XIdentity  

 (Value:  String, Max.length=512)  

 P7903 
 SystemSettings.NetworkSettings.MD5Password 

 (Value:  String, Max.length=8912) 

 P8439 
 SystemSettings.NetworkSettings.802.1XCACertificate  

 (Value:  String, Max.length=8912) 

 P8440 
 SystemSettings.NetworkSettings.802.1XClientCertificate 

 (Value:  String, Max.length=8912) 

 P2383 
 Account.Account.1.SRTPKeyLength 

 (Value:  0:AES 128&256 bit;  1:AES 128 bit;  2:AES 256 bit) 

 P191 
 Account.Account.1.EnableLocalCallFeatures 

 (Value:  0:Disable;    1:Enable) 

 P2483 
 Account.Account.2.SRTPKeyLength 

 (Value:  0:AES 128&256 bit;  1:AES 128 bit;  2:AES 256 bit) 

 P420 
 Account.Account.2.EnableLocalCallFeatures 

 (Value:  0:Disable;    1:Enable) 

 P2583 
 Account.Account.3.SRTPKeyLength 

 (Value:  0:AES 128&256 bit;  1:AES 128 bit;  2:AES 256 bit) 

 P520 
 Account.Account.3.EnableLocalCallFeatures 

 (Value:  0:Disable;    1:Enable) 

 P2683 
 Account.Account.4.SRTPKeyLength 

 (Value:  0:AES 128&256 bit;  1:AES 128 bit;  2:AES 256 bit) 

 P620 
 Account.Account.4.EnableLocalCallFeatures 

 (Value:  0:Disable;    1:Enable) 

 P1387 
 Maintenance.PacketCapture.SendSIPLog 

 (Value:  0:Disable;    1:Enable) 

 P6008  
 Maintenance.PacketCapture.WithRTPPackets 

 (Value:  0:No;        1:Yes) 

 P22419 
 Maintenance.PacketCapture.WithSecretKeyInformation 

 (Value:  0:No;        1:Yes) 

 P82307 
 Send Syslog Debug Messages After Reset 

 (Value:  0:Disable;    1:Enable) 
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 P198 
 Account.Account.1.SpecialFeature 

 (Value added: 122: Metaswitch) 

 P424 
 Account.Account.2.SpecialFeature 

 (Value added: 122: Metaswitch) 

 P524 
 Account.Account.3.SpecialFeature 

 (Value added: 122: Metaswitch) 

 P624 
 Account.Account.4.SpecialFeature 

 (Value added: 122: Metaswitch) 

 

.%7 (440 !0)ȡ 

 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15591=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15592=<value> 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=date 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P143=<value> 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=net 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P7901=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P7902=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P7903=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P8439=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P8440=<value> 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=sip 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2383=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2483=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2583=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2683=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P191=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P420=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P520=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P620=<value> 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=debug 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P1387=<value> 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=capture 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P6008=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P22419=<value> 

 
 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/  

   

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 
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¶ Web Configuration 

This feature can be found under device web UI: Maintenance Ą Upgrade:    

 

 

¶ Functionality 

This feature previously marked as ñZero Configò, it is working with 3CX Auto Provisioing, therefore 

changed the wording to ñ3CX Auto Provisionò to be more specific and clear to users.  
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¶ Web Configuration 

This feature can be found under device webUI: Alarm Settings Ą Alarm Events Config Ą Digit Output:   

 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from field.  

 

The alarm output duration now increased to 900 seconds or 15 minutes. When ñAlwaysò is selected in the 

pull-down menu, the alarm output will be forever until administrator to disable or reset it.  
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¶ Web Configuration 

This feature can be configured under device webUI: Door System Settings Ą Basic Settings:   

 
 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from the field. Customers want to be able 

to adjust the brightness of keypad blue LED to meet the application environment.  

 

Now customer can now adjust the keypad blue LED brightness by moving the bar in the webUI. 

 

There are two adjustable bars or choices:  

 

¶ ñBlue Light Brightness(Time Interval):   

This bar adjusts the brightness when blue LED is configured to light up at configured On/Off intervals.  

 

¶ ñBlue Light Brightness(Key Pressed):  

This bar adjusts the brighness of blue LED when keypad is pressed 
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¶ Web Configuration 

This feature can be found under device webUI: Maintenance Ą Syslog:  

 

 

 

 

¶ Functionality 

This feature enhancement is implemented based on customerôs request.  

 

When enabled by choosing ñYesò in the pull down menu, the SIP log will be included in the syslog 

message. This is perticularly useful when secure link is used (e.g.: SSL/TLS used) 
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¶ Web Configuration 

This feature can be configured under device web UI: System Settings Ą Network Settings Ą Advanced 

Settings:     

 

 

¶ Functionality 

This feature enhancement is implemented based on customerôs request. 

 

User can now support the network by filling in the parameters of 802.1X 
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¶ Web Configuration 

This feature can be found under device webUI: Maintenance Ą Event Notification:     

 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from the field.  

 

Customers can now fill in the Event Notification template with more information like Event Type, Card ID, 

Username, etc, together with the snapshots when door opened.  

 

More detailed information in the email together with the snapshot, will help the management of the door 

access events more successfully.  

 

This is especially useful for customers with the implementation site where many doors exist, like but not 

limited to: Schools, Gym, Hospitals, Office Buildings, etc.  
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For detailed information about GDS371X, please refer to User Manual and Resource Center:  

 

¶ GDS371X User Manual:  

https://documentation.grandstream.com/article-categories/facility-access-systems/   

 

¶ HOW-TO Guide 

https://documentation.grandstream.com/article-categories/interconnection-facility/  

 

¶ HTTP API documentation can be downloaded from here: 

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/  

  

https://documentation.grandstream.com/article-categories/facility-access-systems/
https://documentation.grandstream.com/article-categories/interconnection-facility/
https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A, 2.0A, 2.1A, 2.2A) 

GDS3712 (HW Supported: 1.0A, 1.1A, 1.2A)  

$!4% 

11/22/2023 

35--!29 /& 50$!4% 

This release is major security upgrade, bug fixes and new features enhancements. 

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal behavior, or Web UI display missing some parameters or settings, factory reset is 

MANDATORY.  

Please backup the configuration file and database file of RFID cards before factory reset, and 

import them back after factory reset. 

 

NOTES: 

¶ Once upgraded, device can NOT downgrade to FW1.0.11.23 or below, due to 

the new firmware is using 2nd generation certificate 

¶ This firmware would not be able to downgrade to previous version 1.0.9.X or 

below for HW2.XA, except for HW1.7A or below.   

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW2.2A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 

GDS3712 HW1.2A YES  

GDS3712 HW1.1A YES  

GDS3712 HW1.0A YES  



 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 43 

%.(!.#%-%.4 

¶ Use HTTPS as default CFG file download method to update gen2 cert without manual configuration  

¶ Added support for HTTP API request when web access is set to HTTPS 

¶ Added support to edit the interval of ñOnhook Timer After Remote Open Door(s)ò  

¶ Added the ability to configure delay for the snapshots taken when ñDoor Openedò or ñDoorbell Pressedò 

¶ Added admin audit logging to the event log functionality [ITSP] 

¶ Added ability to define the TLS protocol level 

¶ Added support for System Temperature object identifier in the MIB file 

¶ Added improvement for Alarm Email Subject and Text in GDS37xx 

¶ Added Emergency PIN to Re-enable Keep Door Open 

¶ Added in WebUI the Certificate Type Information 

¶ Added support for access with RTSP password in ONVIF 

¶ Added support for 2nd generation certificate 

¶ Added support for SNI extension on TLS [ITSP] 

¶ Added support for SNMP trap when doorbell button pressed 

¶ Added ñBRIGHTNESS/CONTRAST/SATURATIONò setting bar at LiveView page on WebUI 

 

"5' &)8 

¶ Fixed under SNMP settings, some key-related parameters configured and set are inconsistent with 

actual delivered parameters locally 

¶ Fixed UCM cannot discover GDS37xx through zero config when GDS is in another subnet 

¶ Fixed device doorbell blue light turning OFF after open door event.  

¶ Fixed device not playing the ring group prompt 

¶ Fixed ñSend Wiegand Code on Remote Open Door Actionò feature is not working 

¶ Fixed device not be redirected to the final provisioning server 

¶ Fixed the anonymous call issue reported by user 

¶ Fixed video re-invite fails to GDS device in WAVE 

¶ Fixed device does NOT trigger alarms for PIN Input Error 

¶ Fixed device does not send Request GET cfggds3710.xml  

¶ Fixed device video failed randomly after several hours   

¶ Fixed when creating a new card with name contains non alphanumeric characters (e.g.: OôBrian) the 

card is NOT created when clicking ñSaveò 

+./7. )335%3 

¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing keypad the response will be abnormal till 

the call time out (about 2 minute).  
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 P15582 
 DoorSystemSettings.BasicSettings.OnhookTimerAfterRemoteOpenDoor 

 (Value: 3 ï 1800) 

 P15584 
 DoorSystemSettings.BasicSettings.SnapshotDelayWhenDoorbellPressed 

 (Value: 0 ï 10) 

 P22293 
 SystemSettings.AccessSettings.MinimumTLSVersion 

 (Value: 10/11/12     10:TLS 1.0  11:TLS 1.1  12:TLS 1.2) 

 P22294 
 SystemSettings.AccessSettings.MaximumTLSVersion 

 (Value: 99/10/11/12  99:Unlimited  10:TLS 1.0  11:TLS 1.1  12:TLS 1.2) 

 P15585 
 SystemSettings.KeepDoorOpen.EmergencyPINtoReenableKeepDoor1Open 

 (Value: String, max.length = 8) 

 P15586 
 SystemSettings.KeepDoorOpen.EmergencyPINtoReenableKeepDoor2Open 

 (Value: String, max.length = 8) 

 P2311  
 Account.Account_1.Check_Domain_Certificates 

 (Value: 0, 1       0: Disable      1: Enable) 

 P2411  
 Account.Account_2.Check_Domain_Certificates 

 (Value: 0, 1       0: Disable      1: Enable) 

 P2511  
 Account.Account_3.Check_Domain_Certificates 

 (Value: 0, 1       0: Disable      1: Enable) 

 P2611  
 Account.Account_4.Check_Domain_Certificates 

 (Value: 0, 1       0: Disable      1: Enable) 

 P15520 
 ISP.BRIGHTNESS 

 (Value: 0 ï 128)  

 P15521 
 ISP.CONTRAST 

 (Value: 0 ï 128)  

 P15522 
 ISP.SATURATION 

 (Value: 0 ï 128)  
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¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15582=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15584=<value> 

 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=access 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P22293=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P22294=<value> 

 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=sch_open_door 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15585=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15586=<value> 

 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=sip 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2311=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2411=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2511=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2611=<value> 

 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=play 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15520=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15521=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15522=<value> 

 
 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/  

   

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

 

(4403 !3 $%&!5,4 #&' 02/6)3)/.).' -%4(/$ ɉ://- #/-0!4)",%Ɋ    

¶ Web Configuration 

This feature can be found under device web UI: Maintenance Ą Upgrade Ą Config:   

 

 

¶ Functionality 

Factory reset after upgrading to this firmware, the Config path will be changed from previous HTTP to 

HTTPS. This feature enhancement is implemented based on Zoom IOT. With such a change, device will 

be provisioned using HTTPS instead of HTTP, to meet the security requirement of Zoom or related ITSP 

service providers.  
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¶ Web Configuration 

This feature can be found under device webUI: Door System Settings Ą Basic Settings:   

 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from field.  

 

When enabled, user can configure the ñOnhook Timer After Remote Open Door(s)ò  instead of hard 

coded 3 seconds.  

 

This will help customers check and monitor whatôs happening in the application scene after door opened 

before the call automatically cleared and GDS back to normal idle state.  

 

 

 

  



 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 48 

$%,!9 &/2 3.!03(/43 4!+%. 7(%. Ȱ$//2 /0%.%$ȱ /2 Ȱ$//2"%,, 02%33%$ȱ  

¶ Web Configuration 

This feature can be configured under device webUI: Door System Settings Ą Basic Settings:   

 

 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from the field. Customers want to take 

snapshots AFTER door opened or doorbell pressed. 

 

This new feature allows customers to configure this Delay Timer instead of previous snapshots taken 

immediately when door opened or doorbell pressed.  

 

With such configurable timer, customers can get the desired delay snapshots after door opened or 

doorbell pressed, to meet the exactly needs in the installation environment.  
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¶ Web Configuration 

This feature can be found under device webUI: Maintenance Ą Event Log:  

  

 

 

 

¶ Functionality 

This feature enhancement is implemented based on the requirement of ITSP (MASERGY) 

 

This new feature allows admin activities to be logged in the Event Log table, as seen in the above 

screenshot.  
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¶ Web Configuration 

This feature can be configured under device web UI: System Settings Ą Access Settings:    

 

 

¶ Functionality 

This feature enhancement is implemented based on ITSP requirement.  

 

Some ITSPs only allow in their network infrastructure the devices support some particular TLS lever.   

(For example, only TLS 1.2 allowed and older versions of the protocol have been forbidden) 

 

This feature will allow those ITSP customers to define the level of the TLS protocol they want to enforce in 

the network deployment environment.  
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¶ Web Configuration 

This feature can be found under device webUI: Email & FTP Settings Ą Email Settings:    

 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from the field.  

 

Customers can now customize the Email Subject and Email Content, based on the installation or 

implementation scene of the GDS, just like the what they can do in the Grandstream IP Cameras.  

 

This is especially useful for customers with the implementation site where many doors exist, like but not 

limited to: Schools, Gym, Hospitals, Office Buildings, etc.  
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¶ Web Configuration 

This feature can be configured under device webUI: Door System Settings Ą Keep Door Open:    

 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from the field, especially for K-12 school 

system which the feature ñKeep Door Openò is designed for.  

 

During the scheduled ñKeep Door Openò period, if emergency (like lock-down) happened the user can 

enter the emergency PIN (locally from GDS keypad or remotely call into it) to disable the ñKeep Door 

Openò (Lock the Door) ; if emergency is gone, user can do the same thing by re-enable the ñKeep Door 

Openò (Open the Door) locally from keypad of GDS or remotely by calling into GDS then entering the PIN 

remotely.  

 

This feature is mainly developed and implemented for users like the K-12 school system, library, gym, 

club, etc., where doors need to open to public at some time but locked later on.  

 

NOTES: 

¶ For locally at GDS keypad, the PIN input format is:   *PIN# 

¶ For remotely operation during call with GDS, just like DTMF open door with PIN format: PIN#  

¶ The two emergency PINs must be different.  

¶ The two PINs recommended to be different in length with other normal Open Door PINs  

¶ The phones used to input emergency PINs must be inside card database or white list, just like 

authorized phones capable of doing normal DTMF open door.   

For example, normal (private or DTMF open door) PIN is 3 digits (e.g.: 123), the emergency PIN to 

ñDisable Keep Door Openò is 4 digits (e.g.: 9999), and emergency PIN to ñRe-enable Keep Door Openò is 

also 4 digits (e.g.: 6666). If there is a lock down and must ñDisable Keep Door Openò, related personal 

can do operation in below two scene:  

1) If at the door beside the GDS, just input emergency PIN like:      *9999# 

2) Make a call from authorized phone to GDS and input emergency PIN like:  9999# 
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¶ Web Configuration 

This feature can be found under device webUI: Status Ą System Info:  

 

 

¶ Functionality 

This feature enhancement is implemented based on ITSP requirement.  
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¶ Web Configuration 

This feature can be found under device webUI: System Settings Ą Access Settings:    

 

 

¶ Functionality 

This feature enhancement will allow user to add and use the RTSP password when interoperating with 

ONVIF certified device for video recording, instead of using admin password.   
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¶ Web Configuration 

This feature can be configured under device webUI: Account Ą Account X Ą SIP Advanced Settings:   

 

 

¶ Functionality 

This feature enhancement is implemented based on requirement from ITSP NETIA. 

 

Under Account X configured, in the SIP Advanced Settings, choose ñTLS/TCPò in the SIP Transport, the 

choose ñCheck Domain Certificatesò choice will show up, click to check and select it, the device will then 

following ITSPôs security requirement to check the certificate before connecting to SIP Server.  
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¶ Web Configuration 

This feature can be found under device webUI: LiveView Ą LiveView:   

 

 

¶ Functionality 

This feature enhancement is implemented based on requirement from customers. 

 

Go to the LiveView page, there are bars displayed under ñBRIGHTNESS, CONTRAST, SATURATIONò, 

drag and bar left or right the displayed number will change, therefore dynamically adjust those values to 

meet the image/video quality expectation by users.   
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For detailed information about GDS371X, please refer to User Manual and Resource Center:  

 

¶ GDS371X User Manual:  

https://documentation.grandstream.com/article-categories/facility-access-systems/   

 

¶ HOW-TO Guide 

https://documentation.grandstream.com/article-categories/interconnection-facility/  

 

¶ HTTP API documentation can be downloaded from here: 

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/  

 

https://documentation.grandstream.com/article-categories/facility-access-systems/
https://documentation.grandstream.com/article-categories/interconnection-facility/
https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A, 2.0A, 2.1A, 2.2A) 

GDS3712 (HW Supported: 1.0A, 1.1A, 1.2A)  

$!4% 

08/28/2022 
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The main purpose of this release is bug fixes, features enhancement and new HW support.   

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal behavior, or Web UI display missing some parameters or settings, factory reset is 

MANDATORY.  

 

Please backup the configuration file and database file of RFID cards before factory reset, and 

import them back after factory reset. 

 

This firmware would not be able to downgrade to previous version 1.0.9.X or below for 

HW2.XA, except for HW1.7A or below.   

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW2.2A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 

GDS3712 HW1.2A YES  

GDS3712 HW1.1A YES  

GDS3712 HW1.0A YES  
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¶ Added ability to disable alarm siren sound in triggered alarm call. 

¶ Added "Keep Door Open" could be configured to use multiple schedules and allow users to choose 

and apply which schedule to use. 

¶ Added granular DIGITAL OUTPUT time duration (1s to 4s). 

¶ Added sending PIN via Wiegand when HTTP API open door executed.  

¶ Added option that no ñ#ò required after PIN input to make device behave like traditional access controller 

when ñDisable Keypad SIP Number Dialingò selected. 

¶ Added firmware upgrade via manually upload firmware file from computer. 

¶ Optimized speaker via OQA testing 

¶ Updated CPE version to 1.0.5.5 
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¶ Fixed alarm phone list 1 not used if alarm phone list 2 is empty. 

¶ Fixed MJPEG video cannot be previewed via API if the authentication mode is basic mode.  

¶ Fixed SNMP settings some key-related parameters configured, the local value is inconsistent with the 

delivered value.  

¶ Fixed unable to pass video from GDS371X to remote RC Wave client 

¶ Fixed no INVITE to 2nd SIP Server if primary SIP Server no response.  

¶ Fixed device should unregister first when changing SIP transport mode [3CX IOT] 

¶ Fixed wrong profile-lever-id at INVITE after changing video parameters of the device. 

¶ Fixed device security vulnerabilities reported by security agents. 
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¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing keypad the response will be abnormal till 

the call time out (about 2 minute). 
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 P15571 
 Door_System_Settings.Keep_Door_Open.Door_1.Schdule 

 (Value: 0 ï 10) 

 P15572 
 Door_System_Settings.Keep_Door_Open.Door_2.Schdule 

 (Value: 0 ï 10) 

 P15575 
 Alarm_Settings.Alarm_Phone_List_2.Alarm_Call_Out_Account 

 (Value: 0/1/2/3/4) 

 P15576 
 Alarm_Settings.Alarm_Phone_List_2.Alarm_Phone 

 (Value: String,  Max. Length = 1024) 

 
 
 

50$!4%$ 0Ȥ6!,5% 

 

 P15540 
 Door_System_Settings.Bassic_Settinggs.Door_relay_Opions 

 (Value: 0/1/2 Ą 0/1/2/3) 

 P15541 
 Alarm_Settings.Alarm_Events_Config.Aarm_Output_Duration 

 (Value: 5/10/15/20/25/3 Ą 1/2/3/4/5/10/15/20/25/30 
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¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=sch_open_door 

 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15571=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15572=<value> 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=sip 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15575=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15576=<value> 

 

 

 
 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/  

  

  

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

 

$)3!",% !,!2- 3)2%. ). 42)''%2%$ !,!2- #!,,    

¶ Web Configuration 

This feature can be configured under device web UI Ą Phone Settings:   

 

 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from field. Customers want to install button 

as Alarm Input, press the button trigger emergence call to special configured number.  

 

Previously the triggered call will have siren audio (although the callee press any key in the phoneôs 

keypad will stop the siren, but still some first time users are confused with it). 

 

The new firmware default disabled the siren and triggered call will be two-way audio (with video if video 

phone used as callee).  

 

This feature is requested in application scene like nursing call, clinic, hospital, etc., where buttons are 

installed as Alarm Input, pressed the button will call out to pre-programmed number (or IP address if no 

SIP Proxy) based on configured ñAlarm Scheduleò and ñAlarm Action Profileò configured.  
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¶ Web Configuration 

This option can be found under device web UI Ą Door System Settings Ą Keep Door Open:   

 

 

With this new feature, customers can pre-configure the ñDefaultò schedule, as well as other 10 schedules 

into the device, then based on actual requirement to select specific schedule for ñKeep Door Openò. 

 
 



 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 63 

 

 

NOTES: 

¶ Maximum 11 different ñScheduleò can be configured including the ñDefaultò one.  

¶ For this feature to work properly, customers need to pre-configure the ñScheduleò accordingly:   

 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from field.  

 

For example, device installed at public schools could have different ñHolidaysò and ñKeep Door Openò 

schedules. Customers could pre-program or pre-configure based on ñHolidaysò of each school semester 

and select the related ñscheduleò accordingly when it comes.  

 

This will help school management as once pre-programmed, the door will just automatic open or close 

based on the configured time schedule or holidays, like early-release, snow or storm day or late opening, 

etc.  
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¶ Web Configuration 

This feature can be configured under device web UI Ą Alar Settings Ą Alarm Events Config:   

 

 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from field. Customers want to reduce the 

Alarm Output Duration, which previously the minimum value is 5 seconds.  

 

Now new value of 1, 2, 3, 4 seconds added, see the pull-down selection, customers can not choose 

specific alarm duration second based on application scene.  
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¶ Web Configuration 

This feature can be configured under device web UI Ą Door System Settings Ą Basic Settings Ą Door 

Relay Options:   

 

 

 

 

NOTES: 

¶ ñSend Wiegand Code on Remote Open Door Actionò need to be selected in the ñDoor Relay 

Optionsò pull-down menu.  

¶ ñEnable HTTP API Remtoe Open Doorò need to be selected and reated authentication method 

also need to be selected from the pull-down menu.  

¶ By default the HTTP API Remote Open Door is Disabled for security reason, and system 

integrators need to enable this option for integration solution.    
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Functionality 

This feature enhancement is implemented based on feedback from forum/field from Europe region.  

 

System integrators want use HTTP API to trigger open door event, and the related open door PIN (Door1 

or Door2) will be sent out via the Wiegand Interface of GDS37xx (Wiegand Output, see the related wiring 

diagram in Page 50 of User Manual) to connected 3rd party Door Controller to execute Remote Open 

Door, based on the correct PIN used.  

 

Also, when GSC3570 used in this application scene, once the ñVirtual Open Doorò icon pressed, the PIN 

of related Door (Door1 or Door2) will be sent out via the Wiegand Interface to 3rd party Door Controller, 

similar to the HTTP API, to execute remote open door by the 3rd party Door Controller.  

 

 

  

https://www.grandstream.com/hubfs/Product_Documentation/GDS3710_UserManual.pdf
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¶ Web Configuration 

This feature can be configured under device web UI Ą Door System Settings Ą Basic Settings:   
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¶ Functionality 

This feature enhancement is implemented based on feedback from field. Customers who using ñDisable 

Keypad SIP Number Dialingò want the device behave like traditional access control device, just input 

private PIN to open door, no ñ#ò required after input the PIN, because uses are get used to the behavior 

of open door via analogue device or door controller. 

 

ñMaximum Number of Dialed Digitsò has to be configured in order to use this new feature. By default the 

value is ñ0ò and the feature is disabled. If this field is NOT configured, user still have to add ñ#ò after input 

PIN to open door, as previous firmware. When this feature is enabled, ALL PIN should be the same 

length, as the number configured in this field. 

 

Users have to configure the PIN in ñCard Managementò and input the ñPrivate PINò in related card/user, 

and match the PIN length to the ñMaximum Number of Dialed Digitsò configured.  

 

In below example, the length or the ñMaximum Number of Dialed Digitsò is ñ4ò, then in the ñPrivate PINò 

filed, the PIN ñ1234ò is configured with PIN length as 4.  

 

 

 

 

 

 

NOTES: 

¶ ñMaximum Number of Dialed Digitsò is the length of PIN.  

¶ For this feature to work properly, customers need to pre-configure the ñPINò in the ñCard 

Managementò field under RFID cardôs ñPrivate PINò, and PIN length should use the same length 

as configured in the specified in ñMaximum Number of Dialed Digitsò.    

¶ ñLocal PIN Typeò recommended using ñPrivate PINò so each card user will have own PIN, and the 

GDSManager will generate report of who and when opened the door, different PIN is also more 

safe. ñUnified PINò only advise when door opened and cannot tell who because everybody shard 

the same PIN, also less safe therefore not suggested for usage in this application senario.  
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¶ Web Configuration 

This feature can be found under device web UI Ą Maintenance Ą Upgrade:   

 

 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from field.  

 

Technicians on the field can now download the firmware file into computer before heading to the field. 

Once on site, technician can log in to the device and upload the firmware file from computer to flash and 

upgrade the firmware of the device.  

 

This is especially useful for site with limited internet access or no internet access, also for customers 

without access to HTTP/TFTP firmware server.  
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NOTES: 

¶ For device with firmware later than 1.0.4.5, or just purchased new device, customer can use 

ñfirmware.grandstream.comò to upgrade firmware if having good Internet connection.  

¶ The related configuration is like below by pointing the ñFirmware Server Pathò to 

ñfirmware.grandstream.comò  
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For detailed information about GDS3710, please refer to User Manual and Resource Center:  

 

¶ GDS371X User Manual:  

https://documentation.grandstream.com/article-categories/facility-access-systems/   

 

¶ HOW-TO Guide 

https://documentation.grandstream.com/article-categories/interconnection-facility/  

 

¶ HTTP API documentation can be downloaded from here: 

https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/  

https://documentation.grandstream.com/article-categories/facility-access-systems/
https://documentation.grandstream.com/article-categories/interconnection-facility/
https://documentation.grandstream.com/knowledge-base/gds37xx-http-api/
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A, 2.0A, 2.1A) 

GDS3712 (HW Supported: 1.0A, 1.1A) ï Initial Launching Firmware 

$!4% 

05/26/2022 

35--!29 /& 50$!4% 

The main purpose of this release is bug fixes, features enhancement and new HW support.   

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal behavior, or Web UI display missing some parameters or settings, factory reset is 

MANDATORY.  

 

Please backup the configuration file and database file of RFID cards before factory reset, and 

import them back after factory reset. 

 

This firmware would not be able to downgrade to previous version 1.0.9.X or below for 

HW2.0A and HW2.1A, except for HW1.7A or below.   

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 

GDS3712 HW1.2A YES Initial version 1.0.11.18 

GDS3712 HW1.1A YES Initial version 1.0.11.18 

GDS3712 HW1.0A YES Initial version 1.0.11.18 
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¶ Added ability to disable config download with password (ITSP Telefonica) 

¶ Added support for SNMP. 

¶ Disabled dialing Error Beep Tone when making SIP Direct IP Calls.  

 

 

 

"5' &)8 

¶ Fixed login timeout range prompts an error. 

¶ Fixed serial hunting doorbell call in probability may not continue when some extension reject the call. 

¶ Fixed card management page remains in loading state after adding a user.  

¶ Fixed Privacy Mask dragging might cause other masks edition and frozen the process.  

¶ Fixed ñEnable password display (HTTPS)ò prompt not accurate. 

¶ Fixed registration failure when DNS mode is NAPTR and primary Outbound Proxy domain unavailable.  

¶ Fixed registration sending to both primary and secondary SIP servers simultaneously.  

¶ Fixed when alarm call configured as extension and IP address mixed, the alarm call will not ring in 

configured order but call IP address.  

¶ Fixed enable blue keypad light with wrong time schedule configuration the display would abnormal. 

¶ Fixed not able to use private PIN to open door if adding the RFID card via HTTP API. 

¶ Fixed adding RFID card via HTTP API with valid end date end up with blank in web display. 

¶ Fixed device not working with static IP in VLAN. 

¶ Fixed HTTP access mode cannot revise and save port 80 when using P value.  

¶ Fixed Event Notification HTTP POST method using wrong Content-Type for Template Sample 1 & 2.  
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¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing keypad the response will be abnormal till 

the call time out (about 2 minute). 
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 P21896 
 System_Settings.SNMP_Settings.Enable_SNMP 

 (Value: 0 / 1)  

 P21904 
 System_Settings.SNMP_Settings.Version 

 (Value: 1 ï Version 1;  2 ï Version 2;  3 ï Version 3   

 P21903 
 System_Settings.SNMP_Settings.SNMP_Port 

 (Value: 161 or 1025 ~ 65535) 

 P21902 
 System_Settings.SNMP_Settings.Community 

 (Value: String,  Max. Length = 64) 

 P21899 
 System_Settings.SNMP_Settings.SNMP_Trap_Version 

 (Value: 1 ï Version 1;  2 ï Version 2;  3 ï Version 3   

 P21897 
 System_Settings.SNMP_Settings.SNMP_Trap_IP 

 (Value: String,  Max. Length = 16) 

 P21898 
 System_Settings.SNMP_Settings.SNMP_Trap_Port 

 (Value: 162 or 1025 ~ 65535) 

 P21901 
 System_Settings.SNMP_Settings.SNMP_Trap_Interval 

 (Value: 1 ~ 1440) 

 P21900 
 System_Settings.SNMP_Settings.SNMP_Trap_Community 

 (Value: String,  Max. Length = 64) 

 P21905 
 System_Settings.SNMP_Settings.SNMP_Username 

 (Value: String,  Max. Length = 128) 

 P21910 
 System_Settings.SNMP_Settings.Security_Level 

 (Value: 0 ï noAuthUser;  1 ï authUser;    2 ï privUser) 

 P21906 
 System_Settings.SNMP_Settings.Authentication_Protocol 

 (Value: 0 ï None;  1 ï MD5;    2 ï SHA) 

 P21907 
 System_Settings.SNMP_Settings.Privacy_Protocol 

 (Value: 0 ï None;  1 ï DES;    2 ï AES) 

 P21908 
 System_Settings.SNMP_Settings.Authentication_Key 

 (Value: String,  Max. Length = 2048) 

 P21909 
 System_Settings.SNMP_Settings.Privacy_Key 

 (Value: String,  Max. Length = 2048) 

 P21911 
 System_Settings.SNMP_Settings.SNMP_Trap_Username 

 (Value: String,  Max. Length = 128) 

 P21916 
 System_Settings.SNMP_Settings.Trap_Security_Level 

 (Value: 0 ï noAuthUser;  1 ï authUser;    2 ï privUser) 

 P21912 
 System_Settings.SNMP_Settings.Trap_Authentication_Protocol 

 (Value: 0 ï None;  1 ï MD5;    2 ï SHA) 

 P21913 
 System_Settings.SNMP_Settings.Trap_Privacy_Protocol 

 (Value: 0 ï None;  1 ï DES;    2 ï AES) 

 P21914 
 System_Settings.SNMP_Settings.Trap_Authentication_Key 

 (Value: String,  Max. Length = 2048) 

 P21915 
 System_Settings.SNMP_Settings.Trap_Privacy_Key 

 (Value: String,  Max. Length = 2048) 
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¶  GET:[http|https]://<servername>/goform/config?cmd=get&type=snmp 

 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21896=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21904=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21903=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21902=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21899=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21897=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21898=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21901=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21900=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21905=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21910=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21906=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21907=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21908=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21909=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21911=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21916=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21912=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21913=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21914=<value> 

¶  SET:[http|https]://<servername>/goform/config?cmd=set&P21915=<value> 

 

 
 
 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

 

3.-0 3500/24    

¶ Web Configuration 

This feature can be configured under device web UI Ą System Settings Ą SNMP Settings:   

 

 

 



 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 77 

NOTES: 

¶ By default the SNMP feature is not enabled.  

¶ Related parameters need to be configured according to the SNMP requirement. 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from field. Customers want to manage and 

monitor the GDS3710 via SNMP 

 

This new feature helps to resolve customers with such requirement.  

 

 

 

 

 

 

 

 

 

 

 

For detailed information about GDS3710, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A, 2.0A, 2.1A) 

$!4% 

04/10/2022 

35--!29 /& 50$!4% 

The main purpose of this release is bug fixes, features enhancement and new HW support.   

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal behavior, or Web UI display missing some parameters or settings, factory reset is 

MANDATORY.  

 

Please backup the configuration file and database file of RFID cards before factory reset, and 

import them back after factory reset. 

 

This firmware would not be able to downgrade to previous version 1.0.9.X or below for 

HW2.0A and HW2.1A, except for HW1.7A or below.   

 

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW2.1A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW2.0A YES Not able downgrade  to 1.0.9.x  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 
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¶ Added support of configure different ñNumber Called When Door Bell Pressedò entries depending on 

the time frame or schedule.  
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¶ Fixed DNS server 2 displayed as ñnullò under DHCP mode 

¶ Fixed using Chrome to see ñLiveViewò, when 1st and 2nd streams configured MJPEG while 3rd H.264, 

no video displayed in the browser 

¶ Fixed switching from MJPEG to H.264 video codec, SIP call no video stream sometimes.  

¶ Fixed in card management the card SIP number is IP (not extension) then manually input PIN to remote 

open door would fail.  

¶ Fixed illegal card swipe event displayed in ñEvent Logò incorrectly.  

¶ Fixed swiping legal card in unauthorized schedule will trigger both Non-scheduled Access Alarm and 

Non-authorized RFID Card Access Alarm (this one should not be triggered).  

¶ Fixed when ñDisable Keypad SIP Number Dialingò enabled, device cannot open door when private PIN 

is more than 9 digits.  

¶ Fixed device falling in looped downloading if firmware file downloaded is incomplete. 
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¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing the keyboard is abnormal. 
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 P15557 
 Door_System_Settings.Basic_Settings.Press_Doorbell_Schedule_2 

 (Value: 0 - 10)  

 P15556 
 Door_System_Settings.Basic_Settings.Number_2_Called_When_Doorbell_Pressed 

 (Value: String,  Max. Length = 255)    

 P15559 
 Door_System_Settings.Basic_Settings.Press_Doorbell_Schedule_3 

 (Value:  0 ï 10) 

 P15558 
 Door_System_Settings.Basic_Settings.Number_3_Called_When_Doorbell_Pressed 

 (Value: String,  Max. Length = 255) 

 P15561 
 Door_System_Settings.Basic_Settings.Press_Doorbell_Schedule_4 

 (Value:  0 ï 10) 

 P15560 
 Door_System_Settings.Basic_Settings.Number_4_Called_When_Doorbell_Pressed 

 (Value: String,  Max. Length = 255) 
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¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15556=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15557=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15558=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15559=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15560=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15561=<value> 

 

 

 

 
 
 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

 

$//2"%,, #!,, $)&&%2%.4 .5-"%23 "!3%$ /. $)&&%2%.4 3#(%$5,%    

¶ Web Configuration 

This option can be found under device web UI Ą Door System Settings Ą Basic Settings:   

 

 

 

NOTES: 

¶ Maximum 4 different ñScheduleò can be configured.  

¶ ñDoorbellò Call Number or IP address must be configured in related ñScheduleò.  

¶ The priority order of schedule is ñSchedule 1, 2, 3, 4ò. The device will first check and verify current 

time fits in ñSchedule 1ò, if yes it will dial out using the configured number in Number 1; if not it will 

check ñSchedule 2ò and dial out using the configured number in Number 2 if result matched, and 

continue to do such checking and verification in loop till end.  
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For this feature to work properly, customers also need to pre-configure the ñScheduleò accordingly:   

 

 

 

 

 

¶ Functionality 

This feature enhancement is implemented based on feedback from field. Customers want doorbell call to 

directed to different extensions or IP address based on different time schedule.  

 

For example, Weekly Office Hour to ring at Front Desk; Off office hour ring at person in charge, etc.  

 

This new feature helps to resolve customers with such requirement.  
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For detailed information about GDS3710, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A, 2.0A, 2.1A) 

$!4% 

01/12/2022 

35--!29 /& 50$!4% 

The main purpose of this release is bug fixes, features enhancement and new HW support.   

 

This is MAJOR UPDATE with purpose of bug fixes and feature enhancement. Please read 

below WARNING carefully before upgrading.  

7!2.).'ȡ 

¶ TWO self-reboot required to finish the whole upgrade process, it could take time for 

about 20 minutes. Please be patient and DO NOT interrupt power during the process. 

Lost power or network during the process can brick the device. 

¶ When Blue light of the keypad displaying ñ1, 2, 3ò, ñ4, 5, 6ò animating the bar 

movement, the device is erasing/writing flash. Lost power will damage the device. 

¶ After 20 minutes, please press any button on the keypad, If having Beep sound and 

Blue light when button pressed, it means the device finished upgrading and booted 

successfully. If no Beep sound and Blue light, it means the device has not finished 

upgrade yet, DO NOT unplug power otherwise it would damage the device. 

¶ Once finished upgrade, please download and run GS_Search in the PC to search the 

device in LAN. The device must be displayed in the result of ñsearchò and showing 

correct firmware version. Double clicking it will open browser to get into device log 

in web UI successfully. That indicates upgrading process successfully completed.  

¶ Local upgrade strongly recommended. Please download and use GS Upgrade Tool 

provided by Grandstream or own local HTTP/TFTP server to upgrade firmware, avoid 

network or power interruption to brick the device.  

¶ For old 1.0.1.xx and 1.0.2.xx firmware, all the unzipped binary files are required for 

successful upgrade. Please allow at least 30 minutes in local upgrade process before 

log in back to check the status and reboot the device.  

¶ Factory Reset is recommended after upgrading from previous lower lever firmware. 

Please backup data before performing factory reset and then restore back the data. 

 

 

 

http://www.grandstream.com/sites/default/files/Resources/GS_Search.zip
http://www.grandstream.com/sites/default/files/Resources/GSUpgradeTool.zip
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Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal behavior, or having missed web UI configuration parameters or settings, factory 

reset is MANDATORY.  

 

Please backup the configuration file and database file of RFID cards before factory reset, and 

import them back after factory reset. 

 

This firmware would not be able to downgrade to previous version 1.0.9.X or below for HW2.0A 

and HW2.1A, except for HW1.7A or below.   

 

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW2.1A YES Initial FW, not able to downgrade  

GDS3710 HW2.0A YES Initial FW, not able to downgrade  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 
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¶ Updated non-scheduled access alarm event log. 
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¶ Fixed streaming request causes SIP lost registration. 

¶ Fixed wrong time display for Israel. 

¶ ITSP - Fixed under Special Mode (Telefonica) the Proxy SVR1 not response to Invite the device will not 

immediately send request to Proxy SVR2. 

¶ Fixed soft phone the video will take 3 ~ 5 seconds to be displayed.  

¶ Fixed if alarm number set to mixed SIP number and IP address, the alarm output is abnormal and 

device key panel light will be on steadily.  

¶ Fixed when stream 1 set to 1080p, the frame rate is inaccurate for all streams.   

¶ Fixed some SIP servers (e.g.: WebEx) cannot be saved from webUI. 

¶ Fixed remote open door will fail randomly if set SIP transport mode to TLS/TCP. 

¶ Fixed device as callee will not do stream negotiation during handshaking.  
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¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing the keyboard is abnormal. 
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 P12312 
 Video_Audio_Settings.Stream_1.I-frame_Interval 

 (New default value: 60)  

 P12712 
 Video_Audio_Settings.Stream_2.I-frame_Interval 

 (New default value: 50)  

 P13112 
 Video_Audio_Settings.Stream_3.I-frame_Interval 

 (New default value: 60) 

 P14003 
 Video_Audio_Settings.Audio_Settings.System_Volume 

 (New default value:  Lever 4)   
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¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=sips 

 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2329=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2429=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2529=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2629=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P288=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P489=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P589=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P689=<value> 

 

 

 

 

 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

 

,/' ./.Ȥ3#(%$5,%$ !##%33 !,!2- ). %6%.4 ,/'    

¶ Web Configuration 

This option can be found under device web UI Ą Maintenance Ą Event Log:   

 

 

 

For this feature to work properly, customers also need to pre-configure the ñScheduleò and ñCard 

Managementò under ñDoor System Settingsò correctly:  

 

 



 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 89 
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¶ Functionality 

This feature enhancement is implemented based on feedback from field. Customers enabled RFID card 

access based on schedule need the system to log the access attempt out of the pre-programmed 

schedule to ensure better security and management.  

 

 

 

In this example with above screenshot, RFID card number ñ6100033ò is a legal user, but pre-programmed 

to be allowed to get into building except Wednesday and Thursday, Therefore is this card is swiped at 

unauthorized day, the RFID card will be rejected to open door and alarm will be logged and reported for 

HR or Management.  

 

This application scene is very useful for healthcare industry, like hospital, clinic, senior home, etc., or 

other industry customers who have similar requirement.  
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For detailed information about GDS3710, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A) 

$!4% 

09/28/2021 

35--!29 /& 50$!4% 

The main purpose of this release is bug fixes and features enhancement.  

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal or missed configuration settings in the web UI, factory reset is MANDATORY. Please 

backup the configuration and data before factory reset and import back after reset. 

 

This firmware would not be able to downgrade to version 1.0.3.X or below.  

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 
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¶ Cisco WebEx IOT: Added WebUI option ñSIP URI scheme When using TLSò 

¶ Cisco WebEx IOT: fAdded WebUI option ñSupport SIP Instance IDò 

¶ Increased OSD text length to 32 

¶ Added tips for OpenVPN Port.  
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¶ Fixed some SIP servers with long domain name cannot be saved  

¶ Fixed device abnormal when connecting to NVR via ONVIF for the 1st time after factory reset 

¶ Fixed no prompt when configure local SIP port less than 80 

¶ Fixed prompt box not obvious when the ACS connection request port is wrong 

¶ Fixed some parameter values delivered from GDMS not applied to the device 

¶ Fixed multi-channel call mode switching between two video calls would end up with audio calls 

¶ Fixed distorted image when turning on LDC (Lens Distortion Correction) under CMOS setting 
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¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing the keyboard is abnormal. 

¶ When SIP transport mode is TLS/TCP, remote door opening might fail occasionally.  
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 P2329 
 Account.Account_1.SIP_URI_Scheme_When_Using_TLS   

 (Value: 0/1;    0: sip  1: sips)  

 P2429 
 Account.Account_2.SIP_URI_Scheme_When_Using_TLS   

 (Value: 0/1;    0: sip  1: sips)  

 P2529 
 Account.Account_3.SIP_URI_Scheme_When_Using_TLS   

 (Value: 0/1;    0: sip  1: sips)  

 P2629 
 Account.Account_4.SIP_URI_Scheme_When_Using_TLS   

 (Value: 0/1;    0: sip  1: sips)  

 P288 
 Account.Account_1.Support_SIP_Instance_ID 

 (Value: 0/1;    0:Disable 1:Enable)  

 P489 
 Account.Account_2.Support_SIP_Instance_ID 

 (Value: 0/1;    0:Disable 1:Enable)  

 P589 
 Account.Account_3.Support_SIP_Instance_ID 

 (Value: 0/1;    0:Disable 1:Enable)  

 P689 
 Account.Account_4.Support_SIP_Instance_ID 

 (Value: 0/1;    0:Disable 1:Enable)  
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¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=sips 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2329=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2429=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2529=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2629=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P288=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P489=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P589=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P689=<value> 

 

 

 

 

 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

 

#)3#/ 7%"%8 )/4ȡ 3)0 52) 3#(%-% 7(%. 53).' 4,3    

¶ Web Configuration 

This option can be found under device web UI Ą Account Ą Account X:   

 

 

¶ Functionality 

This feature enhancement is implemented based on IOT with Cisco WebEx service. With correct 

configuration, the GDS3710 will work with Cisco WebEX server as SIP client.  

 

 

 

 

 

 

  



 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 96 

#)3#/ 7%"%8 )/4ȡ 3)0 ).34!.#% )$    

¶ Web Configuration 

This option can be found under device web UI Ą Account Ą Account X:    

 

 

 

 

¶ Functionality 

This feature enhancement is implemented based on IOT with Cisco WebEx service. 

 

When checked and enabled, the GDS3710 will work with Cisco WebEX server as SIP client.  
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¶ Web Configuration 

This option can be found under device web UI Ą System Settings Ą OpenVPN Settings:    

 

 

 

 

¶ Functionality 

This feature enhancement is implemented based on feedbacks from customers.  

 

Added tips in the webUI will help users to configure OpenVPN correctly and avoid wrong configuration.  

 

This user friendly improvement will help to increase the usability of OpenVPN. 
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For detailed information about GDS3710, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A) 

$!4% 

08/10/2021 

35--!29 /& 50$!4% 

The main purpose of this release is bug fixes and features enhancement.  

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal or missed configuration settings in the web UI, factory reset is MANDATORY. Please 

backup the configuration and data before factory reset and import back after reset. 

 

This firmware would not be able to downgrade to version 1.0.3.X or below.  

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 
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¶ Added GDMS Support. 

¶ Added HW V1.8A Support. 

¶ TR069 enabled by default. 

¶ Allow using ñPIN#ò format for Unified PIN when "Disable Keypad SIP Number Dialing" is enabled. 

¶ Added support to automatically log in webUI from server interface (3CX feature). 

¶ Added support for Secondary SIP Server.  
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¶ Fixed some parameter values delivered from GDMS not applied by the device.  

¶ Fixed as callee will not do stream negotiation. 

¶ Fixed Wave audio call established trying turn on video the screen is black. 

¶ Fixed device registered to secondary SIP server the GSC3570 one button open door would fail. 

¶ Fixed doorbell blue light will not turn on if set 00:00ï00:00 at the very first time. 

¶ Fixed enabled LLDP the QoS related value cannot be configured. 

¶ Fixed displaying not in Chinese when log in page selected Chinese   

¶ Fixed special characters ñ&ò in the edit name will cause the interface abnormal. 

¶ Fixed import the exported data causing no sound when pressing button and talking. 

¶ Fixed no default value for HTTP Event Notification. 

¶ Fixed GDMS configuration template issue. 

¶ Fixed alert email not send to updated email address when Door Opened or Doorbell Pressed. 

¶ Fixed video not disconnected after changing password in GDSManager. 

¶ Fixed no model and manufacture information in the UPnP Search. 

¶ Fixed enable Privacy Masks then adjust audio and video parameters will trigger MD alarm.  

¶ Fixed select G.722 as vocoder then the call would have no video displayed.   

¶ Fixed modifying the 10th holiday name and time period cannot be saved. 

¶ Fixed only 29 groups can be saved if group name using maximum 64 characters.  

¶ Fixed 3CX provision SIP Notify Event Header ñcheck-sync-reboot=falseò still cause reboot.  

¶ Fixed device randomly stops sending video. 

¶ Fixed distorted audio in auxiliary equipment when using G.722 vocoder.  
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¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing the keyboard is abnormal. 

¶ When SIP transport mode is TLS/TCP, remote door opening might fail occasionally.  
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 P2327 
 Account.Account_1.Enable_RFC6184 

 (Value: 0/1;    0: Disable  1: Enable)  

 P2427 
 Account.Account_2.Enable_RFC6184 

 (Value: 0/1;    0: Disable  1: Enable) 

 P2527 
 Account.Account_3.Enable_RFC6184 

 (Value: 0/1;    0: Disable  1: Enable) 

 P2627 
 Account.Account_4.Enable_RFC6184 

 (Value: 0/1;    0: Disable  1: Enable) 

 P2312 
 Account.Account_1.Secondary_SIP_Server 

 (Value: String;  Max. Length = 255  

 P2412 
 Account.Account_2.Secondary_SIP_Server 

 (Value: String;  Max. Length = 255 

 P2512 
 Account.Account_3.Secondary_SIP_Server 

 (Value: String;  Max. Length = 255 

 P2612 
 Account.Account_4.Secondary_SIP_Server 

 (Value: String;  Max. Length = 255 

 P1409 
 System_Settings.TR069.Enable_TR-069 

 (Value: 0/1;    0: Disable  1: Enable) 

 P4503 
 System_Settings.TR069.ACS_URL 

 (Value: String;  Max. Length = 1024) 

 P4504 
 System_Settings.TR069.ACS_User_Name 

 (Value: String;  Max. Length = 512) 

 P4505 
 System_Settings.TR069.ACS_Password 

 (Value: String;  Max. Length = 512) 

 P4506 
 System_Settings.TR069.Periodic_Inform_Enable 

 (Value: 0/1;    0: Disable  1: Enable) 

 P4507 
 System_Settings.TR069.Periodic_Inform_Interval 

 (Value: integer;  Range: 1 ~ 4294967295) 

 P4511 
 System_Settings.TR069.Connection_Request_User_Name 

 (Value: String;  Max. Length = 256) 

 P4512 
 System_Settings.TR069.Connection_Request_User_Password 

 (Value: String;  Max. Length = 256) 

 P4518 
 System_Settings.TR069.Connection_Request_Port 

 (Value: integer;  Range: 0 ~ 65535) 

 P8220 
 System_Settings.TR069.CPE_Cert_File 

 (Value: String;  Max. Length = 8192) 

 P8221 
 System_Settings.TR069.CPE_Cert_Key 

 (Value: String;  Max. Length = 8192)  
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¶ <http|https>://username:password@<servername>/direct-login 
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¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=sip 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2327=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2427=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2527=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2627=<value> 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=sip 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2312=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2412=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2512=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P2612=<value> 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=tr069 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P1409=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P4503=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P4504=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P4505=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P4506=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P4507=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P4511=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P4512=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P4518=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P8220=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P8221=<value> 

 

 

 

 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

 

3%#/.$!29 3)0 3%26%2 3500/24    

¶ Web Configuration 

This option can be found under device web UI Ą Account Ą Account X:   

 

 

¶ Functionality 

This feature enhancement is implemented based on request from field by customers. The ñSecond SIP 

Serverò allows customers with such network environment to use secondary SIP server if primary SIP 

server having problems to ensure service availability.  
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¶ Web Configuration 

This option can be found under device web UI Ą Door System Settings Ą Basic Settings:    
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1) First in the ñLocal PIN Typeò to choose ñUnified PINò as open door method and which door.  

 

2) Fill in thePIN in the :Local PIN to Open Doorò field. 

 

3) Select and edit the ñLocal PIN to Open Door Scheduleò to specify the open door schedule.  

 

4) Select ñDisable Keypad SIP Number Dialingò to tell system that all input should be treated as PIN 

input and NOT SIP number to call (only Doorbell button can make pre-programed SIP call when this 

feature enabled).  

 

5) If ñWiegand Outputò enabled and 3rd party Wiegand input device connected to GDS3710, select 

ñRelay and Bypassò or ñRelay and Local Authenticationò depending on how the 3rd party Wiegand 

device handling the data. Here the example is ñRelay and Bypassò selected.    

 

 

¶ Functionality 

This feature enhancement is implemented based on request from field by customers.  

 

When ñDisable Keypad SIP Number Dialingò enabled, the GDS3710 will simply function like traditional 

door access device, only input PIN following by # to decide whether door open or not.  

 

When wired 3rd party Wiegand device as output to control door, now input the same ñPIN#ò from the 

connected 3rd party Wiegand device will also open door.  

 

This feature is not implemented before firmware 1.0.9.6 
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For detailed information about GDS3710, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A) 

$!4% 

07/20/2021 

35--!29 /& 50$!4% 

The main purpose of this release is bug fixes and features enhancement.  

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal or missed configuration settings in the web UI, factory reset is MANDATORY. Please 

backup the configuration and data before factory reset and import back after reset. 

 

This firmware would not be able to downgrade to version 1.0.3.X or below.  

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 
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¶ Added support for HW1.8A 

¶ Added support for Basic Authentication of HTTP API Remote Open Door 
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¶ Fixed incorrect prompt when enable HTTP API Remote Open Door 

¶ Fixed 10th Holiday Schedule cannot be saved in Door System Settings 
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¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing the keyboard is abnormal. 

¶ When SIP transport mode is TLS/TCP, remote door opening might fail occasionally.  
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 P15424 
 Enable HTTP API Remote Open Door 

 (0:Disable  1:Challenge+Response Authentication  2: Basic Authentication) 

 

 

 

 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

 

"!3)# !54(%.4)#!4)/. /& (440 !0) 2%-/4% /0%. $//2   

¶ Web Configuration 

This option can be found under device web UI Ą Door System Settings Ą Basic Settings:   

 

 

¶ Functionality 

This feature enhancement is implemented based on request from field by customers. The ñBasic 

Authenticationò gives the convenience for 3rd party system integration and 2nd stage application 

development, with the risk of security.  

 

 

 

 

 

NOTES: 

¶ Grandstream will not be responsible for any issue resulting from using HTTP API Remote Open 

Door. Users should take full responsibility for the (network) system security by using this feature.  
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For detailed information about GDS3710, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A) 

$!4% 

05/6/2021 

35--!29 /& 50$!4% 

The main purpose of this release is for 3CX compatibility, bug fixes and features enhancement.  

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal or missed configuration settings in the web UI, factory reset is MANDATORY. Please 

backup the configuration and data before factory reset and import back after reset. 

 

This firmware would not be able to downgrade to version 1.0.3.X or below.  
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HW version  FW  Comments  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 
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¶ [3CX IoT]: Added MAC in User-Agent configuration. 

¶ Added unauthorized card swiped on wired external Wiegand reader will also have alert message in 

event Log 

¶ Added prompt to prevent when alarm action profile name is empty.  

¶ Added more template variables in Event Notification. 

¶ Improved private PIN management at Card Management Web UI. 

¶ Added option to choose HTTP method to either POST or GET in Event Notification.  
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¶ [3CX IoT]: Fixed not negotiating codec in configured order as callee. 

¶ [3CX IoT]: Fixed audio distortion when answering IVR via SRTP. 

¶ [3CX IoT]: Fixed provision with SIP NOTIFY event header ñcheck-sync: reboot=falseò cause reboot. 

¶ [3CX IoT]: Fixed continuous ringing after Yealink T58V answered.  

¶ Fixed editing alarm area via Firefox browser the previously configured area will be overlapped.    

¶ Fixed private PIN cannot open door if the card information is added via HTTP API.  

¶ Fixed switching streams at Live View in Firefox video will not play.  
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¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing the keyboard is abnormal. 

¶ When SIP transport mode is TLS/TCP, remote door opening might fail occasionally.  
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 P26061 
 Account.Account_1.Add_MAC_in_User-Agent  

 (Value: 0/1/2;    0: No  1: Yes except REGISTER  2: Yes to all SIP)  

 P26161 
 Account.Account_2.Add_MAC_in_User-Agent  

 (Value: 0/1/2;    0: No  1: Yes except REGISTER  2: Yes to all SIP) 

 P26261 
 Account.Account_3.Add_MAC_in_User-Agent  

 (Value: 0/1/2;    0: No  1: Yes except REGISTER  2: Yes to all SIP) 

 P26361 
 Account.Account_4.Add_MAC_in_User-Agent  

 (Value: 0/1/2;    0: No  1: Yes except REGISTER  2: Yes to all SIP) 

 P29061 
 Account.Account_1.Codec_Negotiation_Priority  

 (Value: 0/1;      0: Caller  1: Callee)  

 P29161 
 Account.Account_2.Codec_Negotiation_Priority  

 (Value: 0/1;      0: Caller  1: Callee) 

 P29261 
 Account.Account_3.Codec_Negotiation_Priority  

 (Value: 0/1;      0: Caller  1: Callee) 

 P29361 
 Account.Account_4.Codec_Negotiation_Priority  

 (Value: 0/1;      0: Caller  1: Callee) 

 P15553 
 Maintenance.Event_Notification.HTTP_Method  

 (Value: 0/1       0:POST  1:GET) 
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¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=sip 

 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P26061=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P26161=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P26261=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P26361=<value> 

 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P29061=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P29161=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P29261=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P29361=<value> 

 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=eventlog 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15553=<value> 

 

 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

 

!$$ -!# ). 53%2Ȥ!'%.4   

¶ Web Configuration 

This option can be found under device web UI Ą Account Ą Account X Ą SIP Advanced Settings:   

 

 

¶ Functionality 

This feature enhancement is implemented during IoT with 3CX so that the GDS37xx can be compatible 

with 3CX auto provisioning, with option to add MAC address into User-Agent at SIP Header. 
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¶ Web Configuration 

This device web UI improvement can be found at: Door System Settings Ą Card Management:  

 

 

 

 

¶ Functionality 

This feature enhancement is response to system administrators at field for convenient PIN management.  

Instead of clicking ñEditò to get into each card to check the private PIN, or export to .CSV file to edit and 

import, now system administrators can log in to the web UI and enable the displaying of all private PINs in 

one page for easy check.  

 

By default this feature is disabled for security.  

 

 

 

NOTES: 

¶ This feature will not be available unless system administrator enabled ñEnable PIN/Password 

Display (HTTPS)ò at the ñSystem Settings Ą Access Settingsò page.  

¶ This feature only works when HTTPS used as web UI access. 

¶ When feature enabled, system click the ñeyelidò icon will has all the PINs displayed from ñdotò to 

related numbers, and the ñeyelidò will become ñeyeò in the web UI. 

¶ The related pre-requisite is listed as screenshot below. 
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¶ Web Configuration 

This option can be found under device web UI Ą Maintenance Ą Event Notification:   

 

 

¶ Functionality 

This feature enhancement is response to field request from system integrators for 2nd stage application 

development.  

 

More template variables are added into the Event Notification so that system integrators can use them for 

related scripts, programs or applications.  
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For detailed information about GDS3710, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A) 

$!4% 

02/20/2021 

35--!29 /& 50$!4% 

The main purpose of this release is bug fixes and features enhancement.  

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal or missed configuration settings in the web UI, factory reset is MANDATORY. Please 

backup the configuration and data before factory reset and import back after reset. 

 

This firmware would not be able to downgrade to version 1.0.3.X or below.  

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 
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¶ Added key sensitivity option. 

¶ Added new feature ñOne-Way Interlocking Modeò to control two doors with one door only open when 

another door closed by installing additional 3rd party window/door sensors.  

¶ Added pairing with GSC3570 open door without SIP call.  

¶ Added configurable Scheduled Auto Reboot (to keep a healthy system running). 

¶ Added support to allow IP addresses in whitelist to call the GDS37xx and bypass the setting of 

ñAccept Incoming SIP from Proxy Onlyò 

¶ Increased the amount of whitelist number.  

¶ Added protection schema to prevent device reboot during a call.  

¶ Improved web UI error login prompt message.  

¶ Added Time Zone ñGMT-03 (Argentina, Uruguay, Brasilia, San Paulo)ò 

¶ Modified tips at Card Management Page. 

¶ Enhanced web UI password display with security and convenience. 
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¶ Fixed wrong password input failed to lock up web UI. 

¶ Fixed single whitelist number cannot be deleted 

¶ Fixed in Data Maintenance Mode, import the exported file will fail with prompt ñillegal certificateò.  

¶ Fixed problem to import certificate of Zoom. 

¶ Fixed error display issue when the certificate imported is valid for more than 2038. 

¶ Fixed using Browser to view live video of Stream 1 will automatically switch to Stream 2.   

¶ Fixed remote open door failure but phoneôs UI showing successful during Alarm SIP Call.  

¶ Fixed DTMF Open Door failure when Doorbell Call with Parallel Hunting Mode. 

¶ Fixed sometimes device will automatically hang up the call when in SRTP mode.  

¶ Fixed call wonôt happen if turn off background light with long ñno key input timeoutò (e.g.: 7 seconds) 

¶ Fixed failure to open door during preview. 
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¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out or unregistered, pressing the keyboard is abnormal. 

¶ When SIP transport mode is TLS/TCP, remote door opening might fail occasionally.  
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 P15543 
 Door_System_Settings.Basic_Settings.One-way_Interlocking_Doors_Mode  

 ( Value:   0:Disable  1:Enable) 

 P15544 
 Door_System_Settings.Basic_Settings.Key_Sensitivity_Level  

 (Value:   0:Default   1:High) 

 P15540 
 Maintenance.Reboot_Reset.Auto_Reboot.Enable  

 (Value:   0:Disable   1:Enable) 

 P15541 

 Maintenance.Reboot_Reset.Auto_Reboot.Week    

 (Value:   0:Everyday  1:Sunday  2:Monday  3:Tuesday  4:Wednesday   

          5:Thurday   6:Friday   7:Saturday)  

 P15542 
 Maintenance.Reboot_Reset.Auto_Reboot.Hour_Min  

 (Value: time string.    Example: 14:20 ->1420 )  
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 P14320 
 Alarm_Settings.Alarm_Event_Config.Digit_Input_1  

 Update value range to 0-4 

 P14325 
 Alarm_Settings.Alarm_Event_Config.Digit_Input_2  

 Update value range to 0-4 
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¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15543=<value> 

 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15544=<value> 

¶ GET:[http|https]://<servername>/goform/config?cmd=get&type=reset_reboot 

 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15540=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15541=<value> 

¶ SET:[http|https]://<servername>/goform/config?cmd=set&P15542=<value> 

 

 

 

 
 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

 

+%9 3%.3)4)6)49 /04)/.   

¶ Web Configuration 

This option can be found under device web UI Ą Door System Settings Ą Basic Settings:   

 

 

¶ Functionality 

This feature enhancement is implemented to resolve ñghost callò issue reported by customers located in 

warm or tropic weather area.  

 

The GDS3710 keypad is capacitor touch panel. Previously only one set sensitivity parameter is used the 

drawback is when device installed in warm and high humidity area, due to the sensitivity is too high, the 

wind, rain drops, vibrations etc. will cause the keypad to make unexpected (doorbell) calls by itself (ghost 

call) and make the device in unstable usage condition.  

 

Now two settings are included: Default and High.  

 

The default setting is using less sensitivity keypad parameters which applied to most usage scenes, 

especially in warm and high humidity places like tropic regions or places near seaside or riverside where 

high humidity weather condition exists, especially in Summer. 
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The previous default in old firmware now is modified as ñHighò in key sensitivity lever. This set of 

parameters is designed for application scenes located in high latitude regions normally very cold and user 

might need to press the keypad with gloves. Due to the sensitivity is high, false positive might happen if 

such parameter used in different place like low latitude environment.  

 

Most application scenes the Default setting of this firmware is good enough for application. Please use 

Default setting unless the usage scene really needs high keypad lever sensitivity.   

 

If with default or low sensitivity keypad, the false positive ghost call issue still happens frequently, that 

might indicate an inappropriate wiring or installation, or maybe the hardware faulty. Please contact 

HELPDESK of Grandstream for assistance to resolve such problem.  
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¶ Web Configuration 

This option can be found under device web UI Ą Door System Settings. Below example configuration 

screenshots are for reference only, customers need to test and get own parameters in field:  

 

 

NOTES: 

¶ Door 2 Delay before Unlock(s): Will be the total transit time from Door 1 to Door 2 right after the 

Door 1 is closed (this time will be ñDoor 1 unlock holding timeò). In above example, the Door1 unlock 

holding time is 2 seconds, the transit time of hallway is 6 seconds, therefore the Door 2 Delay 

before Unlock is set to 8 seconds. The transit time and unlock holding time will be decided and 

adjusted based on actual application scene by the installer or system integrator.  

¶ COM1 (ALMOUT1) only has two sockets for wiring, and NO ONLY. If the connected strike/lock is a 

NO strike, this means ALMOUT1 Status should be set to ñNormal Openò then door will be closed 

when power is lost. 

 

 

 



 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 126 

Digital Input to Check Door Status (Door 1 & Door 2):    

 

Go to Alarm Settings Ą Alarm Events Config Ą Digit Input, configured as follow: 

 

Digit Input 1: Door Status Check. The DI will validate the current status of the Door, whether it is close or 

open, based on the sensor signal sending to the ñDigit input 1ò 

Digit Input 1 Status: If set to Normal Open: Configured door status check will be triggered when Digital 

Input Status switch from Close to Open, If set to Normal Close: Configured door status check will be 

triggered when Digital Input Status switch from Open to Close. By default, Input Digit 1 Status is ñDisabledò. 

 

Digit Input 2: Door Status Check. The DI will validate the current status of the Door, whether it is close or 

open, based on the sensor signal sending to the ñDigit input 2ò 

Digit Input 2 Status: If set to Normal Open: Configured door status check will be triggered when Digital 

Input Status switch from Close to Open, if set to Normal Close: Configured door status check will be 

triggered when Digital Input Status switch from Open to Close. By default, Input Digit 2 Status is ñDisabledò. 

 

NOTES: 

 

¶ ñAlarm Scheduleò and ñAlarm Action Profileò must be configured and selected otherwise the Digit 

Input channel will not be activated.  

 

¶ There are two doors wired with window/door sensor separately, please make sure the door sensor 

is wired to correct Digit Input channel and refer to below sample wiring diagram for reference. 
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¶ Functionality 

This feature is implemented based on request from customers in LATAM and EMEA region. It will allow 

GDS3710 to control two doors in one direction, with additional 3rd party window/door sensor installed 

accordingly (not provided by Grandstream).  

 

When configured and wired correctly, the two doors will operate under a controlling logic as below:  

 

1) Only legal PIN or RFID card can open door when BOTH doors are detected closed. 

  

2) When 1st door opened by valid user, the 2nd door is and will remain closed; the 2nd door will 

automatically open once detected the 1st door closed and programmed timer reached.  

 

3) When 2nd door opening, the 1st door will NOT open even a valid PIN/RFID used. 

 

4) If entering 1st door and after 1st door closed and 2nd door opened, the person failed to enter 2nd 

door promptly (after 2nd door opening time out) will be locked in between two doors until next 

transaction happens or ask help (e.g.: call posted number or press button if there is one) from 

security staff to open door remotely (via SIP call into GDS3710 or GDSManager, for example) .  

 

This open door logic will make sure two doors are open in ñOne-Wayò direction, at any given time only 

one door can be opened, and only one legal open door request is allowed to execute. The hallway or 

scene between two doors could be monitored by installing Grandstream IP cameras.   

 

This feature can be used in application scene like: College Dorm, Bank Branches, Government Offices, 

Medical Clinics, Private Clubs, etc., where there are two doors in place, high security and flow control is  

required (only one entry per time) but security guard may not be on site always.   

 

Below is the illustrating drawing of the application scene:  
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Below is the wiring sample to implement this feature:  

 

 

 

 

 

NOTES: 

 

¶ If required to use the same two doors for ñExitò direction, another GDS3710 is required and it can 

be configured in Door 2 to control ñExitò direction. The wiring/connection will be mirrored.  

 

 

Detailed document and example about how to configure this feature can be found at:  

http://www.grandstream.com/support/resources/?title=GDS3710  

  

http://www.grandstream.com/support/resources/?title=GDS3710
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This new open door feature is a major enhancement to GDS37xx, but need to include GSC3570 paired to 

make it a whole solution. The GDS37xx/GSC3570 will be pairing together in LAN, and GDS37xx still 

controls the strike.  

 

¶ Functionality 

When enabled and configured this feature, the user will touch the GSC3570 and open the door directly via 

GDS37xx, without making SIP calls. This feature needs related matching GSC3570 firmware to work. The 

firmware required:  

ü GSC3570: 1.0.5.9 or above 

 

¶ Web Configuration 

GDS3710:   (FW: 1.0.7.23 or above) 

This setup can be found under device web UI Ą Door System Settings Ą Basic Settings:   
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The GDS37xx is configured to control the relay/strike with ñDoor Relay Optionò selected as ñLocal Relayò, 

where 1 door or 2 door used, depending on userôs configuration and installation.  

 

 

GSC3570:  (FW: 1.0.5.9 or above) 

The GSC3570 side also need to be configured according, like below:  

 

 

 

In the ñSETTINGS Ą External Serviceò, input the IP address of GDS37xx where the GSC3570 paired with, 

and input the correct PIN for open related remote doors. The PIN should match with GDS37xx related 

remote PIN to open door.  

 

Once configured successfully, in the touch screen UI of GSC3570, press ñMonitorò, select ñDoor systemò, 

will see UI like below:  
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Select the related door where the GSC3570 controlled, in this example, the ñGDS3710_NO_SIPò located 

at right corner of top line is the one configured. Press the icon of open door (red circled one) will pop up 

another UI like below:  

 

 

Press related ñDoor 1ò or ñDoor 2ò icon (two doors configured in this example), the GDS37xx will operate 

the strike and open the correspondent door accordingly.  

 

If press the ñPhoneò icon (green square illustrated above), then the GSC3570 will make SIP phone call to 

the configured GDS37xx and open door remotely via SIP phone call like as before.  

 

The application will help customers with installation scene where GSC3570 is located near Receptionist 

or related person, the user just use GSC3570 to operate GDS37xx to open door, without make a SIP 

phone call.  

 

This application scene is good for hospital/clinic or senior house etc., environment where open door 

button or switch is NOT installed or wired, customer can just add a GSC3570 to open door from inside by 

related person (nurse or receptionist), to give convenience to their customers to come in or get out of the 

office or building.   
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¶ Web Configuration 

This option can be found under device web UI Ą Maintenance Ą Reboot & Reset:   

 

 

¶ Functionality 

This feature enhancement is response to field complains from system integrators using 3rd party NVR or 

open source RTSP live streaming solutions.  

 

Due to chipset limitation as well as 2nd stage development or 3rd party integration, caused by accumulated 

broken RTSP threads due to all kinds of network reason (just like open tons of browser windows in PC), 

the unclosed threads will finally break down the video feeds. A reboot will clear all to make it work again. 

 

Before implement this feature, customers need to write their own scripts to reboot the device, or using SIP 

NOTIFY from SIP Server to reboot the device, or manually reboot the device when found video stopped in 

the NVR or 3rd party RTSP server.  

  

With this feature implemented, customer can configure convenient selected schedule to let the device 

reboot itself, per week or per day, to make a smooth and clean system, for the access control operation 

as well as reliable video feed.   

 

Reliability is ensured by implement this new enhancement.  

 

 

  



 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 133 

).#2%!3%$ 7()4%,)34     

¶ Web Configuration 

This option can be found under device web UI Ą Phone Settings Ą Account X White List:   

 

 

¶ Functionality 

This feature enhancement is response to field request from system integrators.  

 

Now the Whitelist is increased to maximum 200 entries per Account. It can be IP address, SIP extension 

or Phone numbers, or hybrid/mixed.  

 

Also, when IP addresses in Whitelist, the ñAccept Incoming SIP from Proxy Onlyò setting will be by 

passed even when it has been configured or enabled.  

 

The ñAccept Incoming SIP from Proxy Onlyò is configured to enhance SIP security to block goofing or 

hacking SIP calls from Internet. the IP address input to the Whitelist will allow the device with that IP to 

make calls to GDS37xx to open door.  
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¶ Web Configuration 

This option can be found under device web UI Ą Door System Settings Ą Card Management:   
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¶ Functionality 

This enhancement is based on customerôs feedback to increase the usability with friendly UI.  

 

In the above screenshot, tips are added like:  

 

¶ Note: If user disabled, the related Card or PIN will fail to Open Door.  

 

¶ Note: Private PIN Open Door will not work if ñPrivate PINò is blank.  
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¶ Web Configuration 

This option can be found under device web UI Ą System Settings Ą Access Settings:   
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¶ Functionality 

This feature enhancement is a compromised solution to response the feedback from system integrators 

as well as the request from ITSP customers.  

 

ITSP customer provisioning device and do not want end user to mess around the device, therefore 

requesting NO password should be displayed in webUI.  

 

System integrators have different application scenes, therefore requesting password to be displayed once 

logged in as admin, just for configuration and management convenience.   

 

This feature is enhanced to meet both requirements.  

 

By default, the ñEnable PIN/Password Display (HTTPS)ò is disabled for ITSP customer. Service provider 

customers are using Configuration Template to provision the device, they can change related P values to 

change the configuration of the provisioned device.  

 

System integrators can check and enable the PIN/Password Display in the ñAccess Settingò. Once 

enabled, there will be an ñeyeò icon displayed in the webUI, putting mouse cursor to the ñeyeò icon, the 

related password or PIN will be displayed at the webUI. Once mouse cursor moved away, the 

PIN/Password will be displayed as dot ñ.ò as usual.   

 

This feature ONLY works in HTTPS mode. Due to the insecurity of HTTP, PIN/Password will NOT be 

displayed. PIN/Password can ONLY be displayed in HTTPS mode.  

 

 

 

 

 

 

 

 

 

 

For detailed information about GDS3710, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A) 

$!4% 

10/16/2020 

35--!29 /& 50$!4% 

The main purpose of this release is bug fixes and features enhancement.  

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal or missed configuration settings in the webUI, factory reset is MANDATORY. Please 

backup the configuration and data before factory reset and import back after reset. 

 

This firmware would not be able to downgrade to version 1.0.3.X or below.  

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 
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¶ Added Alarm Action triggering when illegal card swiped. 

¶ Added Newfoundland/Canada time zone. 

¶ Added Card Number limitation with maximum number to be 2147483647. 

¶ Improved security vulnerability. 

¶ Added Secure Open Door with GDS37xx/GSC3570 Peering and door lock/strike wired to GSC3570 

Alarm_Out port and controlled by GSC3570 (located inside) instead of GDS37xx (located outside). 

¶ Added Web Relay ON/OFF URL configuration field for some 3rd party Web Relay Door Controlling.  

¶ Set ñRTSP passwordò and ñGDSManager Configuration Passwordò initial value to be GDS37xx default 

random password. 

¶ Enhanced partition to prevent device failure with doorbell blue light solid on.  

 

 

"5' &)8 

¶ Fixed file import failure when using exported .csv file format. 

¶ Fixed Stream 3 video used in SIP call even Stream 2 configured. 

¶ Fixed [Telefonica] TCP_SRV reregistered address error during call.  

¶ Fixed NAPTR/SRV not used in DNS Mode when resolving the proxy server. 

¶ Fixed cannot dial using Virtual Number. 

¶ Fixed Local PIN (public, private, guest) Open Door working only once at very first input in OpenVPN. 

¶ Fixed Direct IP Call from IP phones in the same LAN also get rejected when enable ñAccept Incoming 

SIP from Proxy Onlyò to block ghost calls.  

¶ Fixed LLDP/VLAN setting disappeared from webUI when choosing static IP address.  

¶ Fixed ringing back tone played in GDS37xx side before the alarm call triggered by silent alarm or 

hostage code be answered.  

¶ Fixed upgrade/downgrade via SSH CLI commands not working.  

¶ Fixed more than 6 motion detection alarm region configured at same time via Firefox browser, saving 

the configuration will not work and the MD region configured will be lost.  

¶ Fixed failed to restore factory default random password via special key combination. 

¶ Fixed when abnormal open door happened, the siren/alarm should not stop unless the alarm call 

answered or correct open door PIN entered.  
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¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out, pressing the keyboard is abnormal. 

¶ When SIP transport mode is TLS/TCP, remote door opening might fail occasionally.  
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 P15440 
 Door_System_Settings.Basic_Settings.Door_Relay_Options 

 Value: 0/1/2.  0: Loacl Relay  1: Webrelay   2: GSC3570 Relay  

 P15441 
 Door_System_Settings.Basic_Settings.Webrelay_ON_URL 

 Type: String.  Max.length = 1024 

 P15447 
 Door_System_Settings.Basic_Settings.Webrelay_OFF_URL 

 Type: String.  Max.length = 1024 

 P15442 
 Door_System_Settings.Basic_Settings. Webrelay_Username 

 Type: String.  Max.length = 128 

 P15443 
 Door_System_Settings.Basic_Settings. Webrelay_Password  

 Type: String.  Max.length = 128 

 P15444 
 Door_System_Settings.Basic_Settings.GSC3570_Account_to_Choose  

 Value: 1/2/3/4  1: Account1  2: Account2  3: Account  4: Account4 

 P15445 
 Door_System_Settings.Basic_Settings.GSC3570_Phone_Number 

 Type: String.  Max.length = 128 

 P15446 
 Door_System_Settings.Basic_Settings.GSC3570_Password  

 Type: String.  Max.length = 128 
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 P64  Added Option 39  -- GMT-03:30  (Newfoundland)    
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 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P15440=<value> 

 

 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P15441=<value> 

 

 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P15447=<value> 

 

 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P15442=<value> 

 

 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P15443=<value> 

 

 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P15444=<value> 

 

 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P15445=<value> 

 

 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P15446=<value> 

 
 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf


 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 141 

.%7 &%!452%3 /6%26)%7 

 

This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

!,!2- !#4)/. 7(%. ),,%'!, #!2$ 37)0%$   

¶ Web Configuration 

This option can be found under device web UI Ą Alarm Settings Ą Alarm Event Config:   

 
 

¶ Functionality 

This feature enhancement is requested by customers from field. By enable this feature, any illegal card 

swiped trying to access the door will trigger alarm based on userôs configuration, like below:  

 

 

User will get email, snapshot, etc., based on the Alarm Action Profile configured, to enhance the security 

of access control.  
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¶ Web Configuration 

This option can be found under device web UI Ą System Settings Ą Date & Time Ą Time Zone:  

 

 

¶ Functionality 

This feature is implemented based on request from Canadian customers located in this special time zone.  

 

This feature can also be provisioned by ITSP service provider customers via using the P value and 

configuration template, as well as using UCM zero-configuration functionality.  
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This secure open door new feature is a major enhancement to GDS37xx, but need to include GSC3570 to 

make it a whole solution. The GDS37xx/GSC3570 will be peering together in LAN/WAN via IP/SIP, the door 

lock/strike will be wired to GSC3570 Alarm_Out port and controlled by GSC3570 (located inside) instead 

of GDS37xx (located outside). This way the strike control is inside the building with enhanced security. 

 

¶ Functionality 

This application scene will be similar like below: 

 

Minimum firmware required for this to work:  

¶ Outdoor Device:  GDS3710 (FW1.0.7.19) / GDS3705 (FW1.0.1.13) 

¶ Indoor Device:  GSC3570 (FW1.0.5.2) 

 

The GDS37xx can be powered via PoE; the GSC3570 can connect to same network via PoE or Wi-Fi.  

 

For open door combination with GSC3570 and GDS37xx, if GSC3570 needs to control multiple GDS37xx, 

it has to use SIP and the related GDS37xx will control the strike/lock. The different GDS37xx doorbell call 

will have ñOne Button Open Doorò displayed when in ñPreviewò (early media support) or when call 

established. The GSC3570 user will press the virtual button on touch screen to remotely open the door 

controlled by the related GDS37xx. There is no door limitation for such usage but only ONE DOOR can be 

opened at one time. It is just a SIP call open door application, but strike/lock control circuit is located outdoor.  

 

For ñSecure Open Doorò, the GSC3570 is peering with GDS37xx. The GSC3570 controlling the 

relay/strike/lock from inside the building (Unlike GDS37xx installed outside), but only ONE door can be 

controlled because GSC3570 only has one Relay Control circuit build in. 
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This peering can be via LAN/WAN but LAN is recommended and actually most of the application scene are 

in LAN environment because most likely the GSC3570 and GDS37xx are in the same building.  

  

Although SIP/UCM over Internet/WAN also works, it is recommended to use static IP if the GSC3570 

(inside) and GDS37xx (outside) are at same location in the same LAN. This setup is much simple and 

reliable in case there is network outage like Internet/UCM is down.  

 

For the GSC3570 and GDS37xx peering, it can be used via SIP only (Cloud or UCM); IP only (No SIP proxy 

or UCM but static IP address) and Mixed (SIP and fallback to IP if Proxy failed).    

 

¶ Web Configuration 

GDS3710:   (FW: 1.0.7.19 or above) 

This setup can be found under device web UI Ą Door System Settings Ą Basic Settings:   

 

 

 

GSC3570:  (FW: 1.0.5.2 or above) 

The GSC3570 side also need to be configured according, like below:  
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If the solution/integration is using static IP address without SIP Proxy, all the devices involved (GDS/GSC/IP 

Phone) should choose ñNAT Traversalò to ñNoò and should NOT ñUse Random Portò, otherwise will have 

problem of ghost call (SIP signaling working but NO media).  

 

The IP phone or GSC3570 can use any empty SIP account, meaning it can be mixed if  Account 1 

registered to UCM/Proxy and Account 2 (blank) to use IP (but the account has to be configured as ñActiveò). 
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¶ Web Configuration 

This option can be found under device web UI Ą Door System Settings Ą Basic Settings:   

 

 

¶ Functionality 

This feature enhancement is response to field request to integration with 3rd party Webrelay controller, to 

install the relay controller inside the build to enhance the security or apply in some industry application 

solution.  

 

Now there are two Webrelay URL fields available, with On or Off URL command allowed or other usage 

URL command allowed. Also allow Username and Password configured if the 3rd party Webrelay requiring 

this security feature.  

 

If some 3rd party Webrelay only support one URL command, then just leave another Off URL blank, or put 

whatever there as long as it is NOT a URL command.  

 

¶ 3rd Party Webrelay 

 

When Webrelay is selected, customers need to continue configure the Webrelay IP address or domain 

name, together with credentials like Username and Password, as well as the URL commands used by the 

3rd party Webrelay.  

 

When legal open door event happened, the configured web relay will get the communication from 

GDS3710, and will operate the strike to open door for the authenticated open door request. Or use that 

command to operate other industry application.   
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In web relay mode, the strike is wired to the web relay controller device.  

 

The correct URL command, please refer to related 3rd party Webrelay User Manual or related 

documentation for details.  

 

 

For more details about 3rd party Webrelay, please refer to below URL to get more information:  

 

 https://www.controlbyweb.com/webrelay/ (Single/Dual/Quad, etc.) 

 

 https://www.barix.com/barionet/      (Universal programable I/O device) 

 

 

For detailed information about GDS3710, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

  

https://www.controlbyweb.com/webrelay/
https://www.barix.com/barionet/
http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A) 

$!4% 

07/10/2020 
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The main purpose of this release is bug fixes and features enhancement.  

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal webUI or missing parameters in the GUI, factory reset is mandatory. Please backup 

the configuration and data before factory reset and import back after reset. 

 

This firmware would not be able to downgrade to version 1.0.3.X or below.  

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

HW version  FW  Comments  

GDS3710 HW1.7A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.5A YES  

GDS3710 HW1.3A YES Only support HTTP upgrade 

GDS3710 HW1.3B YES Only support HTTP upgrade 

GDS3710 HW1.2A YES Only support HTTP upgrade 
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¶ Added OpenVPN support 

¶ Added call termination button in the webUI 

¶ Added ability to provision Card Management Users [Telefonica] 

¶ Added displaying ñUnauthorized door opening attemptò in the Event Log when illegal card used 

¶ Added reboot/resync device via SIP Notify 

¶ Added forcing password change after logging in via default password initially 

¶ Added support ñUserNameò in HTTP Event Notification 

¶ Added support for open door via Webrelay 

¶ Added option to enable PIN/Password display 
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¶ Fixed anonymous MJPEG stream viewing not function in ñBasicò mode. 

¶ Fixed IP peering call only use Account 1 to call. 

¶ Fixed doorbell set parallel hunting door opened by one but other devices in the group still ringing. 

¶ Fixed keypad blue light time interval not working when period is from night to morning.  

¶ Fixed keypad white light will be off after call or PIN input when blue keypad light is set to on. 

¶ Fixed not checking the full Whitelist numbers. 

¶ Optimized and improved the delay of live preview in the supported browsers like Chrome and Firefox. 

¶ Fixed as callee will not do stream negotiation. 

¶ Fixed choosing ñ.gsò format to export data will get error ñno dataò. 

¶ Fixed download CFG file in HTTPS mode may cause the device restart the web continuously. 

¶ Fixed failed to upload custom ring tone. 

¶ Fixed device failed sending request to secondary proxy if the primary proxy not responding.  

¶ Fixed importing revised card information will not update in already existed cards. 

¶ Fixed editing Motion Detection Region in some browser failed to save correctly.  

¶ Fixed doorbell number is IP address the call cannot establish normally in Telefonica Mode. 

 

 

+./7. )335%3 

¶ INVITE to an ICMP address, the doorbell still rings as normal. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ When SIP account is logged out, pressing the keyboard is abnormal. 

¶ When SIP transport mode is TLS/TCP, remote door opening might fail occasionally.  
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 P15514 
 System_Settings.Access_Settings.Enable_PIN_Password_Display_HTTPS 

 Value: 0 / 1.  0: Disable;  1: Enable.    

 P15440 
 Door_System_Settings.Basic_Settings.Door_Relay_Options 

 Value: 0 / 1.  0: Loacl Relay  1: WebRelay 

 P15441 
 Door_System_Settings.Basic_Settings.Webrelay_IP_Address 

 Type: String.  Max.length = 255 

 P15442 
 Door_System_Settings.Basic_Settings. Webrelay_Username 

 Type: String.  Max.length = 128 

 P15443 
 Door_System_Settings.Basic_Settings. Webrelay_Password  

 Type: String.  Max.length = 128 

 P7050 
 System_Settings. OpenVPNÈ Settings.Openvpn_Enable  

 Value: 0 / 1.   0: Disable   1: Enable) 

 P7051 
 System_Settings. OpenVPNÈ Settings.Openvpn_Server_Address 

 Type: String.   Max.length = 256 

 P7052 
 System_Settings. OpenVPNÈ Settings.Openvpn_Port  

 Value: 0 ~ 65535 

 P2912 
 System_Settings. OpenVPNÈ Settings.Openvpn_Transport  

 Value:  0 /1 .   0: UDP     1: TCP 

 P9902 
 System_Settings. OpenVPNÈ Settings.Openvpn_ CA  

 Type: String.   Max length = 8192 

 P9903 
 System_Settings. OpenVPNÈ Settings.Openvpn_ Client_Certificate  

 Type: String.   Max.length = 8192 

 P9904 
 System_Settings. OpenVPNÈ Settings.Openvpn_ Client_Key  

 Type: String.   Max.length = 8192 

 P8394 
 System_Settings. OpenVPNÈ Settings.Openvpn_ Username  

 Type: String.   Max.length = 256 

 P8395 
 System_Settings. OpenVPNÈ Settings.Openvpn_ Password  

 Type: String.   Max.length = 256 

 P8396 
 System_Settings. OpenVPNÈ Settings.Openvpn_Cipher_Method  

 Value:  0/1/2/3  0: Blowfish; 1: AES-128; 2: AES-256; 3: Triple-DES 

 P8460 
 System_Settings. OpenVPNÈ Settings. Additional_Options 

 Type: String.   Max.length = 1024  

 P4428 
 Maintenance.Upgrade.Disable_SIP_NOTIFY_Authentication  

 Value:  0 /1.    0: Disable   1: Enable)  
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 ̧ P15514 

GET:[http|https]://<servername>/goform/config?cmd=get&type=access 

  SET:[http|https]://<servername>/goform/config?cmd=set&P15514=<value> 

 

 ̧ P15440/ P15441/ P15442/ P15443 

GET:[http|https]://<servername>/goform/config?cmd=get&type=door 

SET:[http|https]://<servername>/goform/config?cmd=set&Pxxx=<value> 

 

 ̧ P7050/ P7051/ P7052/ P2912/ P8396/ P8394/ P8395/ P8460 

GET:[http|https]://<servername>/goform/config?cmd=get&type=openvpn 

SET:[http|https]://<servername>/goform/config?cmd=set&Pxxx=<value> 

 

 ̧ P9902/ P9903/ P9904 

GET:[http|https]://<servername>/goform/config?cmd=get&type= openvpn 

UPLOAD:[http|https]://<servername>/goform/config?cmd= upload&type=4&index=x   (x=0/1/2) 

DEL:[http|https]://<servername>/goform/config?cmd= del&openvpn=x   (x=0/1/2) 

 

 ̧ P4428 

GET:[http|https]://<servername>/goform/config?cmd=get&type=upgrade 

SET:[http|https]://<servername>/goform/config?cmd=set&Pxxx=<value> 

 

 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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This section lists major new features or improvement and describes how to use them from the userôs point 

of view. 

 

/0%. 60. 3500/24   

¶ Web Configuration 

This option can be found under device web UI Ą System Settings Ą OpenVPN Settings:   

 

 

¶ Functionality 

This feature enhancement will allow users to configure OpenVPN and connect the device to VPN 

network, so the device can be access and managed via VPN network.  

 

This is very useful for enterprise customers. This feature is implemented based on request from business 

and service provider customers.  
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¶ Web Configuration 

This option can be found at the lower left corner of the screen after logged into the deviceôs webUI:  
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¶ Functionality 

This feature is implemented based on request from ITSP customers, as well as other customers in field.  

 

Previously there is a phone icon will allow user to make a call and hand up a call. The icon is ñGreenò 

when device is ñidleò and ñRedò when device is busy.  

 

Adding this ñEnd Callò icon will improve and make the call process UI more user friendly.  
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¶ Web Configuration 

This option can be found under device web UI Ą Maintenance Ą Upgrade:   

 

 

¶ Functionality 

For security concern, by default this feature is not enabled. If user check and disable this SIP NOTIFY 

feature, the device will reboot and resync with SIP proxy once get the SIP message.  

 

This feature is enabled by meeting the requirement from field. Lots of system administrators and 

integrators want this feature to upgrade firmware in controlled status, or reboot the device by specified 

time to improve the stability and reliability of the device.  

 

This feature is very useful for enterprise customers. Users who use this feature need to understand the 

security risk involved to enable this feature.  
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¶ Web Configuration 

This option can be found under device web UI Ą Door System Settings Ą Basic Settings:   

 

 

¶ Functionality 

This feature enhancement is response to field request to integration with 3rd party web relay controller, to 

install the relay controller inside the build to enhance the security. 

 

When log into the device, there is a new option called ñDoor Relay Optionsò. There are two choices in the 

pull-down selection:  Local Relay, Webrelay. 

 

¶ Local Relay 

Local Relay is the GDS3710 controlling the relay. The strike is wired into the COM2 or COM1 port of the 

GDS3710 depending on 1 door or 2 door need to be controlled.  

 

¶ Webrelay 

When Webrelay is selected, customers need to continue configure the web relay IP address or domain 

name, together with credentials like Username and Password. When legal open door event happened, 

the configured web relay will get the communication from GDS3710, and will operate the strike to open 

door for the authenticated open door request.  

 

In web relay mode, the strike is wired to the web relay controller device.  

 

For more details about web relay, please refer to below URL to get more information:  

https://www.controlbyweb.com/webrelay/  

 

https://www.controlbyweb.com/webrelay/
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¶ Web Configuration 

This option can be found under device web UI Ą System Settings Ą Access Settings:   

 

 

¶ Functionality 

This feature is adding back upon request from field.  

 

By default, this feature is disabled because ITSP or service provider do NOT want the PIN or password to 

be able to see by users.  

 

But, some users, especially system administrators or system integrators want to see the password or PIN 

during the installation or device maintenance process. Now they can enable this feature, and ñClick and 

Holeò the small ñeyeò icon on the right of the parameter field to see the previously hidden PIN or 

password, given them the convenience.  

 

It is strongly recommended system administrator or system integrators to disable this feature once 

finished the installation and maintenance, for security purpose.  

 

This is very useful for enterprise customers. This feature is implemented previously but removed due to 

ITSP customerôs request. But put back to meet the requirement of other customers like system 

administrator or system integrators, for their convenience.  
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¶ Web Configuration 

This option can be found under device web UI Ą Maintenance Ą Event Notification:   

 

 

¶ Functionality 

This feature is implemented based on request from customers in field. 

 

By adding ñUsernameò in the Event Notification, system integrators can do 2nd stage development by 

using scripts to get report, understanding who and when and in which way to open the door.  

 

This is very useful for enterprise customers who are doing 2nd stage development for daily HR or other 

tasks and get related report for the Access Control System.  
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¶ Web Configuration 

This option can be found under device web UI Ą Maintenance Ą Event Log:   

 
 

 

¶ Functionality 

This feature is implemented to meet request of customers from field.  

 

By logging the unauthorized card open door attempt, the system administrator can check the Event Log 

to see what illegal card number used trying to open door and take appropriate action.  

 

This is enhancement to help system administrator or customers to get notification about the abnormal or 

illegal event from the log and enhance the administration, take appropriate action.   
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For detailed information, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

 

  

  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A) 

$!4% 

04/23/2020 

35--!29 /& 50$!4% 

The main purpose of this release is bug fixes and features enhancement.  

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal webUI or missing parameters in the GUI, factory reset is mandatory. Please backup 

the configuration and data before factory reset and import back after reset. 

 

This firmware would not be able to downgrade to version 1.0.3.X or below.  

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

 HW version FW Comments 

GDS3710 HW1.2A YES Only support HTTP upgrade image 

GDS3710 HW1.3A YES Only support HTTP upgrade image 

GDS3710 HW1.3B YES Only support HTTP upgrade image 

GDS3710 HW1.5A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.7A YES  
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¶ Added configurable option to specify the cache time/refresh of DNS entries in Telefonica Mode. 

¶ Added SIP Session Timer P Value for account 1/3/4 (only in Configuration File with P values) 

¶ Revised SIP Account Name to Display Name 

¶ Added support for Cisco QuoVadis/HydrantID CA 
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¶ Fixed device received HTTP 302 then redirect to HTTPS failed to download the config file.  

¶ Fixed device reboot due to keypad or RFID scanner mal-function error.  
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¶ INVITE to an ICMP address, the doorbell still rings as normal.  

¶ The panel lights might off during the call sometimes. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ GDS3710 as Callee will not do stream negotiation. 

¶ When SIP account is logged out, pressing the keyboard is abnormal. 

¶ When SIP transport mode is TLS/TCP, remote door opening might fail occasionally.  

 

 

  



 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 163 

.%7 0Ȥ6!,5% 

 

 P4208  Value: 1-1440.  Phone_Settings.Phone_Settings.DNS_Cache_Expiration_Time 

 P28160  Value: 0-1440.  Phone_Settings.Phone_Settings.DNS_Cache_Duration 

 P2395  Value: 0/1, 0:Disable 1:Enable.  Account.Account_1.SessionTimer 

 P2595  Value: 0/1, 0:Disable 1:Enable.  Account.Account_3.SessionTimer 

 P2695  Value: 0/1, 0:Disable 1:Enable.  Account.Account_4.SessionTimer 
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 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=sip 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P4208=<value> 

 ̧ GET:[http|https]://<servername>/goform/config?cmd=get&type=sip 

 ̧ SET:[http|https]://<servername>/goform/config?cmd=set&P28160=<value> 

 
 
 
 
 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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This section lists major new features or improvement and describes how to use it from the userôs point of 

view. 

 

2%6)3%$ 3)0 !##/5.4 .!-% 4/ $)30,!9 .!-%   

¶ Web Configuration 

This option can be found under device web UI Ą Account Ą Account X:   

 

 

¶ Functionality 

This feature enhancement is to allow user to input display name to be illustrated in far side SIP device (if 

having LCD display or similar hardware) so user will know what extension or device connected in SIP 

calling, to increase the usability.  
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¶ Web Configuration 

This option can be found as seen below under device web UI Ą Maintenance Ą Certificates:    

 

 

¶ Functionality 

This allows user to upload the Cisco QuoVadis/HydrantID CA.  
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For detailed information, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

 

  

  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.2A, 1.3A, 1.3B, 1.5A, 1.6A, 1.7A) 

$!4% 

03/23/2020 

35--!29 /& 50$!4% 

The main purpose of this release is bug fixes and features enhancement.  

 

Factory Reset is recommended  if upgrading from very old firmware, or experiencing 

abnormal webUI or missing parameters in the GUI, factory reset is mandatory. Please backup 

the configuration and data before factory reset and import back after reset. 

 

This firmware would not be able to downgrade to version 1.0.3.X or below.  

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

 HW version FW Comments 

GDS3710 HW1.2A YES Only support HTTP upgrade image 

GDS3710 HW1.3A YES Only support HTTP upgrade image 

GDS3710 HW1.3B YES Only support HTTP upgrade image 

GDS3710 HW1.5A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.7A YES  
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¶ Increased maximum unlock holding time to 1800 seconds (30 minutes).  

¶ Added support for anonymous MJPEG stream viewing for each of the three streams.  

¶ Added option to have dedicated password (username still admin) for RTSP stream and GDSManager.  

 

 

 

"5' &)8 

¶ Fixed not playing audio or IVR from server when calling a non-existent number.  

¶ Fixed reboot loop when certain P values in the configuration file contains null value.  

¶ Fixed call dropped at 2nd number in the doorbell list.  

¶ Fixed busy tone played when calling 2nd number in the doorbell list.  

¶ Fixed device connects when receiving 183 ringing from GXV33xx and GXV32xx.  

¶ Fixed device not response to PIN input when account lost registration.  

¶ Fixed event notification will be sent when disabled or non-exist card be swiped.  

¶ Fixed unified password can still open door at non-scheduled time via Wiegand interface. 

¶ Fixed GDSManager Configuration password and RTSP password cannot be set to null.  
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¶ INVITE to an ICMP address, the doorbell still rings as normal.  

¶ The panel lights might off during the call sometimes. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ GDS3710 as Callee will not do stream negotiation. 

¶ When SIP account is logged out, pressing the keyboard is abnormal. 

¶ When SIP transport mode is TLS/TCP, remote door opening might fail occasionally.  
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 P15512  RSTP Password, String & MIN length is 1, MAX length is 32 

 

 

-/$)&)%$ 0Ȥ6!,5% 

 

 P14101  Updated ñUnlock Holding Time(s)ò, new value range: 1 ï 1800 (second, integer value)  

 

 

 
 
 
Released HTTP API documentation can be downloaded from here: 

 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf


 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 170 

.%7 &%!452%3 /6%26)%7 

 

This section lists major new features or improvement and describes how to use it from the userôs point of 

view. 

 

).#2%!3% 5.,/#+ (/,$).' 4)-%   

¶ Web Configuration 

This option can be found under device web UI Ą Door System Settings Ą Basic Settings:   

 

 

¶ Functionality 

This feature enhancement is provided based on field feedback from customers. Some customerôs 

application scene requires the door holding more time as open status, this enhancement is for them.  

 

The increased unlock holding time is 1800 seconds, or 30 minutes.  
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¶ Web Configuration 

This option can be found under device web UI Ą System Settings Ą Access Settings:  click to check and 

ñEnable Anonymous LiveViewò as seen below:  

 

 

¶ Functionality 

This is a major enhancement for GDS3710 based on field feedback from customers. A lot of customers 

using MJPEG stream for in house re-development therefore do need the convenience more than the 

security. When above Anonymous MJPEG LiveView feature enabled, customer can use following URLs 

to retrieve the related MJPEG streams:   

 

   http(s)://IP:Port/anonymous/jpeg/stream=X   (X= 0, 1, 2, or default 3)  
 

For example:  

 

 https://192.168.1.128/anonymous/jpeg/stream=3 
 

  

https://192.168.1.128/anonymous/jpeg/stream=3
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NOTE:  
 

¶ Except default value 3, the stream 0, 1, 2 mapped to the stream 1, 2, 3 in the ñVideo Settingò page.  

 

¶ Unless using default value 3, all other values require to choose ñMJPEGò in the ñPreferred Video 

Codecò in the ñPreferred Video Codecò  

 

For example, in this setting page:  

 

Stream 2 (X=1) is H.264 and stream 3 (X=2) is MJPEG, therefore:  

 https://192.168.1.128/anonymous/jpeg/stream=2 

would show the MJPEG live stream using stream3 resolution 320x240 (QVGA). 

 

But if using:     

https://192.168.1.128/anonymous/jpeg/stream=1  

would get error message like below because stream 2 (X=1) is H.264, not MJPEG:  

 

https://192.168.1.128/anonymous/jpeg/stream=2
https://192.168.1.128/anonymous/jpeg/stream=1
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¶ Because this feature is designed for in-house development, therefore the number of live MJPEG 

streams are limited. If below message shown, this means limitation reached.  
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¶ Web Configuration 

This option can be found under device web UI Ą System Settings Ą Access Settings:   

 

 

¶ Functionality 

This feature enhancement is based on field feedback from customers. Customer request NOT using 

admin password to view the RTSP video stream via 3rd party applications like VLC Player or own 

development Scripts.  

 

Now customer can still use amin as username, but NOT use amin password and configure another RTSP 

password to view the live stream via own scripts or 3rd paryt application like VLC Media Player.  
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For example, using VLC Media Player, if configure the RTSP password to be ñ1234ò in GDS3710, then 

using following command can get the video stream:  

     rtsp://admin:1234@192.168.11.128/4       (here it shows the 2nd stream as ñ4ò used)  

 

 

 

FORMAT:        

 

RTSP://admin:rtsp_password@IP_GDS3710:Port/X      

 

(X = 0, 4, 8 correspondent to Stream 1, 2, 3) 

 

The selected live video stream with audio will play out with some delay based on the computer 

processing power and network conditions.  

 

 

NOTE: 

¶ Please make sure the environment is secure before using this feature.  

¶ Please reminder user the privacy when using this feature. 
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For detailed information, please refer to User Manual and Resource Center:  

 

¶ GDS3710 User Manual:  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf  

 

¶ HOW-TO Guide 

http://www.grandstream.com/support/resources/?title=GDS3710 

 

¶ HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf 

 

  

http://www.grandstream.com/sites/default/files/Resources/GDS3710_UserManual.pdf
http://www.grandstream.com/support/resources/?title=GDS3710
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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GDS3710 (HW Supported: 1.3A, 1.3B, 1.5A, 1.6A, 1.7A) 

$!4% 

12/6/2019 

35--!29 /& 50$!4% 

The main purpose of this release is enhancement and minor fix found in previous build 1.0.7.7   

 

Factory Reset is recommended once upgraded to this version due to major feature 

enhancement. If upgrading from very old firmware, or experiencing abnormal webUI or missing 

parameters in the GUI, factory reset is mandatory. Please backup the configuration and data 

before factory reset and import back after reset. 

 

This firmware would not be able to downgrade to version 1.0.3.X or below.  

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

 HW version FW Comments 

GDS3710 HW1.2A YES Only support HTTP upgrade image 

GDS3710 HW1.3A YES Only support HTTP upgrade image 

GDS3710 HW1.3B YES Only support HTTP upgrade image 

GDS3710 HW1.5A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.7A YES  
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¶ Enhanced the failover mechanism based on DNS SRV (mainly for ITSP customers) 

¶ Include Holidays on Keep Door Open Schedule for Door 2 

 

  

"5' &)8 

¶ Fixed the input password error alarm too short and should be the same with other alarms.  

 

 

 

+./7. )335%3 

¶ INVITE to an ICMP address, the doorbell still rings as normal.  

¶ The panel lights might off during the call sometimes. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ GDS3710 as Callee will not do stream negotiation. 

¶ When SIP account is logged out, pressing the keyboard is abnormal. 

¶ When SIP transport mode is TLS/TCP, remote door opening might fail occasionally.  
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GDS3710 (HW Supported: 1.3A, 1.3B, 1.5A, 1.6A, 1.7A) 

$!4% 

10/31/2019 
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The main purpose of this release is bug fixes and features enhancement. Main security 

enhancement added to alarm the tampering of GDS37xx.   

 

Factory Reset is recommended once upgraded to this version due to major feature 

enhancement. If upgrading from very old firmware, or experiencing abnormal webUI or missing 

parameters in the GUI, factory reset is mandatory. Please backup the configuration and data 

before factory reset and import back after reset. 

 

This firmware would not be able to downgrade to version 1.0.3.X or below.  

 

&)2-7!2% !00,)%3 4/ "%,/7 (7 6%23)/. /.,9 

 HW version FW Comments 

GDS3710 HW1.2A YES Only support HTTP upgrade image 

GDS3710 HW1.3A YES Only support HTTP upgrade image 

GDS3710 HW1.3B YES Only support HTTP upgrade image 

GDS3710 HW1.5A YES  

GDS3710 HW1.6A YES  

GDS3710 HW1.7A YES  
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¶ Added support for failover mechanism based on DNS SRV 

¶ Added siren alarming function when door opened abnormally (special wiring required) 

¶ Optimized debug output information 

¶ Added option to only accept incoming SIP call from Proxy/Server 

¶ Added including Holidays at Keep Door Open schedule 

¶ Added reset/restore factory default password via special keypad combination operations 
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¶ Fixed device sending out IPv6 packets. 

¶ Fixed impossible to call virtual number at IP Peering (w/o SIP server) between GDS and IP phones. 

¶ Fixed Speaker not playing audio message from server when calling a non-exist number 

¶ Fixed device still send RTCP packets when RTCP is set to disable 

¶ Fixed using G.729 device cannot communicate with DP7xx and GXP21xx SIP Phones 

¶ Fixed device will not request to upgrade and download the configuration file if using TFTP mode with 

format like: IP_Address:Port/Path or IP_Address/Path 

 

 

 

+./7. )335%3 

¶ INVITE to an ICMP address, the doorbell still rings as normal.  

¶ The panel lights might off during the call sometimes. 

¶ Remote device can hear custom doorbell ringtone about 1~2 seconds when answering the call.  

¶ GDS3710 as Callee will not do stream negotiation. 

¶ When SIP account is logged out, pressing the keyboard is abnormal. 

¶ When SIP transport mode is TLS/TCP, remote door opening might fail occasionally.  

 

 

  



 

GRANDSTREAM NETWORKS                  GDS371X Release Notes                    Page 181 

.%7 0Ȥ6!,5% 

 

 P15508 
 Alarm_Settings.Alarm_Events_Config.Digit_Input.Digit_Input_1_Abnormal_Door_Control_Options 

 (value: 0/1) 

 P15509 
 Alarm_Settings.Alarm_Events_Config.Digit_Input.Digit_Input_2_Abnormal_Door_Control_Options 

 (value: 0/1) 

 

 

 

-/$)&)%$ 0Ȥ6!,5% 

 

 P14320  Alarm_Settings.Alarm_Events_Config.Digit_Input.Digit_Input_1  (value: 0/1/2/3) 

 P14325  Alarm_Settings.Alarm_Events_Config.Digit_Input.Digit_Input_2  (value: 0/1/2/3) 

 

 

.%7 (440 !0) 

 

 ̧ P15508 -- Alarm_Settings.Alarm_Events_Config.Digit_Input.Digit_Input_1_Abnormal_Door_Control_Options  

(value: 0/1) 

  

 GET:  http://ip:port/goform/config?cmd=get&type=event 

 SET:  http://ip:port/goform/config?cmd=set&P15508=<value>   (value: 0/1) 

 

 ̧ P15509 -- Alarm_Settings.Alarm_Events_Config.Digit_Input.Digit_Input_1_Abnormal_Door_Control_Options 

(value: 0/1) 

 

 GET:  http://ip:port/goform/config?cmd=get&type=event 

 SET:  http://ip:port/goform/config?cmd=set&P15509=<value>   (value: 0/1) 

 

 
 
 
Released HTTP API documentation can be downloaded from here: 

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf  

  

http://www.grandstream.com/sites/default/files/Resources/gds37xx_http_api.pdf
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This section lists major new features or improvement and describes how to use it from the userôs point of 

view. 

3500/24 &!),/6%2 -%#(!.)3- /. $.3 326   

¶ Web Configuration 

This option can be found under device web UI Ą Account Ą Account X (X=1, 2, 3, and 4):   

 

 

¶ Functionality 

This is a major feature enhancement for Service Provider, via DNS SRV (mainly for BroadSoft certified 

soft switch for major Internet Telephony service providers). Service providers can use this feature to 

provider smooth service transition backup in case service down.  
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In the device web UI Ą Account X (X=1, 2, 3, and 4) Ą SIP Advanced Settings Ą Special Feature:  

There is a new feature specially designed for Telefonica Spain to match the service provided by 

Telefonica to their customers. Just need to enable this feature via either WebUI or Provisioning.  
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¶ Web Configuration 

This option can be found under device web UI Ą Alarm Settings Ą Alarm Events Config Ą Digit Input:   

 

 

¶ Functionality 

This is a major security enhancement for GDS37xx when device be tampered to open the door 

abnormally.  

 

When this feature enabled (special wiring required, see below wiring diagram), abnormal open door will 

be detected by DI port (Alarm_In2 or IN2 in below diagram showed) if wired correctly (connecting the 

COMx port to DIx port) therefore trigger siren alarm. Once abnormal open door alarm triggered, the siren 

will sound non-stop, until manually override by related person.  

 

There are several ways to stop and disable the alarm:   

1) Power cycle the GDS37xx 

2) Pick up the Alarm Phone Call (if configured) 

3) Open Door using PIN (either public PIN or private PIN) 

 

Once alarm triggered, the GDS3710 will take snapshots when the abnormal open door happened, email 

and upload the snapshots to FTP or Central Server (when configured); call the configured alarm SIP 

phone, send the alarm output (if connected). User will only be able to disable the siren using the 3 

methods mentioned above.  

 

Detailed action information please refer to GDS37xx User Manual, ñAlarm Action Settingsò configuration.   
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Below are some diagrams showing the correct wiring to enable this new security enhancement feature:  
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