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CONNECTING THE WORLD

GWN76xx Firmware Release Notes

IMPORTANT UPGRADING NOTE

e [9/26/2022] 1.0.23.14 for GWN7624 and GWN7625 has been released to fix the same SSH
security bug in 9/19/2022 releases. Affected models are highly suggested to upgrade to the latest
firmware.

o [9/19/2022] 1.0.23.6 for GWN7600/7600LR/7610/7660/7660LR/7664/7664LR and 1.0.23.13 for
GWN7630/7630LR/7605/7605LR/7615 has been released. An SSH security bug has been fixed
since this version. Affected models are highly suggested to upgrade to the latest firmware.

o [7/15/2021] [GWN7610 / GWN7600 / GWN7600LR] Please upgrade to 1.0.19.29 for security fix
against Wi-Fi FragAttacks.

o [6/4/2021] [GWN7630 / GWN7630LR / GWN7605 / GWN7605LR / GWN7615] Please upgrade to
1.0.19.29 for security fix against Wi-Fi FragAttacks.

e [3/14/2020] [All APs 1.0.15.x] Due to the security enhancement, unless Legacy TLS Compatibility
(only available on 1.0.15.4 or higher version) is enabled, master AP on 1.0.15.4 or higher firmware
will not compatible with slave AP on firmware lower than 1.0.15.4. Master AP on firmware lower
than 1.0.15.4 will also not be compatible with slave AP on firmware 1.0.15.4 or higher. Cloud and
GWN Manager will still support both firmwares.

o [3/14/2020] [All APs 1.0.15.x] Do not use 1.0.15.x AP firmware with GWN7000 1.0.9.x or lower
version.

o [12/14/2018] [All APs 1.0.8.17] In order to enable your AP’s capability of connecting GWN Cloud
EU server, AP needs to be upgraded to 1.0.8.17 or above.

e [6/15/2018] [GWN7600&7600LR 1.0.6.41] Starting from 1.0.6.x, GWN7600 and GWN7600LR will
share same firmware file name gwn7600fw.bin. As a result, when GWN7600LR upgrades from
pre-1.0.6.x to latest firmware, it will still retrieve firmware with name gwn7600Irfw.bin, and when
GWN7600LR upgrades from 1.0.6.x or post-1.0.6.x to other firmware, it will retrieve firmware with
name gwn7600fw.bin. So, when your GWN7600LR upgrades from pre-1.0.6.x firmware, you will
need to manually modify the target firmware name to gwn7600Irfw.bin.
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o [1/26/2017] [All APs 1.0.5.15] For firmware 1.0.5.15 (GWN7610) and 1.0.5.13 (GWN7600&
GWN7600LR), this is only for GWN7610/GWN7600/GWN7600LR master deployment. All users
with GWN7000 as master are NOT encouraged to upgrade until 1.0.5.x matching firmware is
available for GWN7000, due to the compatibility of new features.

o [8/11/2017] [All APs 1.0.4.22] Please upgrade to 1.0.4.12 or higher version to get the patch for
WPA2 4-way handshake vulnerability.

o [8/11/2017] [GWNT7610 1.0.3.21] Before starting to upgrade to latest firmware, please make sure
your GWN7610’s firmware version is 1.0.2.108 or higher. Also, please make sure your GWN7000
master (if any)’s firmware version is 1.0.2.71 or higher.
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FIRMWARE FILE DOWNLOAD

Individual firmware files are available for downloading at URL below:
https://www.grandstream.com/support/firmware
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[7/24/2023] FIRMWARE VERSION 1.0.25.7

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7602 / GWN7615 / GWN7605 / GWN7605LR / GWN7630 /
GWN7630LR / GWN7624 /| GWN7625 / GWN7660 / GWN7660LR / GWN7664 / GWN7664LR

DATE
07/24/2023

FIRMWARE FILE INFORMATION
¢ GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: 82f76dd2842d9feb99f3f7c96568bb31
o  GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MDS5 checksum: 1b2c747359ef26d219bfbbb7c637e4f0
e  GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: 3f3730f21c2cffaa95869453843e3a7e
o GWN7615 Firmware file name: gwn7615fw.bin
MDS5 checksum: f702e84289ea12c0179a3e0eabe79e0b
o GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MDS5 checksum: 149d7a9%eed6307e1b840e280b8c3b501
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: 6047a2e2356fb4f51b718beSca214ead
o  GWN7624 Firmware file name: gwn7624fw.bin
MD5 checksum: 6a03e981a15af54cec7b9dbad7027d91
e GWN7625 Firmware file name: gwn7625fw.bin
MD5 checksum: 001f2f5413bed501e39fa8451bd88aaa
o GWN7660/GWN7660LR Firmware file name: gwn7660fw.bin
MDS5 checksum: 1d4d6f1459c809df7ec97b8eab0e9aa
o  GWN7664/GWN7664LR Firmware file name: gwn7664fw.bin
MD5 checksum: 555e6f514b72a35d057126a7bdebedd2

CHANGES/ENHANCEMENT

¢ Increased PPSK profiles.

¢ Increased the client expiration time to 30 days.

¢ Added device name in syslog messages.

e Added 80MHz channel width in Indonesia country for the 5G band.

e Added support for timestamp and security signature on the URL redirect.

e Fixed radio configuration about DFS channel does not take effect.

e Fixed slave AP automatically factory reset when transferring to the Manager.
e Fixed obscured characters from the schedule name.
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Modified the countermeasure prompt.

Fixed terminal VLAN ID and downlink PVID intercepts issue when they are different.

Fixed GWN menu “Error received: -16”.

Fixed the network card status switches multiple times after first pairing.

Fixed client not getting any IP when the configured VLAN ID is set to 2.

Fixed RE slow issue when connected to it, also fixed the RE disconnected issue when acquiring IP.
Fixed physical port VLAN tag does not work issue.

Fixed wrong LED test light status issue.

Fixed 5G TX power test failed issue.

Fixed AP CPU temperature consistently display as 20°C issue.

Fixed “5G channel automatically switched from 6 to 161” prompt issue when switching SSID from
dual to 5G.

Fixed not receiving alarm notification after changing alarm setting frequently.

Fixed AP not responding to cloud after receiving the distributed configuration.

Fixed the alert settings “AP channel automatically switched” should not contain channel 0 issue.
Fixed the password authenticate fails when set above 11 digits.

Fixed DHCP relay feature unusable when switched the primary device.

Fixed the voucher status displayed issue.

Fixed unable to kick out the terminal connected to slave issue.

Fixed the LED light turns on too slow issue after powering up.

Fixed AP keeps rebooting when there are too many SSIDs in the environment.

Fixed slave AP reboot and generate panic core issue.

Fixed network loop occurs issue.

Fixed secondary channel set lower than main channel but still displayed wrong in the AP channel list
issue.

Fixed devices automatically reboot when associated with 2.4G band.

Fixed devices crash after receiving the configuration from the cloud.

Fixed “Error” prompt when acquiring logs after adding devices onto cloud.

Fixed Honeywell thermostats not connecting issue.

Fixed the wireless device cannot obtain IP address issue when enabling DHCP service.

NEW FEATURE OVERVIEW

Added support for custom Channel on 2.4G band.
This feature will allow admins to customize the desired channel on the 2.4G band.

Web Ul:
Access Points — Configuration — Device Configuration
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Device Configuration

PVID(2) | 1

Allowed VLAN(s) ()

2.4G (802.11b/g/n)
Disable 2.4GHz (2)

Channel Width (2) Use Radio Settings

IChan nel (2) Use Radio Settings

Radio Power (2) Use Radio Settings
Enable Minimum RSSI () | Use Radio Settings
Minimum Access Rate Limit (2) Use Radio Settings

5G (802.11a/n/ac)
Disable 5GHz (2)
Channel Width (2) | Use Radio Settings

P I [ o " e e e

On GWN Cloud:
Settings — Wi-Fi — Global Radio Settings — 2.4G

2.4G (802.11b/g/n/ax) ~

Channel Width® (®) 20MHz 20MHz/40MHz 40MHz
Channel @ Auto

Custom Channel Ch1-2412GHz @ +2

Radio Power® High

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 15



GRANDSTREA

NECTING

WORLD

[5/31/2023] FIRMWARE VERSION 1.0.25.3

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7602 / GWN7615 / GWN7605 / GWN7605LR / GWN7630 /
GWN7630LR / GWN7624 /| GWN7625 / GWN7660 / GWN7660LR / GWN7664 / GWN7664LR

DATE
05/31/2023

FIRMWARE FILE INFORMATION
¢ GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: b537c0193a921ec369d51b958a7fb417
o  GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: 5e12bb0a9d1b160b35955ed024c0c8af
e  GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: 2afd0759f076f67eb0f5be2258fc74af
e GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: 17ccd9bfe20ffcc54bf3a2b0e5ac23a0
o GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: 0d5660527e6353f943ae0f212b1b5906
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: b005676e3c31e0bdc8f53425e3d0f20b
o  GWN7624 Firmware file name: gwn7624fw.bin
MD5 checksum: af997b13f92c0af571c01d2b2e721101
e GWN7625 Firmware file name: gwn7625fw.bin
MDS5 checksum: 9234246b4ad6cedc0234a3c11a451c47
o GWN7660/GWN7660LR Firmware file name: gwn7660fw.bin
MD5 checksum: a220521f75e544b7d479ad48804f9bcd
o  GWN7664/GWN7664LR Firmware file name: gwn7664fw.bin
MD5 checksum: 1df6bb2931daf98c54b48509b8009498

CHANGES/ENHANCEMENT
o Fixed an issue causing MESH network instability on 1.0.25.1
¢ Internal bug fixes
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[5/19/2023] FIRMWARE VERSION 1.0.25.1

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7602 / GWN7615 / GWN7605 / GWN7605LR / GWN7630 /
GWN7630LR / GWN7624 /| GWN7625 / GWN7660 / GWN7660LR / GWN7664 / GWN7664LR

DATE
05/19/2023

FIRMWARE FILE INFORMATION
¢ GWN7610 Firmware file name: gwn7610fw.bin

MD5 checksum: 7be6d53630b02ab90b8daf7019fa8329
o  GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin

MD5 checksum: 4828df4265afec3cabd06ea293d252¢ch
e  GWN7602 Firmware file name: gwn7602fw.bin

MD5 checksum: 43fc481888a77dafb6e19bb9ca570c43
e GWN7615 Firmware file name: gwn7615fw.bin

MD5 checksum: 542a6f934f302301e9e30a627714ec40
o GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin

MDS5 checksum: €613606708acaacae3df33322a257728
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin

MD5 checksum: d8ba45c592334a6¢10142abd5f707722
o  GWN7624 Firmware file name: gwn7624fw.bin

MD5 checksum: ab1d976357677d37919349e0dd0698d5
e GWN7625 Firmware file name: gwn7625fw.bin

MD5 checksum: 77a02793fa7ae8020b803ecd69ae84dd
o  GWN7660/GWN7660LR Firmware file name: gwn7660fw.bin

MDS5 checksum: eb7fa9265e68c43d2db3764c5fe56007
o  GWN7664/GWN7664LR Firmware file name: gwn7664fw.bin

MD5 checksum: 4ffdbbf22c9a749c45247e3e83bcd1b8

CHANGES/ENHANCEMENT

e Added support of IPv6 ND defense

e Added support of ARP defense

e Added support of disabling ethernet port

e Added support of switching RF timer

e Added support of DHCP relay and option82

e Added support of web packet capture saving to local PC
e Added support of trunk/access mode for NET/PoE port
e Added support of External syslog protocol selection
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e Added support of Captive Portal - Active Directory Auth (LDAP)

e Added support of Captive Portal - kickout timeout unauthenticated clients
e Added support of Captive Portal - Daily access limit by auth method

o Added support of collecting logs by MAC

e  Optimized client steering

¢ Internal bug fixes
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[5/19/2023] FIRMWARE VERSION 1.0.23.27

PRODUCT NAME
GWN7661 / GWN7662

DATE
05/19/2023

FIRMWARE FILE INFORMATION
o GWN7662 Firmware file name: gwn7662fw.bin
MDS5 checksum:  f460d3b5d3ec709598b54df653051b92

CHANGES/ENHANCEMENT
e This is the initial releases of GWN7662
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[5/19/2023] FIRMWARE VERSION 1.0.23.26

PRODUCT NAME
GWN7661

DATE
05/19/2023

FIRMWARE FILE INFORMATION
e GWN7661 Firmware file name: gwn7661fw.bin
MDS5 checksum:  637d8da536452e0027e9214001034bdd

CHANGES/ENHANCEMENT
e This is the initial releases of GWN7661
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[2/13/2023] FIRMWARE VERSION 1.0.23.24

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7602 / GWN7615 / GWN7605 / GWN7605LR / GWN7630 /
GWN7630LR / GWN7624 / GWN7625 / GWN7660 / GWN7660LR / GWN7664 / GWN7664LR

DATE
02/13/2023

FIRMWARE FILE INFORMATION
¢ GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: 2c1a5e6a052649260e13e7033947a5d5
o  GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: 86b8af88a245ce95¢15eb1a8b2ae9299
e  GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: 990728fafcaf5ec2dd5806cd75a4bbc
o GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: d1¢26a20db1f103¢c764033b301c87f26
o GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MDS5 checksum: a42145514a250b4841f57ecc18a8e841
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: 8e8e37db2d386b9f6e458ff25f87a666
o  GWN7624 Firmware file name: gwn7624fw.bin
MD5 checksum: €06469bfc63369190c9a09db5a24a251
e GWN7625 Firmware file name: gwn7625fw.bin
MD5 checksum: ab88bd3bc852cfe173d7e1c1aab66aal
o GWN7660/GWN7660LR Firmware file name: gwn7660fw.bin
MD5 checksum: 5e6315faf3740918cb70f9762c39954d
o  GWN7664/GWN7664LR Firmware file name: gwn7664fw.bin
MD5 checksum: 8409fb972afb962cf26d08d5fd956ddd

CHANGES/ENHANCEMENT

o Fixed an issue that GWN7664 generated panic core and randomly rebooted.
e Fixed an issue of AP free memory calculation.

¢ Internal bug fixes.
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[12/22/2022] FIRMWARE VERSION 1.0.23.22

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7602 / GWN7615 / GWN7605 / GWN7605LR / GWN7630 /
GWN7630LR / GWN7624 / GWN7625 / GWN7660 / GWN7660LR / GWN7664 / GWN7664LR

DATE
12/22/2022

FIRMWARE FILE INFORMATION
¢ GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: 8d969a4d3046534675a9ca916634dcc8
e  GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: 01af5e281154d01000cf851b0ad7403c
e  GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: d84ef032d2c6e0bbd3d15ffda8414144
e GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: efe8412bde75fbc290e43c46f3bde1f1
o  GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MDS5 checksum: €c2913796e463286419e4a80771da3b6c
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: 57d8ef3a3ac7b53d0df887c2af2b3c95
o GWN7624 Firmware file name: gwn7624fw.bin
MD5 checksum: fc9d1f324498abf7924aa987a6e5ddc1
o GWN7625 Firmware file name: gwn7625fw.bin
MDS5 checksum: c06508ecaa876aa428b1e961700921dd
o GWN7660/GWN7660LR Firmware file name: gwn7660fw.bin
MDS5 checksum: 83210a96e5a1ce5c6639f52adf758badb
o  GWN7664/GWN7664LR Firmware file name: gwn7664fw.bin
MD5 checksum: 44088664 1bf5231169e8fe4913d2e76d

CHANGES/ENHANCEMENT
e Add support of new GWN Cloud
¢ Internal bug fixes.
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[9/26/2022] FIRMWARE VERSION 1.0.23.14

PRODUCT NAME
GWN7615 / GWN7605 / GWN7605LR / GWN7630 / GWN7630LR / GWN7624 / GWN7625

DATE
09/26/2022

FIRMWARE FILE INFORMATION
e GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: abbbdOaedfcbc7ac3272521cda2a7347
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: e45dd4e887099%ea6a7a0263964b42ef0
e GWN7605/7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: dce2b83c0da22c7aab54e1ab0fea5204
¢ GWN7624 Firmware file name: gwn7624fw.bin
MD5 checksum: 5d696b3ee9867dc72f36577490c716b8
e  GWN7625 Firmware file name: gwn7625fw.bin
MD5 checksum: 76e893ace3ed840baa90df82d19e9c2a

CHANGES/ENHANCEMENT

e Fixed the same SSH security issue for GWN7624/7625.

e Fixed an issue that GWN7624/25 will randomly reboot with band steering enabled.

o Fixed an issue that GWN7630/7630LR may reboot with more than 70 clients connected to a single unit.

e Fixed and issue that certain legacy devices may have issue to connect to GWN7624/7625's 802.11R enabled
SSID

¢ Internal bug fixes.
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[9/19/2022] FIRMWARE VERSION 1.0.23.13/1.0.23.6

PRODUCT NAME
GWN7615 / GWN7605 / GWN7605LR / GWN7630 / GWN7630LR — 1.0.23.13
GWN7600 / GWN7600LR / GWN7610 / GWN7660 / GWN7660LR / GWN7664 / GWN7664LR — 1.0.23.6

DATE
09/19/2022

FIRMWARE FILE INFORMATION
¢ GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: d5c0e05e27e880e1d2c8b3a647140ad6
e  GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: b6255baf421a2360a3445e6849d72dc0
o  GWN7660/GWN7660LR Firmware file name: gwn7660fw.bin
MD5 checksum: eeaaedbdaedbe246037f2e0974fc3b56
o  GWN7664/GWN7664LR Firmware file name: gwn7664fw.bin
MD5 checksum: b11cbe2146f32a869240fec7a9667966
e GWN7615 Firmware file name: gwn7615fw.bin
MDS5 checksum: af9be1c8f881c45065d454bbcad2b215
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: 4d92e33621b7db54437fedcadd664b9d
e GWN7605/7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: de1ae9df87be23c4b3566016153b01c6

CHANGES/ENHANCEMENT
e Fixed an SSH security bug.
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[8/29/2022] FIRMWARE VERSION 1.0.23.9

PRODUCT NAME
GWN7605 / GWN7605LR / GWN7615 / GWN7625 / GWN7630 / GWN7630LR

DATE
08/29/2022

FIRMWARE FILE INFORMATION
e GWN7615 Firmware file name: gwn7615fw.bin

MDS5 checksum:  f25a9231ea140111e155ce5376029c36
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin

MD5 checksum: 18539908be59518788591a8e729867ff
e GWN7605/7605LR Firmware file name: gwn7605fw.bin

MD5 checksum: €2097ee462c630e505b14ae38e18c191
o GWN7625 Firmware file name: gwn7625fw.bin

MD5 checksum: 811619722d8a1c4d31b83604ace33ae4

CHANGES/ENHANCEMENT

e  Added support of BSSID info (GWN Cloud only)

o Fixed an issue that some legacy client can’t connect to 802.11w optional SSID
o Fixed multiple CVE vulnerabilities

¢ Internal bug fixes

o Update latest DFS table as of firmware version 1.0.23.9 and 1.0.23.3.

AP CE RCM FCC IC ANATEL (Brazil)
GWN7610 - - - - -
GWN7600 - - - - Yes
GWN7600LR | Yes - - - -
GWN7630 Yes Yes Yes Yes Yes
GWN7630LR | Yes Yes Yes Yes -
GWN7602 Yes Yes Yes Yes Yes
GWN7605 Yes Yes Yes Yes -
GWN7605LR | Yes Yes Yes Yes -
GWN7615 Yes Yes Yes Yes -
GWN7660 Yes Yes Yes Yes -
GWN7660LR | Yes Yes Yes Yes

GWN7664 Yes Yes Yes Yes -
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GWN7664LR | Yes Yes Yes Coming soon
GWN7625 Yes Yes Yes Yes
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[8/11/2022] FIRMWARE VERSION 1.0.23.3

PRODUCT NAME
GWN7600 / GWN7600LR / GWN7610 / GWN7660 / GWN7660LR / GWN7664 / GWN7664LR

DATE
08/11/2022

FIRMWARE FILE INFORMATION

o  GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: 2f53f4baf63088779f4293d2d7fc7df2

e GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: 28c5a5e3d82dcf9820bf3b984a111166

o GWN7660/GWN7660LR Firmware file name: gwn7660fw.bin
MDS5 checksum: 0065b959a65deb9975acc19e06eb914f

o  GWN7664/GWN7664LR Firmware file name: gwn7664fw.bin
MD5 checksum: f73e8a60ab82306e91393bd4b7fe80bd

CHANGES/ENHANCEMENT
e Enhancements/Features/Changes/Fixes includes 1.0.23.7 release’s CHANGES/ENHANCEMENT

e Added support of Link aggregation for GWN7664/GWN7664LR
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[7/18/2022] FIRMWARE VERSION 1.0.23.7

PRODUCT NAME
GWN7605 / GWN7605LR / GWN7615 / GWN7625 / GWN7630 / GWN7630LR

DATE
07/18/2022

FIRMWARE FILE INFORMATION

GWN7615 Firmware file name: gwn7615fw.bin — 1.0.23.7

MDS5 checksum: c21d8e86b3dabdea3ff14169db227101
GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin — 1.0.23.7
MD5 checksum: 7938b58f283b61e2¢7d92e9cbdd75ad4
GWN7605/7605LR Firmware file name: gwn7605fw.bin — 1.0.23.7

MD5 checksum: a7089fe06f01ffa26a589bb34511775¢

GWN7625 Firmware file name: gwn7625fw.bin — 1.0.23.7

MD5 checksum: b5799f8a3ba76d6f096be7ecde7a7f4e

CHANGES/ENHANCEMENT

Added support of Import/Export the client access lists in CSV format
Added support of 802.11h

Added support of time synchronization via cloud-based servers®
Added support of PPSK

Added support of Radius failover

Added support of PassPoint R3

Added support of 15 languages

Configuration only available on GWN Cloud when AP is adopted by cloud:

Added support of Management VLAN

Enhanced Clients page — Added Disconnect Client button

Enhanced Access Points and Clients page — Added filter by Location field

Enhanced LED control — Configuration for each AP LEDs separately; Changed device locating behavior:
blinking will not stop until close on controller

Enhanced Captive Portal — Added RADIUS timeout; Added byte limit (Only locale master); Added logout AP,
Added whitelist; Added Active Directory Authentication

Enhanced Indoor/Outdoor — Added lock and configure for each AP separately

Enhanced WiFi5 Compatibility Mode — Configuration for each band separately

Enhanced Check/Download New Firmware at Boot — Added random time option

Enhanced Cloud management stability optimization — Monitor TCP link status

Enhanced One key debug feature
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¢ Platform performance optimization

NEW FEATURE OVERVIEW

¢ PPSK
This feature will allow admin to configure Private Pre-Shared Key as an alternative to 802.1X authentication.

Access Security

Security Mode | WPA2

WPA Key Mode PPSK
WPA Encryption Type PSK
802.1x
MAC Auto Bind
PPSK
802.11w (2 Disabled

PPSK management is avalible at Access Control — PPSK

e Radius failover
This feature will allow admin to configure a secondary RADIUS server for failover purposes.

802.11w Disabled
RADIUS Server Address
RADIUS Server Port 1812
RADIUS Server Secret
Secondary RADIUS Server
RADIUS Server Address
RADIUS Server Port 1812

RADIUS Server Secret

e 15languages
Besides of English and Chinese, now GWN Ul support 15 more languages, which makes total of 17
languages support.
Language list:
1. Arabic
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Chinese
Danish
English
Finnish
French
German
Greek
Hebrew

© ©® N A~ WD

=
o

. Italian

. Portuguese (EU)

. Portuguese (LATAM)
. Russian

. Serbian

. Spanish (EU)

. Spanish (LATAM)

. Vietnamese

e R R N il o
N o 0 WN P

¢ Management VLAN
This feature allows GWN AP to be discovered/managed on VLAN network.
Configuration is available at System — Settings — Basic

Management Vlan

VLAN
VLAN ID

Allow DHCP Option 43 to Override Management VLAN
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[GWN7625]FIRMWARE VERSION 1.0.21.5

PRODUCT NAME
GWN7625

DATE
06/09/2022

FIRMWARE FILE INFORMATION
¢ GWN7625 Firmware file name: gwn7625fw.bin
MD5 checksum: ac0df7d3d1307da7721068bb3070f4d8

CHANGES/ENHANCEMENT
e This is the first release of GWN7625.
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[GWN7602]FIRMWARE VERSION 1.0.19.36

PRODUCT NAME
GWN7602

DATE
05/25/2022

FIRMWARE FILE INFORMATION
¢ GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: b6003a8e10a157dd6dca8d173b105bcb

CHANGES/ENHANCEMENT
e Enabled band 3 and band 4 channels for Israel

e Added support of SMS authentication
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FIRMWARE VERSION 1.0.21.16

PRODUCT NAME
GWN7660 / GWN7664

DATE
02/24/2022

FIRMWARE FILE INFORMATION
¢ GWN7660 Firmware file name: gwn7660fw.bin
MD5 checksum: 040e78c4ccB84cd4001ec9fd5a740fa7f
o  GWN7664 Firmware file name: gwn7664fw.bin
MD5 checksum: 2b220767ed88abcd6218240747¢c134ae

CHANGES/ENHANCEMENT
o Fixed a radio issue that US module of GWN7660&7664 may not be able to select DFS channel.
¢ Internal bug fixes
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FIRMWARE VERSION 1.0.21.15

PRODUCT NAME
GWN7630 /GWN7630LR

DATE
01/19/2022

FIRMWARE FILE INFORMATION
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin — 1.0.21.15
MD5 checksum: 89f9df9ca91e25ed3ba8f21d2b81bae8

CHANGES/ENHANCEMENT
e Added support of Hotspot 2.0 R3 Bt2 for GWN7630/GWN7630LR
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FIRMWARE VERSION 1.0.21.14/15

PRODUCT NAME
GWN7605 / GWN7605LR / GWN7615 / GWN7630 / GWN7630LR / GWN7660 / GWN7664

DATE
01/07/2022

FIRMWARE FILE INFORMATION

¢ GWN7615 Firmware file name: gwn7615fw.bin — 1.0.21.14
MDS5 checksum: 84811f268ad70fe8cb40b18e5c23a54e

o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin — 1.0.21.14
MD5 checksum: d89d9cc7653dch8cdas568c6eff01e944

e GWN7660 Firmware file name: gwn7660fw.bin — 1.0.21.14
MD5 checksum: f83ccfed1843464d429f596cec7cOf87

o GWN7605/7605LR Firmware file name: gwn7605fw.bin — 1.0.21.15
MD5 checksum: 09928b531736123b1efdd4b56fd99be5

¢ GWN7664 Firmware file name: gwn7664fw.bin — 1.0.21.15
MDS5 checksum: ed78b0a7b8a5f54d83adcbd6d58b48ce

CHANGES/ENHANCEMENT

e Added support of Hotspot 2.0 R3 Bet2 for GWN7660
e Added support of Bonjour Gateway

¢ Internal bug fixes

NEW FEATURE OVERVIEW

¢ Bonjour Gateway
This feature will allow Bonjour protocol to be broadcast into configured VLAN.
Configuration is available at:
Network—SSID—Edit EIF’ —Wi-Fi—Advanced—Enable Bonjour Gateway

NG

w0

RLD
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FIRMWARE VERSION 1.0.21.7

PRODUCT NAME
GWN7600 / GWN7600LR / GWN7610 / GWN7660

DATE
11/05/2021

FIRMWARE FILE INFORMATION

¢ GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: 9e4f2b4b2acfof96d650af91e38a0963

e  GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: d9e7edadf64270a5e1800b1f7ff71757

e GWN7660 Firmware file name: gwn7660fw.bin
MD5 checksum: 435d918cc98c429ac3a2036¢67169ec?

CHANGES/ENHANCEMENT

e  Sync new features of 1.0.21.6 from other models
¢ Enable FCC DFS channels for gwn7660

e Internal bug fixes

NEW FEATURE OVERVIEW

e DFS channels
Now SSID max number is separately counter in each band (2.4GHz or 5Ghz). The maximum allowed SSID for
each band now is as below:

1.0.21.7 CE RCM FCC IC ANATEL (Brazil)
GWN7610 - - - - -

GWN7600 - - - - Yes
GWN7600LR | Yes - - - -

1.0.21.7 CE RCM FCC IC ANATEL (Brazil)
GWN7630 Yes Yes Yes Yes Yes
GWN7630LR | Yes Yes Yes Yes -

GWN7602 Yes Yes Yes Yes Yes

GWN7605 Yes Yes Yes Yes -

GWN7605LR | Yes Yes Yes Yes -

GWN7615 Yes Yes Yes Yes -

GWN7660 Yes Coming soon | Yes Coming soon -
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FIRMWARE VERSION 1.0.21.6

PRODUCT NAME
GWN7630 / GWN7630LR / GWN7605 / GWN7605LR / GWN7615

DATE
10/27/2021

FIRMWARE FILE INFORMATION
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: dbb89a9e9398d7a475¢28c8b0f377665
o  GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: d33aa163653518b0f6e4e8c845d3595e
¢ GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: 6deab7cb22653691db67342e438cd0c2

CHANGES/ENHANCEMENT

e Upgraded the max number of supported SSIDs

e Added Option to turn off U-APSD function

o Added feature of reporting Probe request RSSI information (Requires GWN.Cloud)
e Added IPv6 support for internal GWN services

o Added feature to Transfer AP to GWN manager

e Added feature to allow Each AP to disable/enable 2.4GHz or 5GHz independently
e Added TR-069 support

o Added feature of Google Authentication

¢ Added feature to Delete inbound and outbound rules in batch

o Added feature to Save network abnormal log to Flash

e Added feature of Web lock for failed login

NEW FEATURE OVERVIEW

o Upgraded the max number of supported SSIDs
Now SSID max number is separately counter in each band (2.4GHz or 5Ghz). The maximum allowed SSID
for each band now is as below:

Model MAX SSID on each band without Mesh/with Mesh
GWN7600/7600LR 16/14

GWN7602 4/4

GWN7605/7605LR 8/6

GWN7610 16/14
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GWN7615 16/14
GWN7630/7630LR 16/14
GWN7660/7660LR 16/14
GWN7664 16/14

Interfaces are also updated according to the new limit.

Add
Wi-Fi Device Membership
Available Devices Member L
CO:74:AD:14:27:08 24G: 216
(GWN7630LR) 5G: 2/16

e Option to turn off U-APSD function
U-APSD (Unscheduled Automatic Power Save Delivery) now can be turned of by option from
Network — SSID — Edit EI? —Wi-Fi—~Advanced—Enable U-APSD

e Probe request RSSI information
This information is mainly used for client geo analytics, so that further service can be provided based on client
location. To turn on this feature, configuration option is available at GWN.Cloud:
Network—System— Settings—General—Presence API

Onced enabled, will detect and collect
wireless device info. near the AP, which can

_ be used for device positioning, pedestrian
Enable e pos =2
flow monitoring and so on.

Presence APl @

The API information is available from GWN Cloud. Detail for this API is under API Reference—Client—7.
Obtain the signal strength of the clients around the AP.

Change Log

EJ APl Developer
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e |Pv6 support for internal GWN services
Now GWN AP will not only pass IPv6 packets, AP will be able to take IPv6 address for internal services. If
dynamic IPv6 assignment is not available in your network, you can configure static IPv6 address on AP
management interface. Configuration is available at:
Access Point—Configuration—Edit EI? —Fixed IPv6

¢ Transfer AP to GWN manager
GWN manager option is available in Transfer AP feature now.

Transfer AP

Transferable devices (Online and supported by cloud or GWN Manager):

CO:-74:AD:14:27:08

Untransferable devices:

There are no untransferable devices

Transfer To | GW\M

GWN Manager

e Each AP to disable/enable 2.4GHz or 5GHz independently
Each AP now can independently disable/enable its 2.4GHz band or 5GHz band.
Configuration option is available at Access Point—Configuration—Edit Ef —>2.4G/5G.

2.4G (802.11b/g/n) 5G (802.11a/n/ac)

Disable 2.4GHz [ | Disable 5GHz

¢ TR-069
Configuration options are available at Service—~TR069.
TR-069 feature is mutual exclusive to some GWN.Cloud and Master features. For details, please refer to
GWN User Manual.
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Enable TR-069

ACS URL

ACS User Name

ACS Password

Periodic Inform Enable
Periodic Inform Interval (s)

CPE Cert File

CPE Cert Key

Google Authentication
Google Authentication now is added to Captive Portal. Related configuration options are available at
Captive Portal—Palicy List—~Add/Edit—Basic.

1. Firstly, select Authentication Type to Social Login Authentication, and then you can select Google.
2. Next, you will need to configure on Google cloud platform.
Go to https://console.developers.google.com/apis/credentials, and set up your App.

3. Retrieve you Client ID and Client Key and copy them onto your GWN.

Google (@
Google Client ID

Google Client Key

4. Meanwhile configurate your Oauth redirect URI:
'https://cwp.gwn.cloud:8443/GsUserAuth.cgi?GsUserAuthMethod=4'.

Delete inbound and outbound rules in batch
Now you can delete inbound/outbound rules in batches by checking the box in front of the rules.

wOR

LD
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Firewall

Outbound Rules Inbound Rules

Priority Service Protocol Policy
0 dhep Permit
1 http Permit

e Save network abnormal log to Flash

When slave APs lost upper link network to its Master, Master will have no way to get log from Slaves. This

scenario is especially common during a Mesh network troubleshooting. Now, with this feature, network can
log in slave AP’s webUI to retrieve the log from interface below:

& GWN7630LR

Debug

Core Files Ping/Traceroute One Key Debug 55H Remote Access Log

4} System

One Key Export

o Web lock for failed login

Now, GWN AP’s webUI access will be locked for 15 mins after 5 login failures.
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FIRMWARE VERSION 1.0.19.32

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7630 / GWN7630LR / GWN7602 / GWN7605 / GWN7605LR
/| GWN7615

DATE
07/15/2021

FIRMWARE FILE INFORMATION
o GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: 3523fcfccbf1d0ad3a06cb4389340fdb
¢ GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: b576f7bd25f3728574c885acdb2bd8a4
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: 9e37d1d485ba06bc990cc93540a18123
e  GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: a3fcb6dcfbfb086ec89c2c9d59beebdf
o  GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: ebaa7f81a22e33829¢e1db4d23ee9e9df
o GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: 14883d6401e978630d250ad32f7af563

CHANGES/ENHANCEMENT

e Fixed the security issue from Wi-Fi FragAttacks (GWN7610 / GWN7600 / GWN7600LR).
o Fixed a NAT issue causing some client with fixed IP unable to access external network.

e Fixed a MESH link issue caused by ipv6 environment.

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 42



GRANDSTREAM

CONNECTING HE WORLD

FIRMWARE VERSION 1.0.19.29

PRODUCT NAME
GWN7630 / GWN7630LR / GWN7605 / GWN7605LR / GWN7615

DATE
06/04/2021

FIRMWARE FILE INFORMATION
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: a741ea98e0248271a61cdc331a77ccOd
o  GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: €9c8d6b79c38b917351192b8f6061957
e GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: b86e8467e3a88470456f0f7b151be7al

CHANGES/ENHANCEMENT
e Fixed the security issue from Wi-Fi FragAttacks (GWN7630 / GWN7630LR / GWN7605 / GWN7605LR /
GWN7615).
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FIRMWARE VERSION 1.0.19.25

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7630 / GWN7630LR / GWN7602 / GWN7605 / GWN7605LR
/| GWN7615

DATE
03/29/2021

FIRMWARE FILE INFORMATION

o GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: 033447bf5c51f20099bbf1e3b35dfde8

o GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: 2e5200b8b62891f456fbef68e5613eef

o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: 8b3528dfb29a67 1f6fa588cf12df3798

e  GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: 013e13b41757790c3f4ec84dech67fde

o  GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: 1db0b79c¢378d3071€9d8846fdf0bff32

o GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: f2f2477224dca%9a29d14ad07c17cdf3a

CHANGES/ENHANCEMENT

e Fixed an issue of GWN7602 LAN port incorrect status display.

o Fixed an issue that GWN7630 broadcast an unknown SSID when client bridge is setup.

o Fixed an issue that causes AP to go offline when channel width is changed.

e Fixed an issue of Email SMTP settings not working.

o Fixed an issue of GWN7605Ir's 5G radio interface incorrect when Country/Region select Europe and Scene
select outdoor.

o Fixed an issue that causes WP810 disconnection when roaming between GWN APs.

¢ Internal bug fixes.
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FIRMWARE VERSION 1.0.19.22/23

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7630 / GWN7630LR / GWN7602 / GWN7605 / GWN7605LR /
GWN7615

DATE
02/03/2021

FIRMWARE FILE INFORMATION

¢  GWN7610 Firmware file name: gwn7610fw.bin - 1.0.19.23
MD5 checksum: ecb2557fd35d59515c7751a3cadd9f9d

o GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin - 1.0.19.23
MD5 checksum: 3a53f81c433bec5a9d158e26b47ee25f

o GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin - 1.0.19.22
MD5 checksum: 841cdd8ce3ce1bd997d725926239b9de

e  GWN7602 Firmware file name: gwn7602fw.bin - 1.0.19.22
MD5 checksum: 638ac9849fafad42cce401576466a508

o  GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin - 1.0.19.22
MD5 checksum: 990963089c1eb2c81f0dda9618d1691d

o GWN7615 Firmware file name: gwn7615fw.bin - 1.0.19.22
MD5 checksum: 8d27194e45c15d78dae61865363a08d5

CHANGES/ENHANCEMENT

e Added support of WPA3 (gwn7600/7600Ir/7610/7602 does NOT support)

e Added support of Secondary RADIUS Server

e Added support of Rogue AP Alert

e Added support of NET port VLAN settings (gwn7600/7600Ir/7610 does NOT support)

NEW FEATURE OVERVIEW

e WPA3
Configuration is available at SSID—Edit—Wi-Fi—Access Security—Security Mode.

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 45



GRANDSTREAM

CONNECTING THE WORLD

Access Security

Security Mode WPA2

WPA Key Mode (2) WEP 64-bit
WEP 128-bit
WPA Encryption Type
WPA/WPAZ
WPA Pre-Shared Key (2) WPA2
OSEN
802. 11w (2
Open

Enable Captive Portal WPA2/WPA3

e Secondary RADIUS Server
Configuration is available at SSID — Edit — Wi-Fi— Access Security. Once you choose 802.1x mode,

secondary radius server can be configured additional to the primary.

Secondary RADIUS Accounting Server
RADIUS Accounting Server Address (2)
RADIUS Accounting Server Port (2) 1813
RADIUS Accounting Server Secret (2)

RADIUS NAS ID (2)

e Rogue AP Alert
Configuration is available at System—Alert—Alert configuration—Rogue AP.
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Email Alert Configure
Memory Usage (2)
AP Throughput (2)
SSID Throughput (2)
Admin password change (2)
Firmware Upgrade (2)
Rogue AP (2) [ ]

AP Offline (2)

RESE[

o NET port VLAN settings
Configuration is available at Access Points—Configuration—Edit—NET port Type.
You can configure Trunk port or Access port. When chose Access, you also need to specify its VLAN ID.

MNET Port Type (2) Access |
VLAN (NET) (2) Trunk
Access
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FIRMWARE VERSION 1.0.19.15

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7630 / GWN7630LR / GWN7602 / GWN7605 / GWN7605LR
/| GWN7615

DATE
01/20/2021

FIRMWARE FILE INFORMATION
o GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: 8a8265aab6d3bd03b0f76a0e6a73691e
¢ GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: a69514b2d275ace4d67c041d0e1a0cb4
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: 073577079373c78e9e8f535ffb2d95a3
e  GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: 4a8edca192626f8c13455676912536a0
o  GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: 5b51ddfd8b8f43aa75625298dc1cc187
o GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: 5170b60090e052f517¢9355d995096d5

CHANGES/ENHANCEMENT

¢ Fixed a RRM bug that failed to adjust power and channel due to adjacent AP detection failure
o Fixed a NAT mode issue causing client cannot get IP address

e Fixed an issue that illegal IP assigned to AP causes AP to go offline
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FIRMWARE VERSION 1.0.19.14

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7630 / GWN7630LR / GWN7602 / GWN7605 / GWN7605LR
/| GWN7615

DATE
12/23/2020

FIRMWARE FILE INFORMATION

o GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: f1f997996b4 5afc86a258949152506aa

¢ GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: 6b2cad61637d70af024501febbfcd615

o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: d8c46486e455a952f22cf709627b7a53

e  GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: dcdf2c2a4a458a27f4fd8e21ff47edc9

o  GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: a88ee8d9358f44e2ed480f07f13d83ad

o GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: ¢1d4e91a9133d932d761a4c680c0f176

CHANGES/ENHANCEMENT

e Fixed a system crash for GWN7630

¢ Fixed an always offline issue of Mesh RE-AP

e Fixed a bug causes packet random drops on SSID with VLAN tag

o Fixed an AP database issue cause no top statics displays on controller

e Fixed an issue that snmpd could not be stopped, which leads to AP unable to reboot
e Fixed an issue that AP may response on DHCP client discover
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FIRMWARE VERSION 1.0.19.9

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7630 / GWN7630LR / GWN7602 / GWN7605 / GWN7605LR
/| GWN7615

DATE
11/23/2020

FIRMWARE FILE INFORMATION
o GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: 91ff30b55a7bce19b907a062bc5961e5
¢ GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: f8c3c17cd66d2bad98cf7f0160b34b5d
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: 7677853facb5b3e289f327778223646d
e  GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: ae82645da8244ac4bc2c145340154720
o  GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: ee5d903f4ab6675e2ff7e049c6b8569b
o GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: c3b579fa79b130ae63bc31ac1469a75a

CHANGES/ENHANCEMENT
o Fixed a system crash
o Fixed TCP connection closes randomly when SSID Mode is set to NAT mode
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FIRMWARE VERSION 1.0.19.5

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7630 / GWN7630LR / GWN7602 / GWN7605 / GWN7605LR
/| GWN7615

DATE
10/26/2020

FIRMWARE FILE INFORMATION
o GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: a262250fc097ef0b813fb763cfale1da
¢ GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: 8291180c86dbcefc98ce632f19cd55d5
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: 23966¢749f4c8620ed91886a81cc8aaf
e  GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: b16e2e12cc31af8ccO00be07bf402723f
o  GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: 28d6bc126effbb57e751589484d19b76
o GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: fe9e32ed72a645c2330b4f63818848ae

CHANGES/ENHANCEMENT
o Fixed a memory leak in syslog.
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FIRMWARE VERSION 1.0.19.4

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7630 / GWN7630LR / GWN7602 / GWN7605 / GWN7605LR
/| GWN7615

DATE
10/14/2020

FIRMWARE FILE INFORMATION
o GWN7610 Firmware file name: gwn7610fw.bin
MD5 checksum: €65e623737970a8d7c424f1ce3952e6f
¢ GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: 77720de92704ba7a0f4055c4edc80997
o  GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: a5791f5336690abcdebea8fo09c0bcd6
e  GWN7602 Firmware file name: gwn7602fw.bin
MD5 checksum: ccda6948a0ae687ce8394440fa9f6c38
o  GWN7605/GWN7605LR Firmware file name: gwn7605fw.bin
MD5 checksum: 3471df0289af7b0d61d44560e715faba
o GWN7615 Firmware file name: gwn7615fw.bin
MD5 checksum: 81414c1a8b3893defoda843e6f1e7132

CHANGES/ENHANCEMENT
e Added support of Multicast/Broadcast Suppression
e Extended support of RRM to GWN Cloud and remaining AP models
e Added support of Active IGMP for feature Convert IP multicast to unicast enhancement
e Added support of Rogue AP Detection
e Added support of 802.11w
e Added support of Auto TX Power
e Added Captive Portal Enhancement
o Added support of SNMP
e Added support of Allow DHCP Option 43 to override GWN Manager Address
e Added enhancement as AP local master Email/Notification optimization
o Added enhancement as AP local master WebUI optimization
e Added support of more DFS Channels
e FCC and IC DFS for 7605/7605LR/7615
ANATEL (Brazil) DFS for 7600/7630/7602
e Added support of NAT (GWN7610 not supported)
e Added support of Firewall
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o  Added support of Hotspot 2.0 Beta (GWN7610 & GWN7602 not supported)

NEW FEATURE OVERVIEW

e Multicast/Broadcast Suppression
Broadcast or Multicast packet consumes a lot of air bandwidth. By enable Multicast/Broadcast Suppression,
all the broadcast and multicast packages will be discarded except DHCP/ARP/IGMP/ND. Enable with ARP
Proxy is also available. Configuration is available at SSIDs—Wi-Fi—Advanced as below:

Edit

Client Time Policy | None

Multicast/Broadcast Suppression Disabled

Convert IP multicast to unicast

able Schedule

o Active IGMP
This option will optimize the multicast to unicast feature in the case that there is no multicast router in LAN.
By enable it, AP will initiatively broadcast IGMP queries to keep updating of the IGMP snooping items.
Configuration is available at SSIDs—Wi-Fi—Advanced.

MUITICASUBroaacast Suppression Lisabled
Convert IP multicast to unicast (7 Active mode
Enable Schedule Disabled

Passive mode
Enable Voice Enterprise
Active mode

Enable 11R (7

¢ Rogue AP Detection
New security feature to detect rogue AP in the service area.
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& GWN7615

Rogue AP Firmware 1.0.19.3 (@I

Enable Rogue AP Detection (_n
Detect range [-]
Countermeasure leve High

Containment Range [-]

Sub-string for Spoofing S5ID [=]
® Radic
@ Security
Trusted AP =]
Rogue AP
Untrusted AP (-]

e 802.11w
Configuration is available under SSIDs—Wi-Fi—Access Security.
2 modes are available for 802.11w: Optional and Required.
Optional: Either 802.11w supported or unsupported clients can have the network access authority.
Required: only the client supported 802.11w have the network access authority.

Access Security

Security Mode WPA2
WPA Key Mode
WPA Encryption Type AES
WPA Pre-Shared Key (2) | sseeseee
802.11w Disabled
Enable Captive Porta Disabled
Use MAC Filtering

Client Isolation

e Auto TX Power
Configuration is available under Radio—2.4G/5G—Radio Power

GRANDSTREAM NETWORKS GWN76xx Firmware Release Notes Page 54



GRANDSTREAM

CONNECTING THE WORLD

Radio Power (7 High
rt Guard Interval (2 Low
Medium
cy Devices(802.11b)
High
le Minimum RSSI (% Custom

Dynamically Assigned by RRM
Access Rate Limit (2

Auto

e Captive Portal Enhancement
1) Enable HTTPS Function Optimization
Original “Enable HTTPS” is divided into two options
a. Enable HTTPS Redirection: If enabled, both HTTP and HTTPS requests sent from stations will be
redirected by using HTTPS protocol. And station may receive an invalid certification error while doing
HTTPS browsing before authentication. If disabled, only the http request will be redirected.

b. Enable Secure Portal: If enabled, unauthorized guests will be redirected to the splash page by using
HTTPS protocol. If not, the HTTP protocol will be used.

2) New option - Idle Timeout: Specify the idle timeout value for guest network connection. Once timed out,
guest should re-authenticate for further network use. Please note that this option is not applicable to
voucher guests.

3) Portal Page loading optimization: resolved some loading issue

e SNMP
Configuration is available under Service—SNMP

SNMP Firmware 1.0.19.3 @D

& GWN7615

SNMPV1, SNMPv2¢

Community String

SNMPV3
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e Allow DHCP Option 43 to override GWN Manager Address
This configuration is available when admin login in Slave mode. It is enabled by default.

; GWN7615 = Manager Settings

£+ System

Manager Settings

e AP local master Email/Notification optimization
Now Master AP centralize all events from slaves and send Email/Notification events, instead of having each
slave send independently.

o AP local master WebUI optimization
Now local master WebUI matches GWN Cloud and GWN Manager WebUI.

e FCC and IC DFS for 7605/7605LR/7615
ANATEL(Brazil) DFS for 7600/7630/7602
Below it the current DFS table for GWN APs as of 1.0.19.4

1.0.19.4 CE RCM | FCC | IC ANATEL (Brazil)
GWN7610 - - - - -

GWN7600 - - - - Yes
GWN7600LR Yes - - - -

GWN7630 Yes Yes Yes Yes Yes
GWN7630LR Yes Yes Yes Yes -

GWN7602 Yes Yes Yes Yes Yes

GWN7605 Yes Yes Yes Yes -

GWN7605LR Yes Yes Yes Yes -

GWN7615 Yes Yes Yes Yes -

o NAT (GWN7610 not supported)
NAT feature is added to GWN AP. Along with DHCP server and firewall feature, GWN AP now can perform
as a lightweight home router.
Configuration is available at Service—~DHCP Server—NAT Pool

e Firewall
Configuration is available at Security—Firewall—Outbound/Inbound Rules
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Service Protocol

Policy

Destination

Al

GWN1DCAB4

m cancel

¢ Hotspot 2.0 B2 (GWN7610 & GWN7602 not supported)
Configuration is available at Service—Hotspot 2.0

& GWN7615

Add Firmware 1.0.19.3 @D @ Q

General Settings
Name
Domain ID o
HESSID
Network Access (2 ernet Acces:
Network Type Private network

IPv4 Type Address type not available

IPv6 Type Address type not available
= Service

Network Auth Type Not configured
Hotspot 2.0

Venue

Operator Name

Roaming Consortium
Domain

Realm

Cellular Network information
Port Configuration

Advanced

m Reset
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FIRMWARE VERSION 1.0.15.18

PRODUCT NAME
GWN7605LR / GWN7615—-1.0.15.18

DATE
06/18/2020

FIRMWARE FILE INFORMATION
¢ GWN7605LR Firmware file name: gwn7605fw.bin

MD5 checksum: f2950a672756cf906076965a3bffe3ba
e  GWN7615 Firmware file name: gwn7615fw.bin

MD5 checksum: e57ff82ddac585f005f327de9fd58f3

CHANGES/ENHANCEMENT

o Added GWN7605LR and GWN7615 two models into GWN AP family. Please refer to below table for the up-
to-date DFS support matrix.

GWN7610 / GWN7600 / GWN7600LR / GWN7630
/ GWN7630LR / GWN7602 — 1.0.15.20
GWN7605 / GWN7605LR / GWN7615 — 1.0.15.18

6/18/2020 CE RCM | FCC | IC
GWN7610 - - - -
GWN7600 - - - -
GWN7600LR Yes - - -
GWN7630 Yes Yes Yes Yes
GWN7630LR Yes Yes Yes Yes
GWN7602 Yes Yes Yes Yes
GWN7605 Yes Yes - -
GWN7605LR Yes Yes - -
GWN7615 Yes Yes - -
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FIRMWARE VERSION 1.0.15.18 & 1.0.15.20

PRODUCT NAME
GWN7610 / GWN7600 / GWN7600LR / GWN7630 / GWN7630LR / GWN7602 — 1.0.15.20
GWN7605—-1.0.15.18

DATE
05/21/2020

FIRMWARE FILE INFORMATION

GWN7600/GWN7600LR Firmware file name: gwn7600fw.bin
MD5 checksum: d490a7c670e15c67698b64949196fe77
GWN7610 Firmware file name: gwn7610fw.bin

MD5 checksum: d1b97769ef66cde9793a2ec8e763a513
GWN7630/GWN7630LR Firmware file name: gwn7630fw.bin
MD5 checksum: 54e00a2d6610c690e51822f2f4c29ebd
GWN7605 Firmware file name: gwn7602fw.bin

MDS5 checksum: 2b142615d2598570c65eaec0427a8d5d
GWN7605 Firmware file name: gwn7605fw.bin

MD5 checksum:  f2950a672756cf906076965a3bffe3ba

CHANGES/ENHANCEMENT

Added support of more DFS channels
Fixed internal bugs

Please refer to below table for the up-to-date DFS support matrix.

GWN7610 / GWN7600 / GWN7600LR / GWN7630
/ GWN7630LR / GWN7602 — 1.0.15.20
GWN7605 - 1.0.15.18
5/21/2020 CE RCM | FCC | IC
GWN7610 - - - -
GWN7600 - - - -
GWN7600LR Yes - - -
GWN7630 Yes Yes Yes Yes
GWN7630LR Yes Yes Yes Yes
GWN7602 Yes Yes Yes Yes
GWN7605 Yes Yes - -
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FIRMWARE VERSION 1.0.15.15

PRODUCT NAME
GWN7602

DATE
04/24/2020

IMPORTANT UPGRADING NOTE

e Due to the security enhancement, unless Legacy TLS Compatibility (only available on 1.0.15.4 or higher
version) is enabled, master AP on 1.0.15.4 or higher firmware will not be compatible with slave AP on firmware
l