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&) 2-7'"2% 6 %23) /. PB8TM8pPB8PCoY

02/ $5#4 .1 -%
GXRB786XR782 GXMGXP1760W

$!14%
0R72023

&) 2-712% &), % ). &/ 2-14) ]

T Firmware file name: gxpl700fw. bin

MD5eb11992b523afldcacOlaaeec0f 41373

) -0/ 241" .4 50'"2!'$)." ./4%
1 After upgrading GXP17xx to firmware 1.0.1.118, downgrading to a firmware version lower than
1.0.1.116 is not allowed.

%.(!.#%- %. 4
Added Support R pSoUr kP QRRTF R P3CBRBT1L ) RFC 3581)
Removed DST for Mexi co time zone

=A =4

"5 &) 8

T Fixed GXP1760W exhausts the | PFaddeewsrkowpt wWh€hSCOe¢t
or 2802E

Fi xed Dewviome tffibme |l sr ae

Fi xedcdeddoes not handle BLF state NOTIFY properly

Fi xRalvi cenadtodd®® after ringing timeout

Fi xed Device cannot ©68figure VMPK via TR

=A =4 =4 =

%7 &%! 452 %3 |/ 6%26) %7

3500/ 24 20/ 24 j2&# ocuyp(Q

T Web Configuration
This option can be f dAuAcdc aunidide ¥owkevti miengveb Ul

Support Rport (RFC 3581) O No @ Yes

f Fuotional ity
This optmifogmares to use symmetric response routing. | f |
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the SIP Request, and the informati

Via header field in
for SIP Register to rewontendhepi Pl P Contacsubeségueati SI

T Pvalue

Val ue Range |[Defaul't

Pvalue Description

Rport (Val ueNe& Yes

P13/1P447/ P54Support
Val ukYes

Notes
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&) 2-7!'2% 6 %23) /. P8M8pP88pcuU

02/ $5#4 .1 -%
GXRB786XR782 GXM GXP1760W

$!14%
08BR022

&) 2-71'2% &8/, 2% ! 4) |

T Firmware file name: gxpl700fw. bin

MD54d64bfb2cc79ee851a8d491bbd177d34

) -0/ 241" .4 50'"2!'$)." ./4%
1 After upgrading GXP17xx to firmware 1.0.1.118, downgrading to a firmware version lower than
1.0.1.116 is not allowed.

%. (! . #%- %. 4
T Add&€@11 campéiand HELD piEOtLacSERYURLROT t
T Added Support of character A+0 in dial pl an

"5' &) 8

1T Fixed Device firmware and config server path are empt

%7 &%! 452 %3 |/ 6%26) %7

%wpp 3%26) #%

T Web Configuration
This option can be f é&6ettAEO9dlelr Sdeewiiccee .web Ul
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Enahle E911 ® no O ves

HELD Protocol ® HTTP O HTTPS

HELD Synchronization Interval 0

Location Server

Location Server Username

Location Server Password

Secondary Location Server

Secondary Location Server

Username
Secondary Location Server
Password
HELD Location Types geodetic, civic, locationUR|
HELD Use LLDP Information ® no O ves
HELD WAl ® Mo O Yes
HELD Identity HELD Identity Value
1
2
3
4
3]
6
7
8
9
10
E%11 Emergency Mumbers a11
Geolocation-Routing Header ® no O ves
Priority Header ® No O Yes
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T Functionality

On E9%Xlature webpage, there are a couple of configurat
l ocation infé¢Lm&)i omreegheHELD protocol (RFC 5985). Wi
parsing the data in 200 reepotmsembrdmthbhleSobphhomes dmoe a

Geol ocation header in the emergency cal
T Pvalue
Pval uDescription Val ue Rang{(Defaul't
<New Pvalue> Val ue = 0;
P8565 No
Enable E911 Val ue = 1;
<New Pvalue> Value = 0;
P8566 HTTP
HELD Protocol Value = 1;
<New Pvalue>
P8567 _ i 0, -3@a40 0
HELD Synchronizatio
<New Pvalue> )
P8568 i String NULL
Location Server
<New Pvalue> .
P8569 i String NULL
Location Server Use
<New Pvalue> .
P8570 ) String NULL
Location Server Pas
<New Pvalue-> .
P8571 String NUL L
Secondary Location
<New Pvalue> )
P8572 , String NULL
Secondary Location
<New Pvalue> .
P8573 String NULL
Secondary Location
<New Pvalue> ) ) )
P8574 ) String geodetic, ci
HELD Location Types
URI
<New Pval > Value = 0;
P8575 No
HELD Use LLDP I nfor|Value = 1;
<New Pvalue> Value = 0;
P8576 N o
HELDAI Value = 1;
<New Pvalue> )
P8577 ) String NUL L
HELD | dle nNaintiey and Va
P8578
<New Pvalue> )
P8579 i String NULL
HELD | dent2i tNya méa lana
P8580
<New Pvalue> )
P8581 i String NULL
HELD | dent3i tNya méa landa
P8582
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<New Pvalue> ]
P8583 ) String NULL
HELD | dentdi tNya méa landa
P8584
<New Pvalue> .
P8585 , String NULL
HELDdent i t5y NAareuea nd
P8586
<New Pvalue> ]
P8587 ) String NULL
HELD | dentb6i tNya méa landa
P8588
<New Pvalue> .
P8589 : String NULL
HELD | dent7i tNya méa landa
P8590
<New Pvalue> .
P8591 : String NULL
HELD | dent8i tNya méa lana
P8592
<New Pvalue-> .
P8593 ) String NULL
HELD |1 dent9i tNya méa lannd
P8594
<New Pvalue> )
P8595 : String NULL
HELD | dentliOt WaVeel we
P8596
<New Pvalue-> .
P8597 String 911
E911 Emergency Numb
<NeWvalue> Value = 0;
P8598 o No
Geol ocRdutoinng Heade:
Value = 1;
<New Pvalue> Val ue = 0;
P8599 ] , No
Priority Header
Value = 1;
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&) 2-7!'2% 6 %23) /. Pp8mM8p8pco

02/ $5#4 .1 -%
GXRB786XR782 GXM GXP1760W

$!14%
07/0 ® 02

&) 2-71'2% &8/, 2% ! 4) |

T Firmware file name: gxpl700fw. bin

MD5c42610e1c873b8014412555b609c78dhb

-0/ 241 .4 50'21'$)." ./ 4%
1 After upgrading GXP17xx to firmware 1.0.1.118, downgrading to a firmware version lower than

1.0.1.116 is not allowed.
"5' &) 8
T Fix®thone | ost audio after making an attended transfer
T Fixed Phone cannot downl oad full X ml phonebook file
T Fixed Phone froze after making a speci al transfer
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&)2-712% 6%23pd . p8M8p8p

02/ $5#4 . ! -%
GXRB786XR782 GXM GXP1760W

$!14%
oR®R0O21

&) 2-71'2% &), % ). &/ 2-14)]

T Firmware file name: gxpl700fw. bin
MD5032a93ff4f1fab0b75845a866026cal8l

y-0/241 .4 50'"21'%$)." ./4%

1 After upgrading GXP17xx to firmware 1.0.1.118, downgrading to a firmware version lower than
1.0.1.116 is not allowed.

"5' &) 8

T Fixed Phone froze randoml-Fi whethwaroknnected to the Wi
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&) 2-712% 6%23py . p8M8p8p

02/ $5#4 . ! -%
GXRB786XR782 GXM GXP1760W

$!14%
oMBRO021

&) 2-712% &), % ). &/ 2-14) ]

T Firmware file name: gxpl700fw. bin

MD5614557b12bldaad205d3dbbf74ecble?

-0/ 241" .4 50'21$)." . /4%

1 After upgrading GXP17xx to firmware 1.0.1.118, downgrading to a firmware version lower than
1.0.1.116 is not allowed.

n 5 1 &) 8

1 Fi xRavismanet cm@st register via OpenVPN

1 Fi xBldFs awpdabitng someti mesSwWResmxrwuwgéng certain
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&) 2-712% 6%23pg . p8M8p8p

02/ $5#4 . ! -%
GXRB786XR782 GXM GXP1760W

$!14%
0 H3/2 012

&) 2-71'2% &), % ). &/ 2-14)]

T Firmware file name: gxpl700fw. bin
MD58db384973a8c4384fcf2ed4e0f29b084f

y-0/241 .4 50'"21'%$)." ./4%

1 After upgrading GXP17xx to firmware 1.0.1.116, downgrading to lower firmware version is not
allowed.

%. (! . #%- %. 4

T Added internal fix to Iimprove system stability

"5' &) 8

T Fixed Bevomati cadflfy power
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&) 2-712% 6%23)gd . p8M8pP8pT

02/ $5#4 .1 -%
GXRB786XR782 GXM GXP1760W

$!14%
06/0 2 0 2 0

&) 2-712% &), % ). &/ 2-14) ]

T Firmware file name: gxpl700fw. bin

MDEbe68d03ef09b03fbffO0a25d6db580ebhb

%. (! . #%- %. 4

Added Ability to choose TLS Version for HTTPS provisioning [TLS VERSION SELECTION]
Added Ability to enable/disable weak ciphers [ENABLE/DISABLE WEAK CIPHERS]

1 Added Support of Central Africa Time zonei CAT 0

= =

"5 &) 8

T Fix8dF indicatioornettWwemkiung key symchronization i s
i Fixd Device frieezesnmwhetndd thet twhe kWi

T Updat ¢ itghhwetrpsd on due to Mulmsenabilities CVE

%7 &%! 452 %3 |/ 6%26) %7

4,3 6%BI, I%#H4) | .

T Web Configuration
This option can be f cAuMai rnuthadkgdBrede vi t A FebuibJhgy

Minimum TLS Version TLS 11 ~

Maximum TLS Version Unlimited ~

I Fuotional ity

The function @hloowieniumwem/smatxoi mum TLS wversion for HT TP S
transAfaretr. change the TLS Ver s nfgmr, ttakei md oenfef encete dosn rHTbTOR
Provisioning and sip transport don't need reboot.
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Pvalue Description|{Value Range Def aul t
P22293 Mi ni mum TLS|Valwu = 10; TL|TLS 1.1
Val u = 11; TL
Val ue = 12; TL
P22294 Maxi mum TLS|Value = 99; UnjlUnl i mit e
Value = 10; TL
Val ue = 11; TL
Val ue = 12; TL

%.

1 Web Configuration

This option can

Enable/Disable Weak Ciphers

L' %T$) 3! "#)% (7% 3+

be

Enable Weak TLS Ciphers Suites

f cAAuMai nutnadpdBreade vi t ¢A Febubhygy

f Functional ity
This feature could force the TLS version/ Cipher suites
trangp@garSsYt TCP) and HTTPS web access.
1 Pvalue
Pval ybDescript|Val ue Range Def aul t
P853fgEnabl e/ CValue = 0; Enabl e Weak TO
Weak CipValue = 1; Di sabl e Sy mmg¢g
RC4/ DES/ 3DES
Val ue = 2; Di sabl e SSEyEMMH
Vdue = 3; Di sabl e Al We
Val ueDizsdbhbl e Symmetric A
Val ue = 5; Di sabl e Al V]
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&)2-712% 6%23)/. p8M8p8ww

02/ $5#4 .1 -%
GXRB786XR782 GXM GXP1760W

$!14%
121/22019

&) 2-71'2% &8/, 2% ! 4) |

T Firmware file name: gxpl700fw. bin

MD5:3d98e63dfbdf 41f624210b61022ad25

S

(! . #%- %. 4

Added Callee ID display [CALLEE ID DISPLAY

Added Ability to scroll long names in all fields [SCROLL LONG NAMES

Added Ability to specify which certificate to trust LOAD CA CERTIFICATES

Added Support of more custom ringtones [MORE RINGTONES

Added Support of Pound(#) key acting as redial [POUND FOR REDIAL

Added Support to upload SIP TLS Private Key from web Ul [SIP TLEERTIFICATE/PRIVATE KEY

Added Support to flash MWI LED for missed call notification [MISSED CAMW!I LED

Added Support of locked mode for configuration via keypad [LOCKED MODE FOR CONFIGURATION

VIA KEYPAD

Added Ability to display Diversion info [DIVERSION INFO DISPALY

Increased the size of display name on LCD [USE LONG LABEL

Added Support of Auth Header on Initial REGISTER [ADD AUTH HEADER ON INITIAL REGISTER

Added Support to hide VPK information when dialing [SHOW KEYS LABEL

Added Support to enable or disable Acoustic Echo Cancellation [ENABLE ENHANCED ACOUSTIC

ECHO CANCELLER

1T Added Support of AProvisiono mode PROYISIDRK/ Softkey to
VPKSOFTKREY

1 Added Ability to download certificate files during provisioning [DOWNLOARERTIFICATE FILES
DURING PROVISION

1 Changed The S&o Paulo / Brasil time MUST be set to UTC-3

Added Support for Chile timezone

=A =4 =4 4 4 -4 -4 -

=A =4 =4 4 A

1 Added Support for Ukrainian language

GRANDSTRHENEM WORK S GXRP780/ 1782/ 1760/ 1760W Rel easle8 Not es
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Added Support to configure two Passwords for the same GDS [OPEN TWO DOORS FOR THE SAME
GD$

Added Support to allow more special characters to be used in SIP account via keypad [MORE

SPECIAL CHARACTERS VIA KEYPAD

Added Ability to allow @ character in SIP user ID [SIP USER ID FIELD IMIPROVBMENT

5' &) 8

Fi xedi ce ndootespop out AgewitlaClDo guifnt eWi mchaawmgi ng Ringtone
Fixed PhonehosoldoCommtad oad when Public Mode is config
Fi xed Wevkeseabnormally after |l osing network connect.i

Fixed Degeptays feat ur e whoede diard drtggpa & kafp CI D

Fi xRalvi ce canodti natnesrweirt tceanltllsy

Fi xed aMul tPiagi ng channel i ssue

Fixed Device fails to complete RFC7088 MOH

Fixed Azores Tismbawnthdoesrnett time when selected

Fi xRPaelvireepl i es with 200 OK "sendrecv" upon roercei ving
SI P/ wbBhoadsoft

Fi xed Device does not display Il ock sign when the cal
Fi xed scsatlabl i shed without audio randomly

Fixed Config.txt downloaded from Deviceds web Ul is

Fi xed DHCPc a®petti oannsy Pval ue

Fi xBPaviomddy spl ays the first contact' smulutmbpelre whuenmb etrhse
Fixed calls don't disconnect when using TLS

Fi xRalvikeeeps sending RTP aftremdoamhgel call/ hang up

Fi xed Musthots swictche sBghwlirc e®sn

Fixed All optionswehepagsetsiiigr@SER i dentity

Fixed Users can perf acromsftaatimrty moaelseti sewera bil fe d

Fi xBedvi ce obtainess 2i n Pamdamwissonment with LLDP enabl e
Fi xeall |l TraNsefwomlmr@@®ence is notbywBygkasg Dbaltepthnp"
configuration

Fi xed Dawli techange the ringtone from the keypad menu
Fixed GXP1760W failed to connect to 802.1x encrypted
Fi xBalvidmees not include the unilgbeactehenti catieomuring
Fi xRalvi cecemato send PRACGK i2n0 CAOK orwesponse

(

(

Fixed Bypass di al plan is not working properly duri ng

Fixed beeeces after running call cancel perf ormance
Fixed commeatteveobathklight timeout

Fixed Devi deoaplopmyg Cpoid wigmd ¢cagietnt gi @ SI P account
Removed t hfeorPvtahewecust om CA and trusted CA certificat
configuration backup
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%7 & %! 452 %3 /| 6 %26) %7

#1,, %% )$ $)30,!9

T Web Configuration

This option can be f oAlAhdc awuydiesc odd\Sil e SvedBiabllgs Settings
A Cal IDeeDilspl ay

Callee ID Display ® Auto () Disabled ) To Header
T Functionality
Now t hec aissectr scal |l ee I D display.
When the option is set to "Auto", t he pAsoser tweid |1 duepndtait
Header, -Rermtdt edeader and To Heagder in the 180 Ringing
When set to "Disabled", callee i d wildl be displayed as
When seot Heoadelr ", caller id wildl not be updated and di s

T New Pvalue

Pval Descripti|Value Range Default
P2604Call ee | D|Value=0; Auto Aut o
Val ue=1; Di sabl e

Val ue=2; To Head ¢

3#2/1,, I . .- %3
f Functionality
Now | ongwinlalmescr ol | though LCD to display all. the cont e

VS #D #%24) &) #! 4 %3

T Web Configuration
A new option fALoad CA CertificafhdMai adre AlBsecfaoruintdy uShedtetri ne
ATrusted CA Certificates.
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Trusted CA Certificates

Index ID Issued By Expiration
1 Upload Delete
2 Upload Delete
3 Upload Delete
4 Upload Delete
5 Upload Delete
Security Settings
o 6 Upload Delete
Security n Default Certificates
Trusted CA Certificates Custom Certificates
L Load CA Certificates + All Certificates
Packet Capture U —
[ savs | saveanc iy
f Functionality
Users can specify which CA certificate the phone needs
Default Certificates: The phone will-imetrfigtetde ser
certificates |ist.
Custom Certificates: Theceprhtoinfei cvaitlel bvaesreidf yo nt hteh es ecruv
certificates | ist.
Al | Certificates: The phone wil|l verify the server

includi-ing &mud ldustom trusted certificates.

T Pvalue

Pval|DescriptionValue Range De flat

P850|(<New PvaluelVal ue

0; Def aul t Ceg?2
1; Custom Cer f
Al | Certi fi

Load CA Cer|Val
Val ue

c
I
N

-12% 2)." 4/ . %3

T Web Configuration

The

related options can b& StotAdPgserf ey Rd engitcoen ewe banldl i

Account Ringtone sAAtcogdAcnadesrCavelb St tings.

ADefault Ringtoned now supports up to 10 custom rin

Each AAccount Ringtoneo now also supports up to 10

f Functionality

The

0/ 5.

phone now can download up to 10 different custom r |

$ &/ 2 2%$) !,

T Web Configuration
A new option fiUse Pound (#) For ReAlSalt OACa$h| bEebbundsul
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Do Not Escape '#' as %23 in SIP
URI ©ONo( Yes
Use Pound (#) For Redial No @ Yes
Click-To-Dial Feature © Disabled ' Enabled
f Functionality
When fAUse PoReadi 1#9 iForset ANod, the pound key # will n
screen.
T Pvalue
Pval|Description Val ue Range: Def a
P850|<New Pvalue> Value = 0; No 1
Use Pound (#) HValue = 1; Yes

3)0 #M%B4) &) #!1 4%T02) 6! 4% + %9

T Web Configuration
Under deviA BMaiwetbe ydShecceur i t y A Seetctuirng sy, users can wuse th
AiDel eted buttons to manage SIP TLS Certificate and SI P

Security

Web Access
Upgrade and . . . ) N
Provisioning Configuration via Keypad Menu Unrestricted H
Syslog Enable STAR Key Keypad Locking @No " Yes
Language

Enable Keypad functional Locking @No  Yes
Action URL
TR-069 Password to Lock/Unlock

Security Settings = emergency numbers

Security

Validate Server Certificates ©ONo  Yes
Trusted CA Certificates

Packet Capture SIP TLS Certificate
SIP TLS Private Key

SIP TLS Private Key Password

Custom Certificate

f Functionality
I nstead of manually inputr &€etltyficaat ef hpivauel| Kayd, prov
reduce the chances of human mistake.
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- ) 33%S$ -/, ., %$

T Web Configuration
This option can be found undedDidg@Viage web UIY Settings

Disable Missed Call Backlight ® No ) Yes ’ Yes. but flash MWI LED

f Functionality

Nowseaan turn off LeGiDawil mg k& i gaimsds eadl séos lgled cal Ibynoti fic
flash MWI LED byfi¥es, thus bDpatslinn MWbakEDwhen missed cal
wi || be fI absheirnsg t o no

T Pvalue

Pval|Description Val ue Range: Def a
P351|<New Pvalue> Value = 0; N o 0
Di sable Missed (Value = 1; Yes
Value = 2; Yes, b

I H#E+ %S -/ $% &/ 2 #/.&)"'5214)/. 6)! +%90!$

T Web Configuration
This option can be found undABedevi tgABGebubhiyyMaintenal

I Configuration via Keypad Menu Locked Mode ¥

Enable STAR Key Keypad Locking | Unrestricted

Basic seftings only  [—
Password to Lock/Unlock

Constraint Mode

Validate Server Certificates
Locked Mode

f Functionality
Nowe added dwgpgwordfeoaf t he opti onvioaf KGoynpfaidg uMeantui o n
WhefmLocked Modeafitlsorcskeilnegc ttehde, phone, Menu option of DUT

T Pvalue

Pval |Description Val ue Range: Def a
P135|<New Pvalue> Value = 0; Unrest|O
Configuration viVvValue = 1; Basic
Value = 2; Constr
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Val u®; =Locked Mod

$)6%23)/. ). & $)30!,9
T Web Configuration

A newti&nabl e Diversion | nfor niantdieorn dbeivsifpcBea yvbeAbCadhl | be f o
Features.

Enable Diversion Information

Display No @ Yes

Save and Apply Reset

T Fuaotional ity

When fAEnable Diversion | nfoDmatiremnobDi splfaydwiilds et di e p
receives I NVITE with Diversion header.

T Pvalue

PvalugDescription Val ue Range Def a
P22231lEnabl e Diversion I rqValue = 0; N{q1l
Val ue = 1; Ye

53% , /. , " %,

T Web Configuration

Thiopti on can be found under device web UIY Sett-ings Y
Purpose Keys Settings

Use Long Label ® No " Yes ' Maximum Length
f Functionality
Nowevi adbliesto display |l onger |l abel in idle screen. Pho
I f ther&7a&a chatriialcareacst,erl6éwi | | be replaced as féo.

T Pvalue

Pval |Description Val ue Range: Def a
P834|<New Pvalue> Value = 0; N o 0
Use Long Label Value = 1; Yes
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Val ue = 2; Ma X i mu

'$$ 1154 (%! $%2 [/ . ).)4)Y!, 2% ) 34%2
T WebConfiguration

This option can be f cdAuAcdc auniliec o WARE i R eSale®dad)yjs Settings

Add Auth Header On Initial o N v
REGISTER : =

f Functionality

Whenhis optioneviscidnalsleammdl, ADt henti cation Header on the
Regi ster.
T Pvalue

Pval Description Val ue Ran|Defaul't
P2359<New Pvalue> Val ue = O0|No
Add Auth Header Onf{Value = 1

3(/ 7 +%93 , ! " %,

T WebConfiguration

This option can be found under device web UIY Settings
Purpose Keys Settings

Show Keys Label ® Show ) Hide
T Functionality
Now users can choose to Show/Hide information of VPK wl

I f AHi ded is sel ekRkKdwi IWhidrel ydidailsmlgay A1, 2, 3, 40.

T Pvalue

Pval|Description Val ue Range: Def a

P838|<New Pvalue> Val ue =Show 1
Show Keys Label [Val uz Hide
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%. 1", % %. (! .#%$ | #/534)# %H(/ #! .#%, , %2

T Web Configuration

This option camnelve cleoAvBdt Wh cCeqpar | FeaBnuarbelse Enhanced Aco
Echo Canceller

Enable Enhanced Acoustic Echo

e
Canceller No ® Yes
f Functionality
Now uissebrl &€« htomse to enable or disable the echo cancell er
T Pvalue
Pval Description Val ue Range Defaul t
P2217<New Pvalue> Val ue = 0; N|Yes
Enabl e Enhanc|Value = 1; Y
Echo Cancelle

02/6)3)/3/ &0+ %9
T WebConfiguration

This option can be f oAuSdat tumEed gde mima BY \&i erktewb u rMud st e
Keylsdl e Screen Softkeys
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Edit VPK

Mode | | INE

Accounts
Description

Value

f Functionality

Now users

TOTCE TV rET

Call Return

Transfer

Call Park

Monitored Call Park

Intercom
LDAP Search
Multicast Paging

Record

Call Log

Menu
Information
Message

Provision

GRANDSTREAM

CONNECTING THE WORLD

are ®Dwlfaetkeegyt nisegg&PKprovi si on

$/ 7.,/ #%24) &) #!1 4% &), %3 $52) . °

f Functionality

Now f uesnetresr sermhbe

the server and commit into

Those Pvalues are:
279: SI P TLS Certificate
280: SIPPiTla$ e Key
8433: Trusted CA Certific
8434: Trusted CA Certific
8435: Trusted CA Certific
8436: Trusted CA Certific
8437: Trusted CA Certific
8438: Trusted CA Certific
9902: OpenVPN CA
9903: OpenVPN Certificate

02/6)3) /.

phone.

at
at

at
at

e s
e s
es
e s
e s
e s

S O~ WDN PP

process

BRahbtuedpthewdddwn!| oxckrtthidiilceattehat 6s

GRANDSTRHEM WORK S

GXR780/ 1782/ 1760/ 1760W Rel eas2e/f Not es

0



GRANDSTREAM

CONNECTING THE WORLD

9904:n\OPN Client key

/' 0%. 47/ $//23 &2 4(% 3!-% " $3
T Functionality
Now users can set device to open 2 doors by adding t wc

Sett-iexkgsernal Service. After setting up, therpewounbd be
the two different doors.

-1 2% 30%#)!, #(! 2! #4%23 6)! +%90! $
T Functionality
Now users are able to input pound and plus sign throug!

3) 0 53%2 )$ &) %, $ )-)02/6% %. 4

T Functionality

Now users arg@ialblee tam account with a SIP user | D that
"11l11@ est.com" in your SI'P User I D field. When regist
"111@ est.com”" instead of 111.

Not e: The server ddmdi nnwihl S0P bhbeomnbleader.
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&)2-712% 6%23)/. p8mM8p8YW

02/ $5#4 .1 -%
GXRB786XR782 GXM GXP1760W

$!14%
07/09/2019

&) 2-712% &), % ). &/ 2-14) ]

T Firmware file name: gxpl700fw. bin

MD571c706fa3cc99927dd513e7c6ab6e361f

%. (! . #%- %. 4
1 Added Support to edit VPKs using device's keypad [EDIT VPKS WITH KEYYPAD

%7 & %! 452 %3 /| 6 %26) %7

%$)4 60+3 7)4( +%90!$

T Functionality
Now useans madiefi ys eviPtKi siigdsegv i c e 6 si nksetyepaadd of Wloi Bigmp loy wledn g
press desired VPK key forinBgosecohfisutsergetwainmnt 6 omadidf n

|l ong press fArighto direction key for 3 seconds and pho

Not@®tartimmgecond page, phone will byghdedwmaidfFl RSYVouewmptey
pressing the corresponding one.
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&)2-712% 6%233/. p8mM8p8Y

02/ $5#4 .1 -%
GXRB786XR782 GXM GXP1760W

$!14%
060/2019

&) 2-71'2% &), % ). &/ 2-14)]
T Firmwamamdé:i | gxpl700fw. bin
MD53107e6619eb623491e7ec66a5c5dd3bb5

%. (! . # %- %. 4

9 Added new OUI (C0:74:AD) support and related fixes. (Note: GXP1760W with new MAC address will
not be able to downgrade to previous versions).
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&)2-712% 6%23p/. p8M88p8YX

02/ $5#4 .1 -%
GXRB786XR782 GXM GXP1760W

$!14%
03052019

&) 2-712% &), % ). &/ 2-14) ]

T Firmware file name: gxpl700fw. bin

MD5f:2¢c99a227a7d2137a193d6876b404912

%. (! . #%- %. 4

1 Added Support to prevent users from accessing the network settings (Basic and Advanced) under
web GUI using the user credentials

Improved Device to show CallerID Number/Name when receiving a call meanwhile on an active call
Improved Device to display VPK labels during different call screens

Improved Device to prevent users from disabling Web Access when constraint mode is enabled

= =4 =4 =4

Improved Device to prevent users from access the security menu through LCD when constraint mode
is enabled

Added Support to sync phonebook through SIP Notify [SYNC PHONEBOOK BY SIP NOTIFY

1 Added Support to BLF key as forward destination during ringing state [BLF AS FORWARD
DESTINATION DURING RINGING STATE

==

II5I &)8
1T Fixed RBeepsesending SyslwhehbB¥EEtagsessetteno NONE
1 Fi xeadr warded Calls are |l ogged as Missed Call s

T Fi xlped€vi ce obtainss88ubkP addr ess

%7 & %! 4/56298236 ) %7

39.# O(/.%"//+ "9 3)0 ./4)8&9

f Fuotional ity
Now when phone receives &v 8hP:.-cNeenytiatcyh estgprthamtm ec owiitlali nrse cfio g 1
it and start the process to download phonebook.
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" & 13 &/2712% $%34).14)/. $52).' 2).').' 3414%

f Fuotionality
Now users can forward the incoming call with BLF keys
get the phonbee ttoo saubvsaclri d BLF and press Forward Key the
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&)2-712% 6%23)/. p8M8pP8YXT

2/ $5#4 . - %

GXRB786XR782 GXM GXP1760W

$!' 4%
0682018
&) 2-71'2% &), % ). &/ 2-14)]
T Firmware file name: gxpl700fw. bin
MD5d60ca04898a216f2461733d52a66934a
%. (! . #%- %. 4
1 Added Support to auto redial if callee is busy [AUTO REDIAL
1 Added Support to configure VPK/Softkey to launch provisioning process [SUPPORT PROVISION VIA
VPK/ISOFTKEY
1 Added Headset gain options [HEADSET GAIN
1 Improved to display more Cyrillic characters on local phonebooko f phonebd6s LCD screen
1 Added Option to choose either to override or accumulate groups when uploading a new XML
phonebook [[IMPORT GRGUMETHOD
1 Added Support to dial an abbreviated number instead of the whole number for BLF call pick-up
1 Added Support more characters for password input from LCD [MORE CHARACTERS FOR PASSWORD
INPUT FROM LTCD
1 Added Support to unmute device manually if it is muted manually
1 Added Support to configure device with custom certificate signed by custom CA certificate [CUSTOM
CERTIFICATE
Added More fields for Distinctive Ring Tone (Matching Rule) [MORE MATCHING RULES SUPPDRTED
Improved Device to support 802.1x with special symbols such as "-" and "@"
"5'&) 8
1 Fi xBDF cannot be provwisibon28@Xsuccessfully
1 Fi xBay|-sagvhithme does not work correctly for some ti me :
f Fi<xd Provision for custom client certificate does not
1T Fixed Device does not send sulmgcrsiebeefror registratior
T Fixed Audio |l oss issue in calls when there is jump ir
1T Fixed Device freezes after provision and enabling cal
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%7 & %! 452 %3 /| 6 %26) %7

1 54/ 2%$) !

T Web Configuration
This option can be f cAuSdat tum@gd | dE eAaBmerbelseb AWIt omat i ¢ Red

Enable Automatic Redial ® Mo U Yes
Automatic Redial Times 10
Automatic Redial Interval 20

T Fuaotional ity

When phone di al stamsmwemberf fwaubhowmati c redial is enabl ed,
redial attempt will be made at the AAutomatic Redi al [
Redi al Ti meso.

T New Pvalue

Pval Description Val ue Range Default

P8353J<New Pvalue>|Val ue 0 ; No|[No

Enabl e AutomgValue = 1; Ye
P8354<New Pvalue>|1100 10
Aut omati ¢ Re(
P8359Y<New Pvalue>|[1360 20

Aut omati ¢ Re{

3500/ 24 02/6)3)/. 6)! 60+T3/ &4+ %9

1 Web Configuration
This optifoonuncdanu nbdeer 4 Sweit ¢ @ Py eobg rlaimma bAl \ei rKtewas u rMud st e
Keys/ 1 dle Screen Softkeys

Mode | Provision v

Accounts | Accounti v
Description

Value

f Functional ity
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Users can matnmhiiad | yestedue t o provision the phone

(%! $3%4 ' 1) .

1 Web Configuration
This option can be f cdAuSiat tumdgs i a e BoHogear dvgleelt UIX/ R X

Headset TX Gain (dB) 0 decibel ¥
Headset RX Gain (dB) 0 decibel
f Functional ity

Users can set tlhhaimhcad®9eted@XHRX option.
1 New Pvalue

Pval Description Val ue Range Defaul t
P130]J]Headset TX G{Value = 0; 0 0O decibel

Val ue-6=d®ci be

Val ue = 2; 6

Val ue-9=d&ci be

Val ue = 4; 9

Val ue-12 B®eci

Val ue-15 @eci
P13031Headset RX G{vValue = 0; 0 O deci bel

Val ue-6=d®ci be

Val ue = 2; 6

Val ue-9=d&gci be

Val ue = 4; 9

) -0/ 24 02/%4(/$

1 Web Configuration
This option can be found under device web UIA Phonebook A Phonebook management A Import Group
Method.

Import Group Method ® Replace ' Append
f Functional ity
Now when user import a new phonebook, they can choose to replace the old phonebook groups or

accumulate the old phonebook and the new phonebook altogether.

1 New Pvalue

GRANDSTRHENEM WORK S GXRp780/ 1782/ 1760/ 1760W Rel e as3
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Pval {Description|/{Value Range Default

P84631<New Pvalue|lVal ue
| mport GroufVal ue

0; RepllRepl ace
1, Appse

-1 2% #(!' 2! #4%23 &/ 2 0!337/2% ).054 &2/- ,#8$%

1 Functionality
Now users can enter more characters }fr d.mhetelvlmradieD scr e e
can be input by using number key 1.

#5341 - #%24) &) #! 4%

1 Web Configuration
This option can be found under device web UIA Maintenance A Security Settings A Security.

Custom Certificate

f Functional ity
Now i f users want taoaupl,oddetyheiarn awd oadr ffirfoml cdhhes c ust
server to verify to the phone.

T New Pvalue

Pval Description Val ue Range Default

P84731<New Pvalue> |[String N/ A
Custom Certif

-/ 2% -14#()."' 25, %3 3500/ 24 %$

T WebConfiguration

This option can be found under device web UIA Accounts A Account # A Call Settings.
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Match Incoming Caller ID

Matching Rule Ring Tone
1 J3 Default Ringtone -
2 J2 Default Ringtone -
3 J2 Default Ringtone -
4 J3 Default Ringtone -
5 J2 Default Ringtone -
G J2 Default Ringtone -
7 J3 Default Ringtone -
8 J2 Default Ringtone -
g9 J2 Default Ringtone -
10 J3 Default Ringtone n

f Fuotionality

Now instead of supporting three matching rules ringtone settings, users can have up to ten matching
incoming caller ID
T Pvalue

Pval ue Description Val ue R|Default
Accouht <New Pvalue> String N/ A
P6716 Match I ncoming

P6722

P6728

P6734

Accouht <New Pvalue> String N/ A
P6718 Match I ncoming

P6724

P6730

P6736

Accouhtt <New Pvalue> String N/ A
P6720 Match | ncoming

P6726

P6732

P6738

Accouhtt <New Pvalue> String N/ A
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P26064 Mat ch | rmCcad riemrg
P26164
P26264
P26364
Accouhtt <New Pvalue> String N/ A
P26066 Match I ncoming
P26166
P26266
P26366
Accouhtt <New Pvalue> String N/ A
P26068 Match I ncoming
P26168
P26268
P26368
Accouhtt <New Pvalue> String N/ A
P26096 Match I ncoming
P26196
P26296
P26396
Pvalue Descriptio|lValue Range Default
Accouht |[<New Pvalu|Val uENOo Ri nigt olDef aul t
P6717 Mat ch RulVal usys@em ri Rington
P6723 Ringtone Val uest om r i
P6729 Val ueus2 om r i
P6735 Val ueus3 om r i
Val uess I;&ent
Val udd=frRul t .Ri
Accouht |[<New Pvalu|Val uENOo Ri nigt o|Def aul t
P6719 Mat ch Rul|Valuesys@em r;i fRi ngt on
P6725 Ringtone Val uest om r i
P6731 Val ueas2 om r i
P6737 Val ueas3 om r i
Val uesz I;&nt
Val udb=frul t .Ri
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Accouhit |[<New Pvalu|Val wENO Ri ngt o|Def aul t
P6721 Mat ch Rul|Val Wsystem r;i fRi ngton
P6727 Ringtone Val uest om r i
P6733 Val ueus2 om r i |
P6739 Val ueuus3 om r i
Val ues= ;e nt
Val udb=frRul t .Ri
Accouhit |[<New Pvalu|Val wENO Ri ngt o|Def aul t
P26065 Mat ch Rul|Valuesys@em r;i fRi ngt on
P26165 Ringtone Val uest om r i
P26265 Val ues2 om r i |
P26365 Val ueas3 om r i
Val ues= ;& nt
Val udb=fraul t .Ri
Accouht |[<New Pvalu|Val vENOo Ri ngt o[Def ault
P26067 Mat ch RulVal usys@em ri Rington
P26167 Ringtone Val uest om r i
P26267 Val ueas2 om r i
P26367 Val ueas3 om r i
Val uesz I;&nt
Val udb=fRul t .Ri
Accouht |[<New Pvalu|Val vENO Ri ngt o[Def ault
P26069 Mat ch RulVal usys@em ri Rington
P26169 Ringtone Val uest om r i
P26269 Val ueas2 om r i
P26369 Val ueas3 om r i
Val uesz I;&nt
Val udb=fRul t .Ri
Accouht |[<New Pvalu|Val vENOo Ri ngt o[Def ault
P26097 Mat ch RullVal usys@ em r;i Rington
P26197 Ringtone Val uest om r i
P26297 Val ueas2 om r i
P26397 Val ueas3 om r i
Val ues= I;&nt
Val ud=fRultto nRei
GRANDSTRHEVEM WORK S GXR780/1782/ 1760/ 1760W Rel eas3e® Notes
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&)2-712% 6%23)/. p8M8pP8QOT

02/ $5#4 .1 -%
GXRB786XR782 GXM GXP1760W

$!14%
03/23/2018

&) 2-712% &), % ). &/ 2-14) ]

T Firmware file name: gxpl700fw. bin

MD5549ece9ace795aa82faed9eb6bf 50fc80

%. (! . #%- %. 4

1 Added Let's Encrypt validation for 3CX [VALIDATE SERVER CERTIFICATES]

Added Let's Encrypt Root CA to Trusted CA

Added SIP support for 3CX hot desking feature [SIP SUPPORT FOR 3CX HOT DESKING
FEATURE]

Added Host name of the phone on the DHCP INFORM using DHCP option 12

Added automatically log in web Ul from 3CX server interface [AUTO LOG IN WEB U]

Added uaCSTA support [uaCSTA CONTROL FOR 30X

Added Use SBC configuratifam 3SCUSE SBC WITH 3CX

Added Option to enable/disable Voicemail notification LED [VOICEMAIL NOTIFICATION LED]
Added LCD screen backlight timeout feature [LCD SCREEN BACKLIGHT TIMEOUT]

Added Support of HTTP and HTTPS web interface at the same time [BOTH HTTP AND HTTPS WEB
INTERFACE]

Added "Account display" under account general settings [ACCOUNT DISPLAY]

Added Send SIP unregister for all accounts when factory reset the phone

Added Transfer mode via VPK feature [TRANSFER MODE VIA VPK]

Added Random firmware/config download time feature [RANDOMIZED AUTOMATIC UPGRADE]
Added Allow BLF and speed dial VPK mode to perform transfer function during active call [ENABLE
TRANSFER VIA NON-TRANSFER MPK]

Added Set Config upgrade via HTTPS & Firmware upgrade via HTTP as default values

Added Force admin to change default password upon initial login [PASSWORD CHANGE PROMPT]
Added Enable strong password for admin/user password [TEST PASSWORD STRENGTH)]

Added Ring for call waiting feature [RING FOR CALL WAITING]

Added MAC header support in SIP header [MAC HEADER SUPPORT IN SIP HEADER]

=A =4 =4 -4 4 =A =4 =4 4 -4 A -4 = =4

=A =4 -4 4 A
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Enhanced syslog to run on other ports instead of default port [SYSLOG ENHANCEMENT

Added Auto provision starts when certain p-values are changed [PVALUES THAT TRIGGER AUTO
PROVISIQN

Added Attempt to download config files [ATTEMPT TDOWNLOAD CONFIG FILE AGAIN

Added DoNotDisturbEvent support for 3CX [DONOTDISTURBEVENT SUPPORT FOR 3CX
Added Support for TLS version 1, 1.1, and 1.2 for SIP

Add HTTP/HTTPS Username/Password fields for firmware and provisioning paths in LCD menu
[USERNAME/PASSWORD FIELDS ADDEMMENITD

Added Dial plan flag T support [DIAL PLAN FLAG T SUPPORT

Add Country code modification [COUNTRY CODE MODIFICATION

5" &) 8
Fi x@wWboWmd i ficati on rfeebaotoutr et or etqauki er eesf f e c t
Fi xRidal plan prefixTabidan't apply to Click

Fi xMids sR-vwglweel i dati on range for softkey mode "call I
Fi xégder Upload Trusted CA not working
Fi x@é™l to dial * asterisk is not working

Fi x¢all i date Certificate Chain option is invalid

Fi xRidone crashed after modi fied the CTI account then

Fi xelder e was ain celxammelWilF44 when country code was BR

Fi xeldphod@ nobagk to I dle page directly after pressed

Fi xehlde Call Ret wrom kVRK rdiecdndty i f press Iline key and
Fi xPRldone modul e crashed when call return after dialin
Fi x®@aftkeys ddrmrsgheary eldawirng incoming call in adjust

Fi xeldphooeul dndét wupgrade after input correct user nan
authentication windows in LCD

Fi xelde phone crashed after answering the queue calll

Fi xeldphooeul dndade ugpfgtrer i nput correct user name and
authentication windows in LCD
Fi x@alnnot answer incoming call via CTIl acceptcall ¢

Updated Grandstream product certificate
Fi xelde GUI <crashgdraefitd28codehpgiFhrmamde ganadl psas saswot d

Remove MAC addreAgenn"theadé&tseof thefB3FrP3RXgister mes

Fixed Phone keeps restart all the time with 3CX

Fi xed Phone |l eaves the stuck calll in call park scenar
Fixed Phone does noatc ks eenod PIBNXD fsbtt aetBuCsX 0b0 O K

Fixed Phone takes too long to do failover from pri mar
SIP/ TCP is set on the phone

Fixed First P Value merges with the second comment
Fixed Contacts are cleared after wuploading wrong forr
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1T Fixed Phone does not remain the voice wligmawherg LU @M
%7 &%! 452 %3 |/ 6 %26) %7

6! ,)$!'4% 3%26 %2 #%24) &) #! 4 %3
T Web Configuration
This option can be fUdtMad nurecdr@enckdet g-eSegebr i ty

Security

Configuration via Keypad Menu ® Unrestricted ' Basic seftings only ) Constraint Mode

Enable STAR Key Keypad Locking ® ng O Yes

Password to Lock/Unlock

Validate Server Certificates No ® Yes Validate Server Certificates
) Validate server certificates with
SIP TLS Certificate p our trusted list for TLS
- connections. If set to "No",
device will bypass certificate
SIP TLS Private Key validation (not recommended).
P
SIP TLS Private Key Password 8
Web Access Mode HTTPS (' HTTP ' Disabled ® Bath HTTP and HTTPS

T Fuotionality
ldet to AYes, o0 the phone will check the serverdés certi
during HTTPS.Ipfr osveids itoot iFieNy phone wi | | not check server

T New-value

Pval ue Description Val ue ran¢Def al
P8463 Val i date ServdqO:No 0
1:Yes
3)0 3500/ 24 &/ 2 o#8 (/4 $%3+)." & %! 452 %

T All &P 17xx to apply 3CX related preuvppopbphi BGXshotidg:
feature. The phone will now handbgn6l PeNobt Efawseh ey
's4//1 " ). T7T%" 5)

T All ows automatic |l ogin toXbdobeplbdXPé7Winpememtr 1 new aa B
l ogin ABIy:/ umstetrpname: pass wdliod) @l P
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OA3a#l .42/, &l 2 o#8
T Web Configuration
This option can be fUdxNred wrRdkeaemo t ke \Ciomd rvod b

Remote Control

I CSTA Control Disabled '® Enabled CSTA Control

Indicates whether CSTA Control
m Save and Apply m feature is enabled. Change of
this configuration will need the

. = system reboot to make it take
Copyright @ Grandstream effect.

OReset to Default

2

f Fuotionality
Support for CSTA control feat  sueporUsi CEHETACX uarcta oy ag
can control the phone to make, answer, hold or transf

T New-value
Pval ue Description Val ue range Def a
P32053 CSTA Control 0:Di sabl ed 0

1:Enabl ed

6/ )#%-1), . /[4)&)#!14) /] . |, %$
T Web Configuration

This option can be fUlxSred titbrhdedr Cdreldiiraedb lwee bV M/ MSG power
fl ash

LED Control

I Disable VM/MSG power light flash ® Ng O Yes Disable VM/MSG power light
flash

Save and Apply Reset
m - If select the choice yes, the

VIMIMSG light cannot flash even
though there's an unread voice
mail or message

Q
Q

f Fuotional ity
| f set to fAiYeso wildl di sable voicemail LED noti ficatf
receiving voicemail notification.
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T New-value

Pval ue Description Val ue range Def a
P8 371 Di sabl e VM/ MSG p|0:No 0
1:Yes
, HB#H2%%. " #+,)' (4 4)- % 54

T Web Configuration
This option can be fUdxSred twrhddr DdesApdltaigy evelac k|l i ght Tin

Backlight Brightness: Active 6
Backlight Brightness: |dle 0
I Active B&Cklight Timeout 1 Active Backlight Timeout
Disable Missed Call Backlight % No ) Yes Configure the minute of active
backlight timeout. The valid
range is 1 to 90.
Softkeys e
History o
Hide System Softkey on ldle Pags ForwardAll o
Redial
T Fuaotional ity
Controls the interval which the backlight will remain
the backlight will switch to use the idle brightness
and the back!| ogthhte waicltli voen |byr ifgohltiness | evel
T New-value
Pval ue Description Val ue range Def a
P8356 Active Backlight{1190,-D0sable(l

"1 4440 (AGUN" ). 4dW%N2&! #N

T Web Configuration
This option can be fUdxMad nu reedredre cleerWetbye Aovedss Mode

I Web Access Mode HTTPS (. HTTP ' Disabled ® Both HTTP and HTTPS'  \web Access Mode
Disable SSH ® Mo ) Yes Sets the protocol for the web
interface.
Web/Keypad/Restrict mode 5
Lockout Duration ORESET. to Default

T T o

I Fuotionality
Defines the web access protocol . I f set to ABoth HTT
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be available in both protocol s.
T New-val ue
Pval ue Description Val ue range Def a
P1650 Web Access Mod/OiHTTPS 1
1THTTP
2i Di sabl ed
3iBoth HTHRT®IB
'##/ 5.4 $)30,!9
T Web Configuration
This option can be fUdxAcd owrBearer dd v iSed twelgs

Authenticate 1D

Authenticate Password

Name

Voice Mail Access Number

Account Display

When set to "User Name", LCD
will display User Name if it is
not empty; When set to "User
ID", LCD will display User ID if it
is not empty.

Q

Account Display ® User Name ) User ID 0
T Fuaotional ity
Sets the |ine display on the phoneds LCD to show the
T New-val ue
Pval ue Description Valuange Def a
P2380 (Acc|Account Displ aOiUser Name 0
P2480 (Acc liUser 1D
P2580 (Acc
P2680 (Acc
42! . 3&%2 -/$% 6)! 60+
T Web Configuration
This option can be fUdxBred tvvRdergr denmadd/ ewklePhr dolstei
Keys Settings

GRANDSTRHEHEM WORK S
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Call Screen Settings

Key Mode *® Line Made ) Account Mode
I Transfer Mode via VPK Blind Transfer A Transfer Mode via VPK
[“save | Save and Apply o Vser presses -Transfor ik

multiple-purpose key

Q@ Reset to Default

Q

f Fuomtionality
Toggles the transfer behavior of the VPK Atransfero
mode wi || al ways perforimthleinmedt tamnfsdrear , bf | s etwi t b
transfer. Lastly, the finew | inedo option wil!l perform

T New-value

Pval ue Description Val ue range Def a

P8390 Transfer Mode [0iBlind Transf g0
1TAttended Tr an
2iNew Cal l

20 .8/ -): %% !'54/] -14)# 50" 2! $%
T Web Configuration
This option can be fUdxMad na meereUp gdeavdiec ea nwde.bPr ovi si oni ng

I Radomized Automatic Upgrade ® No L) Yes Radomized Automatic

Upgrade
Hour of the Day(0-23) Start|1 v |End| 0 v
Radomized Automatic Upgrade
Day of the Week (0-6) 1 within the range of hours of the
day or postpone the upgrade
Disable SIP NOTIFY every X minute(s) by random 1
Authentication ® No L Yes fo X minute(s)

T Fuotionality
Randomi zes the automatic upgrade process based on t he

aut omat i ¢ ettgdr cabdeec ki sf or  uXp gmiandudtheesv phgne wi | | wait a |
from 1 to X minutes and t lmain onpagri ad ai pgw eardye X smisreut € .
ever yotdhaey phone will upgrade at a random time bet wee:]
Lastly, if automatic upgrade is set to Acheéedbdayfor upg

of wdek and at & ert awveceanm fitsitrmeg t © and fiendod hour.

T New-val ue
Pval ue Description Val ue range Def a
P8 458 Randomi zed AutonmOiNoO 0
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1P Yes | |

%. ", % 42! . 3&B2!6)31&%2/ -0+

T Web Configuration
This option can be fUdxSred tvwhdesgr ad mma e e wi & gHhsu rMud st e

Keys Settings

Key Mode * Line Mode ) Account Mode

Transfer Mode via VPK Blind Transfer v

Enable transfer via non-Transfer 5 —~ .

MPK No L Yes Enable transfer via non-
Transfer MPK

Save and Apply Reset
m - IMPK with type BLF, Speed dial,

etc, will perform as transfer
MPK under active call

Q
Q

f Fuotionality
All ows the BLF and speed dial VPK key modes, to perf

Transfer behavimbmewi blaslkeel d@at & Tr ansfer Mode via VPK. ¢

T New-value

Pval ue Description Val ue range Def a

P22162 Enable trandfang0iNo 0
MP K liYes

0!/!337/ 2% #(!."'" % 02/ -014

T Web Configuration
This featur edwil Ingwhhdong itelfef edceef ault admin password is

Admin Password

You are currently using the default password to login
I Please update your password setting to access website.

Current Password

New Password

Confirm Password
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f Fuotionality
Prompts the user to change the admin password if the

4%34 0!337/2% 342%. " 4(

T Web Configuration
This option can be fUdxSred twBdead rdResti tcien gve b

Test Password Strength

Only Allow password with some
sax -
ave and Apply m constraints to ensure better

security.

Q
Q

I Test Password Strength ® Mo ) Yes

Admin Password

I Current Password sensnne I

I New Password wene

Invalid input

Confirm Password Password need at least 9
characters and 3 of the

following options
o

Numerics (0-9)
Capital letters (A-Z)
Copyright @ Grandstream © Lower case (a-z)
Special characters {'
L@ = | &M% #)

# Reset to Default

4 Undo
T Functionality
A warning will show if the new admin or user password
user wilrlevisedpaoaeaswordi ngly before it can be applied.

T New-vRal ue

Pval ue Description Val ue range Def a

P8468 TedfPtassword StrenOiNo 0
1iYes

2) . " &I2 #',, 71)4)."

T Web Configuration
This option can be fUdxred tBdesrl dewitaud eweb
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I Ring For Call Waiting * Mo ) Yes Ring For Call Waiting
B::igfﬁ;ﬁy Tone on Remate ® No O Yes Ringing instead of playing call-
- waiting tone when audio is on
Disable Direct IP Call ® No O Yes handset or headset
Use Quick IP Call Mode ® No O Yes o

Q

Disable Conference ® No ' Yes

f Fuotionality
During call waiting, the phone wil/ play ringing tone

T New-vRal ue

Pval ue Description Val ue range Def a
P22102 Ring For Call WaO0iNo 0
17T Yes

-1 # (%! $%2 3500/24 ). 3)0 (% $%2

T Web Configuration
This option can be fUlrArcd owrBd €r See@distgoswed! P Header s

I Use MAC Header * No U Yes Use MAC Header
If Yes, the sip message for
Save Save and :
- and Apply m register or unregister will
contains MAC address in the
header

Q
Q

User-Agent: Grandstream GXP1780 1.8.1.58

Supported: path

Expires: 368@

MAC: B8:8b:82:9e:26:82

Allow: INVITE, ACK, OPTIONS, CANCEL, BYE, SUBSCRIBE, NOTIFY, INFO, REFER, UPDATE, MESSAGE
Content-Length: @

f Fuotional ity
Shows the MAC header for SIP register or unregister

T New-vRal ue

Pval ue Description Val ue range Def a
P26061 Use MAC Header 0Oi No 0
P26161 liYes

P26261
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P26361 | | |

53% 3" # 7)4( o#8
T Web Configuration

This option can be f cAdumcdc cuAnesct odidgWNiedtavBwdkh Alig £ B C
Use SBC * Nao Yoo

f Fuotionality

Now i f users want to wor k undsho BB amrssmlca attleids wfi @ et WBrCe
communication with the server.

T New Pvalue

Pval DescriptiVal ue Range Default
P26 09Y<New Pvalvalue = 0; N o N o
P2619Use SBC Val ue = 1; Yes

P26 2¢4

P26 3¢

393, /" %. (! . # %- %. 4

T Web Configuration

Thioption can be f ound Manidnetre Addenveg daagyved o gUISer ver .

Syslog Server 172.18.XX.XX:80]

T Fuotionality

By addimgmipertto the syslog server field, the phone wi
t hat | P.

T Pvalue

Pval DescriptiVal ue Range Defaul t

P207 |Sysl og S{String N/ A

06! ,5%3 4(!'4 42)""'" %2 154/ 02/6)3)/.

I Fuotionality
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| f tvhael Upp st ed bel ow are changed while managing configu
process wil/l be triggered:

* 1-9Ri r mware upgrade server

* 2-3Rirmware prefix

* 2-3R8i r mware postfix

* 6Ff&7Yr mware Upgrade Vi a

* 6F7&8r mwalrTeP/ HTTPS User name

* 67&9r mware HTTP/HTTPS Password

* 2-3&onfig upgrade Server

* 2-1Qonfig upgrade vVvi a

* 2-3&onfig prefix

* 2-3donfig postfix

* 13€onfig HTTP/HTTPS user name

* 13&€bnfig HTTP/ HTTPS password

'44%-04/4/. ,/ 1'% #/] .&)" &), % !'"1).
f Fuotionality

Whedoimrgoviomi drhe, phongour firstvabhésgedpbheneowwi ai nsr p
down!| ogpdttema i adf gg.excmmdlf alpel y t he secondMdxixilmumid hewxwtr a
att enphtosP-¢ al ae £ :

*212 -- Config upgrade via

*234 -- Config prefix

*235 -- Config postfix

*237 -- Config upgrade Server

*240 ¢ Authenticate Config File

*1359 ¢ XML Config File Bsword

*8463 ¢ Validate Server Certificate

*8467 ¢ Download and process ALL Available Config Files

*20713¢ Always authenticate before challenge

$/ .1 43%)3452" %6 %. 4 3500/ 24 &/ 2 o#8
f Fuotionality

Now DND fcuanbcet isompgpoBICX server. It wi || di splay on CTI
uses DND mode, it will send $Ihfei O éF&hownhtaati msi | nhe sssyangce
the server and show on CTIl and Web Client.
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<?wml version="1.8" encoding="UTF-8"?>\n

<DoNotDisturbEvent wxmlns="http://www.ecma-internaticnal.org/standards/ecma-323/csta/eds5">\n
‘t<menitorCrossRefID:@</monitorCrossRefID:\n

\t<devicesx\n

Vivt<deviceIdentifier»sip:@38@172.18.30.26:508608< /deviceldentifiers\n

‘t</devices\n

“t<doNotDisturbOnz>true</doNotDisturbins\n

</DoNotDisturbEvent>\n

"N

53%2.!-%¥0!337/2% &) %,-$98. 53 $$%s ). , #$

T Functionality

Originally, users are only abvVvieweabo NbBlwt usenéi gane spaulp

protocols of pewwdrsname ngndnpadgdhivoom LEDamehucabl e

$)!, o, ! . &, !’ 4 3500/ 24

f Functionality

When editidngl! agdang, adding ddapafi Ban at |t hé eend hef pthloeme w:
before dialgiirvesseus. mdbhesfl exibility on their dial pl an
For exampl e, wi tphh odhiea lwipgllanwalitXX Tilseetr 3dis&@lcomdse itfhan | u
neederdi,giOnal ly the phone willntdhealt loiund i dnmgeidti.at el y aft e

#/1 5. 429 #/ $% -/ %) &) #! 4) .
T Web Configuration

This option can be f cANred whiWeké r &ACQa uwnatgreye.b Ul

Notlef: your phone is a US model, you wonét have this opt
Country Albania v

T Functionality

Now the users wild.l be able to choose their country coodc

adj usftr eiqquéesncy to the regulations that corresponds to t

T Pval ue

Pval DescriptiVal ue Range Def ault
P783]1<New PvallCountry codes AL( Al bani
Country
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&)2-712% 6%23)/. p8M8p8OT

02/ $5#4 . ! -%
GXRB786XR782 GXMGXP1760W

$!14%
10/ 26/2017

NOTE: This fir mw@XxReR7lenmaw-EWiyr é i xteeld i ssues bel ow:
ll5l &)8

T Fixed GXP1760W can't get network in Static I P mode wt
T Patched WPA2 Key Reinstallation Attacks
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8)2-712% 682B8p8c U

02/ $5#4 . ! -%
GXR78BXR782 GIXWb

$!14%
09/11/ 2017

%. (! . #%- %. 4

Added Call Hold reminder option [CALL HOLD REMINDER

Added natification tone volume configuration in web Ul [NOTIFICATION TONE VOLUME

Added GDS Surveillance Action Key support Integration [GDS SURVEILLANCE ACTION KEY JUPPORT
Added Static/Dynamic auto-attended transfer support [STATIC/DYNAMIC MODE FOR ATTENDED
TRANSFER

Added option to enable/disable web Ul access [ENABLE/DISABLE WEBUI AQCCESS

Added onhook dial barging [ONHOOK DIAL BARGING

=A =4 =4 -4

n

=A =4 =4 =4 4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -8 A A

5
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi

&) 8

xed some multicast related bugs

x@&tdil-serd SUBSCRI BE when receivizreg o4 REtRegs herade rwi t h
xed 802.1X port based authentication not working

xBalvi ce can't establish conference after establishi
xleidne oa&®ndonlighdi al pa/oPeK MMPKageaddi ng

xBelvi ce can't boot up after upgrading successfully
xBUUNWPH EDo@sn' bnlighphonebook page

xed DHCPRP eismfoctriveddd or c¢cl ass identifier

xRelcovery stablnlorwmandnk y i n account mode

xBelvi ce can't pickup call on 3CX server

xBaelvi cepead &i al-conmtei@anpee

xBelvi ce sdiisnpcloaayr ect |l y after dialing voicemail i n col
xed Eventlist BLF only wmpdebagoatovi si ons first VPK paeé
x@al | duirsaptliaoynso mpg et er est abl i shing | ong time talk
xle@D dissmlf®@y ence status in talking page

xBaelvi ce chaoht tpaayg¥PKn hold status

xed Devi cePwalnd @s tarcicnegptf odm&PKf or | ine an

xed SubscrisbewrBoxnpgi r ati on i

xkelde menobferEsvent | i st BLF UWRPAK daifstaeprp efairrsmwar e upgrade
xRrdessing | i ne ikeeoymicnagn ‘'ctalalnsiwverpagi ng cal l di al pag:
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Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi
F x
Fi
Fi
Fi
Fi
Fi
Fi
Fi
Fi

=A =4 =4 =4 4 -4 -4 -4 -4 -4 -f —f —f -a -a -a A a A A A A A o e

%7

# I L]

T Web Configurati
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xRRrdessing |line key can'tmcekicpltiopadigal page in confe
xed LCDidvapidyseconfsoftkey in conference
xBhdoneedm parse and process presence status in UCM
xRals swor dsadbimsoprinaayl | y on External Device page

x®yWsl og modsdfet ecrr aicsthgef $ yairog servedomas hunaemeol vabl e
xed OnHook Dialing window disappears when there is
xRPdonebgasmmascontact headerf cRBGICETEER U2G0 sOK

xérddené domains not ssewported on SIP

x@idiariffgr om phonebook is invalid in hold page

xle@D dissplPayas 0. Oe.nOv.iOr oi nnmeLnLtD P

xfedcount nasnei mWd cipd eaqytHook dialing page

xRldone sdtel gpr ompt failure message whendesnkiemdg nmgo dve ot
xfeai | over on fMai cteenn andoee®'l P secwver

xBida Pl an Pgaebfnioxr mweolrlky

x@™dl APP diers'ptl agghan g et oacsciofrtdacetngnde wi t h Phone wusing s

xed Press | ine key can't switch back to transfer paeé
xed Auto answer issues after the phone makes a call
xed GUI module crashed after editing contact

xed GUI module crashed after downloading bad phonet
ed Phone module crashed after dialing contact in co
xed Phone crashed after setting dial pl an more thar
xed LCD should add paging call icon in paging call
xed LCD didn't display cewrtadr isfht dral kwiwti dti v kl ikree
xed Hold and dial softkeys are invalid after call ece
xed Device crashed after standby about 20H

xed Screen display incorrectly when press |l eft arrc
xed LCD onlytdcspaay onecopaference

xed LCD exists extra confcallsoftkey in talking pac

& %! 452 %3 /| 6 %26) %7

(/,$ 2%-).$%2

o

n
Users can find AOn Hol d Remi-nAleao kdmlebd [etttiiomgaunder w

Copyright © Grandstream o Undo

Use # as Dial Key No ‘® Yes

I On Hold Reminder Tone Disabled ® Enabled

On Hold Reminder Tone

Plays a reminder tone when you

Save Cermeralie have a call on hold

o Reset to Default
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is on hol d, the wuser can hear On Hol d

beeps amtuer BAnmi t hen every 30 seconds.

T New-value

Pval ue

Description Val ue RangqgDef aul

P260P826106
P262P86306

On Hol d Rleommien dffVal ueDi=s &b 1|0
Account 1, 2, Val ueEwrall e

L1 4) &) H#IA) .

41/ .

% 6/ ,5-%

T Web Configuration

Noti ficatio

n

tone wmldieme woeSint Whéhignsd)yj e hed

Reorder Tone
Speaker Ring Volume

I Notification Tone Volume

f1=480,f2=620,c=25/25;

3

Configure notification tone
volume. The valid range is O to

S

Notification Tone Volume

7.

Copyright © Grandstream o l

f Functionality
for pagansgwe ri nctaelrlc oam d aad lol hold reminder

The vol ume

adjusted wusi.ng this option

T New-value

P-val u/lDescription Val ue Range Default

P8399|Notifi

cation|Val u® t=o 7 7

'"$3 3526%), , !

. H% ' #4)] . +%9 3500/ 24

T WebConfiguration

This option

C

f Fuotional ity
Al l ows GXP17xx to send open Awtole nctointnaatni dad mt oimsaGDeSe3q7uli (
commamnads GDS3710 for some actions.

an be fUduat wrirbdtkgise rdheaV i Serwelr e .

To perafugdrhmnti cation with GDS3710 and show Open Door

configured

as

foll ows:
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CONNECTING THE WORLD

1. Service Type: GDS
2. System Number: the SIP number or the IP address of GDS3710
3. Access Password: the Remote PIN configured on GDS3710

_F;:Irlgce Account System ldentification System Number Access Password
IGDS IAccount 1v| 172182098 172.18.20.98 .
IGDS |Accaunt 1v| 8448 8448 .

|None|v| | Account 1)v|
| None v | |Accuunt 1v]|
|None|v| | Account 1)v|
| None v | IAccount 1v]|
|None|v| | Account 1|
|None|v| | Account 1)v|
| None v | |Accuunt 1v]|
|None|v| | Account 1)v|

Additional notes:
1. If GDS3710 makes a call by SIP number, the number of GDS service on GXP phone should be

the same as ASIP User | DO on SIP Basic Settings pag
2. 1 f GDS3710 makes direct | P call, the number of GDS

as fil PsAddnedslet work I nfo page on GDS3710.
3. The password of GDS service on GXP phone should be
dooro on GDS3710.

T New-value

Pval ue|Description Val ue range Def a
P32000|External service 1 |-1: None -1
P32005 0: GDS

P32010

P32015

P32020

P32025

P32030

P32035

P32040
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P3

o
o|h~
= | o

P3
P3
P3
P3
P3
P3
P3
P3
P3
P3

=)
o R oo

External

service

1

Val

c

Val ue
Val ue
Val ue

w N -k O

> > > >

P3
P3
P3
P3
P3
P3
P3
P3
P3
P3

N NN DN DN DNDNDNDNDDNIDNDNDNDDNDDNDDNDDNDDNDDNDDNDDNDDN
O O O O OO O O 0O/l 0 OO0 oo oo o o

A W W NDNPFPPOOIMMMMWWDNMNMD
N NN NN NDNDNNDNDNOOO P OO O

N
o
N
\l

External

service

1

Stri

ng

Nul

P32003
P32008
P32013
P32018
P32023
P32028
P32033
P32038
P32043
P32048

External

service

1

Stri

ng

Nul

P32004
P32009
P32014
P32019
P32024
P32029
P32034
P32039
P32044
P32049

External

service

1

Stri

ng

Nul
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341 4)Y#F7$9. ! -)# -/ 3% &1I2 144%. $%$ 42! . 3&%2

T Web Configuration
This option can be fUluSat whirGigsl dewitauad eweb

I Attended Transfer Mode Static ® Dynamic Attended Transfer Mode
B%INOI Escape '# as %23in SIP J No O Yes If set to "Static", attended

transfers can only be performed
with pre-established calls. If set

Click-To-Dial Feature Disabled ‘® Enabled o *Dynamic”, attended
. n . R transfers can be performed with
Call History Flash Writing 0 means this option is disabled pre-established calls OR be
initiated during the transfer
Write Timeout 300 process. This option does not
affect the user's ability to
Max Unsaved Log 200 perform blind transfers.
Reset to Default
Default call log type Default v °—

Qundo

Return Code When Refusing

Incoming Call Busy(486) M

f Fuotionality

When Attended Transfer Mode is set to AStatico, only
the wuser presses TRANSFER button rarcgerctadrl s tWhe nn Am
Transfer Mode is set to fiDynamico, both Blind Transf e

T New-value

Pval ue Description Val ue range Def a
P1376 Attended Transfel0OStatic 0
1I:Dynamic

%. ! ", %T$)3!", % 7% 5) | ##%33

T Web Configuration
This option cawebeAUMaiumtdedu@aecar i ty.

I Web Access Mode HTTPS ® HTTP ' Disabled Web Access Mode
Disable SSH ® Ng ) Yes Sets the protocol for the web
interface.
\Web/Keypad/Restrict mode 5
Lockout Duration 0

Csve | swe oy | e o

f Functionality
This option allows user to enable or disable web acce
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Pval ue Description Val ue range Def a
P1650 Web Access Mode Val ue = 0; Hi 1
Val ue = 1; H
Value = 2; D
.1+ $) 2ty
T Web Configuration
This option cawebetfifA@as|l ukeat ur es.
f Functionality
This wopttilompr eventfriomcdmitreg raugpltli ng an onhook
T New-value
Pval ue Description Val ue range Def a
P8 397 Web Access Mode Val ueDizs ®bl e(1

Val ue

Enhbl e

di al
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