GRANDSTREAM

CONNECTING THE WORLD

HT812/HT814 Firmware Release Notes

IMPORTANT UPGRADING NOTE

e Once HT812/HT814 is upgraded to 1.0.31.1 or above, downgrading to a lower
firmware version is not supported on the below HW:
HT812: 3.0A
HT814: 2.0A

e Once HT812/HT814 is upgraded to 1.0.23.5 or above, downgrading to a lower
firmware version is not supported on the below HW:
HT812: 1.6A, 1.6C, 1.6D
HT814: 1.7D, 1.7E, 1.7C

e Once HT812/HT814 is upgraded to 1.0.3.2 or above, downgrading to 1.0.2.x
firmware version or lower is not supported.

e Once HT812/HT814 is upgraded to 1.0.2.x, downgrading to 1.0.1.x firmware
version or lower is not supported.
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FIRMWARE VERSION 1.0.33.4

PRODUCT NAME
HT812, HT814

DATE
10/25/2021

FIRMWARE FILE INFORMATION

e HT81x firmware file name: ht81xfw.bin
MD5: fd5b0d3a7595f1e43e42e6f6f2d7ab70

ENHANCEMENT
e Added feature Special Proceed Indication Tone. [Special Proceed Indication Tone].

e Added feature MWI Tone. [MWI TONE].
e Added ‘Special Proceed Indication’ Tone and ‘MWI Tone’ to TR-069 data model.

BUG FIX

e Fixed that device does not apply cadence change for call progress tone through TR-069.

e Fixed device could not get registered when Validate Server Certificates is enabled.

e Fixed device will miss DTMF events sent through the FXS side using RFC2833.

e Fixed when making an outbound call, device does not open the RTP stream immediately after
receiving the 183 message.

o Fixed when ‘DNS SRV use Registered IP’ set to Yes, device may randomly select an IP from the
SRV record which was not used for registration when doing outbound calls.

o Fixed DNS SRV Failover mode not handled correctly when DNS cache expires.

e Fixed device cuts off first few seconds of inbound audio.

KNOWN ISSUES

e Device will crash when downgrade to firmware 1.0.21.4 or lower version via GDMS platform

NEW FEATURES OVERVIEW

This section lists major new features and describes how to use it from the user’s point of view.

Special Proceed Indication Tone

e Web Configuration
User can find the configuration section at Web -> Advanced Settings.
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Call Progress Tones: Call Waiting Tone: ‘ﬂ =440@-13,c=300/10000;

Conference Party Hangup Tone: ‘ﬂ =425@-15,c=600/600;

|
Prompt Ione: ‘f‘l =350@-17,f2=440@-17,¢=0/0; ‘
|
|

Special Proceed Indication Tone: ‘ﬂ =350@-13, f2=440@-13, c=750/750-0/0;

Syntax: f1=val [, f2=val[,c=onl/offl[-on2/off2[-on3/0ff3]]1]1];

e Functionality
This feature allows user to configure the tone played when user goes offhook and there is voicemail on the

subscribed mail box. Need to set ‘MWI Tone’ to ‘Special Proceed Indication Tone’ to use this feature.

e New P Values

Pvalue | Description Value range Default
P28196 | Special Proceed Indication Tone | 256 — Max String Length | f1=350@-13, f2=440@-13,
¢=750/750-0/0;

MWI TONE

e Web Configuration
User can find the configuration in Web Ul -> Profile Settings.

MWI Tone: @ Default O Special Proceed Indication Tone

e Functionality

When set to Default, device will play Stutter Dial Tone when there is voicemalil, if set to Special Proceed
Indication Tone, device will play the configured special proceed indication tone upon user offhook when
there is voicemail

e New P Values

Pvalue Description Value range Default

P28197 | MWI Tone (Profile 1) 0 — Default 0 — Default
1 — Special Proceed Indication Tone

P28198 | MWI Tone (Profile 2) 0 — Default 0 — Default
1 — Special Proceed Indication Tone
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FIRMWARE VERSION 1.0.31.1

PRODUCT NAME
HT812, HT814

DATE
09/08/2021

FIRMWARE FILE INFORMATION

e HT81x firmware file name: ht81xfw.bin
MD5: d51d2ce02d811afl4bd42f3b6b767aad

ENHANCEMENT

e Added Sectigo CA to the trusted CA list.

e Added support for Calling Line Identification Presentation. HT8xx will get the Calling Party
Category (CPC) from the calling number from FROM header or P-Asserted-Identity header and
then remove the CPC from the calling number and replace leading “+55” in the calling number with
a digit corresponding to the CPC string. Need to set Special Feature to Oi_BR.

e Added feature “Always send HTTP Basic Authentication Information”. [ALWAYS SEND HTTP
BASIC AUTHENTICATION INFORMATION]

e Added feature “Enable Call Waiting Alert-Info in 180 Ringing Response”. [ENABLE CALL
WAITING ALERT-INFO in 180 RINGING RESPONSE]

e Added support to allow settings dial plan with up to 2048 characters through TR-069.
e Added support to play ringing back tone for 1ZZI special feature even if early media exists.

BUG FIX

e Fixed that device does not apply NoKeyEntryTimeout with less than 4 seconds through TR-069.
e Fixed that device does not apply the call progress tone power value change through TR-069.

KNOWN ISSUES

e Device will crash when downgrade to firmware 1.0.21.4 or lower version via GDMS platform

NEW FEATURES OVERVIEW

This section lists major new features and describes how to use it from the user’s point of view.

ALWAYS SEND HTTP BASIC AUTHENTICATION INFORMATION

e Web Configuration
User can find the configuration section at Web -> Advanced Settings.
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Always send HTTP Basic Authentication Information:
® No O Yes

e Functionality

WORLTE

Default is send HTTP Basic Authentication Information only when challenged. If set to Yes, the device will

send configured user name and password within HTTP request without server sending authentication

challenge.

e New P Values

Pvalue | Description Value range Default
P20713 | Always send HTTP Basic Authentication Information | 0 —No 0-No
1-Yes

ENABLE CALL WAITING ALERT-INFO in 180 RINGING RESPONSE

e  Web Configuration
User can find the configuration in Web Ul -> Profile Settings.

Enable Call Waiting Alert-
Info in 180 Ringing ® No O Yes
Response:

e Functionality
When set to Yes, Alert-Info header will be added in 180 Ringing for Call Waiting case.

. New P Values

Pvalue Description Value range Default

P60064 | Enable Call Waiting Alert-Info in 180 | 0—No 0-No
Ringing Response (Profile 1) 1-Yes

P60164 | Enable Call Waiting Alert-Info in 180 | 0— No 0-No
Ringing Response (Profile 2) 1-Yes

GRANDSTREAM NETWORKS HT812/HT814 Firmware Release Notes Page 12



GRANDSTREAM

CONNECTING THE WORL

FIRMWARE VERSION 1.0.29.8

PRODUCT NAME
HT812, HT814

DATE

07/27/2021

FIRMWARE FILE INFORMATION

HT81x firmware file name: ht81xfw.bin
MD5: ac05862659640d669491c67a078a31f8

ENHANCEMENT

Added support to fill Device.ProvisionCode using DHCP option 43 sub-option 2.

Added support to allow set dial plan with up to 2048 characters through TR-069.

Added support for Cisco/Broadsoft R23 Failover/Failback requests.

Added support for Event=check-sync; reboot=false.

Added support to remove the ending semicolon from Call-Info header parameters when parsing
the header.

Added support to authenticate based on OpenVPN Username and OpenVPN Password.
[OpenVPN USERNAME and PASSWORD]

Added feature “OnHook DC Feed Current”. [OnHook DC FEED CURRENT]

Increased password rules complexity for admin, user, and viewer level password. The rule is 8-39
characters, at least 1 digit, 1 uppercase and 1 lowercase, and 1 special character.

BUG FIX

Fixed after completing the attended transfer, HT8xx is still displaying the caller ID of the transferor
which is caused by HT8xx did not get caller name or number from Remote Party ID when handling
SIP Re-Invite and Update.

Fixed HT8xx reply with 9002 for Device.Services.VoiceService.1.VoiceProfile.1.SIP.

Fixed HT8xx does not respect the configured periodic inform interval and send the periodic inform
right away.

Fixed HT8xx will freeze if the remote server replies 2000K with the SDP containing port 0.

Fixed when OpenVPN is enabled, HT8xx will not get the audio from the remote party.

Fixed average jitter calculation is not accurate.

Fixed TR-069 parameter tree missing some options.

Fixed SLIC settings on TR-06 not matching selections on device Web UI.

Fixed SUBSCRIBE follows failback register instead of using the subscribe expires timer and the
refresh SUBSCRIBE loses the To header tag.

Removed code to start gs_ata with GDB, removed unused gs_test_suite.sh script.
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e Fixed lack of security hardening in Linux.
e Fixed stack-based buffer overflow.
e Fixed improper input validation.

KNOWN ISSUES

GRANDSTREAM
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e Device will crash when downgrade to firmware 1.0.21.4 or lower version via GDMS platform

NEW FEATURES OVERVIEW

This section lists major new features and describes how to use it from the user’s point of view.

OpenVPN USERNAME and PASSWORD

e Web Configuration
User can find the configuration section at Web -> Advanced Settings.

OpenVPN Username: |

OpenVPN Password: |

e Functionality
Allows users to configure OpenVPN username and password.

¢ New P Values

Pvalue | Description Value range Default

P8394 | OpenVPN Username Max Length - 32 Null

P8395 | OpenVPN Password Max Length - 32 Null
OnHook DC FEED CURRENT

e  Web Configuration
User can find the configuration in Web Ul -> Profile Settings.

OnHook DC Feed Current: | 30mA default v

e Functionality
This feature is used to adjust DC feed current.

° New P Values

Pvalue Description Value range

Default

pP28192 OnHook DC Feed Current (Profile 1) 0-20mA

2 — 30mA default

2 — 30mA default

P28193 OnHook DC Feed Current (Profile 2) 0-20mA

2 — 30mA default

2 — 30mA default
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FIRMWARE VERSION 1.0.27.2

PRODUCT NAME
HT812, HT814

DATE
04/15/2021

FIRMWARE FILE INFORMATION

e HT81x firmware file name: ht81xfw.bin
MD5: 8d797add00c0f8adc3abe7f41d1b8275

ENHANCEMENT

e Increased Dial Plan maximum supported length.

BUG FIX

o Removed.TR069 parameter “Device.X_GRANDSTREAM_Diagnostics.Capture.DiagnosticsState”
as HT8xx does not support packets capture.

KNOWN ISSUES

e  Device will crash when downgrade to firmware 1.0.21.4 or lower version via GDMS platform
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FIRMWARE VERSION 1.0.25.5

PRODUCT NAME
HT812, HT814

DATE
03/23/2021

FIRMWARE FILE INFORMATION

e HT81x firmware file name: ht81xfw.bin
MD5: 5038566f1b0d97f4b3a38984645ed049

ENHANCEMENT
e Added support for “OpenVPN”. [OpenVPN]
e Added support of “Maximum Number of SIP Request Retries”. [MAXIMUM NUMBER OF SIP
REQUEST RETRIES]
e Added support for “Failback Timer”. [FAILBACK TIMER]
o Expanded the supported certificate’s length to 8192 for P2386/P2486, P280, P8220

BUG FIX

e Fixed UCM could not detect HT8xx CID.

o Fixed Management VLAN routing used the wrong gateway.

o Fixed the caller ID may not be detected when receiving incoming calls.

e Fixed when RTP attack happens, calls have no audio.

e Fixed devices freeze randomly and is HTTP/SSH inaccessible with no dial tone in the attached
analog phone.

o Fixed extreme low audio transmitted randomly.
o Fixed HT8xx may freeze if running FAX for a long time.

KNOWN ISSUES

e Device will crash when downgrade to firmware 1.0.21.4 or lower version via GDMS platform

NEW FEATURES OVERVIEW

This section lists major new features and describes how to use it from the user’s point of view.

OpenVPN

e Web Configuration
User can find the configuration section at Web -> Advanced Settings.
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Enable OpenVPN:

OpenVPN Server Address:

OpenVPFPN Port:

OpenVPN Interface tvpe:

OpenVPN Transport:

Enable OpenVPN LZO Compression:
OpenVPN Encryption:.

OpenVPN Digest:

OpenVPN CA:

OpenVPN Certificate:

OpenVPN Client Key:

OpenVPN Client Kev Password.:

e Functionality

1194 |

O TAP @® TUN

@ UDP O TCP

O No @ Yes

[ BF-CBC 128 bit default key (variable) Default v |
|SHA1 Default |

GRANDSTREAM

CONNE

CTING

THE WORLD

This feature allows users to configure OpenVPN.

e New P Values

Pvalue | Description Value range Default
P7050 | Enable OpenVPN 0-No 0—No
1-Yes
P7051 | OpenVPN Server | Maxlength: 64 NULL
Address
P7052 | OpenVPN Port Maxlength: 64 1194
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P20714 | OpenVPN Interface | tap— TAP tap — TAP
type tun— TUN
P2912 | OpenVPN Transport udp — UDP udp — UDP
tcp—TCP
P20716 | Enable OpenVPN LZO | 0—No 1-Yes
Compression 1—VYes

P20717 | OpenVPN Encryption BF-CBC - BF-CBC 128 bit default key | BF-CBC -

(variable) Default BF-CBC 128 bit
DES-CBC - DES-CBC 64 bit default key | default key
(fixed) (variable)
RC2-CBC - RC2-CBC 128 hit default key | Default
(variable)

DES-EDE-CBC - DES-EDE-CBC 128 hit

default key (fixed)

DES-EDE3-CBC - DES-EDES3-CBC 192 bit
default key (fixed)
DESX-CBC - DESX-CBC 192 bit default key

(fixed)
RC2-40-CBC - RC2-40-CBC 40 bit default key
(variable)
CAST5-CBC - CAST5-CBC 128 bit default key
(variable)
RC2-64-CBC - RC2-64-CBC 64 bit default key
(variable)
AES-128-CBC - AES-128-CBC 128 bit default
key (fixed)
AES-192-CBC - AES-192-CBC 192 bit default
key (fixed)
AES-256-CBC - AES-256-CBC 256 bit default
key (fixed)
P20725 | OpenVPN Digest SHA1 - SHA1 Default SHA1 - SHA1
MD5 - MD5 Default

RSA-MDS - RSA-MD5
RSA-SHA1 - RSA-SHA1
DSA-SHA1-old - DSA-SHA1-old
DSA-SHA1L - DSA-SHA1L
RSA-SHA1-2 - RSA-SHA1-2
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DSA - DSA

RIPEMD160 - RIPEMD160
RSA-RIPEMD160 - RSA-RIPEMD160
MD4 - MD4

RSA-MD4 - RSA-MD4
ecdsa-with-SHAL1 - ecdsa-with-SHA1
RSA-SHA256 - RSA-SHA256
RSA-SHA384 - RSA-SHA384
RSA-SHA512 - RSA-SHA512
RSA-SHA224 - RSA-SHA224
SHA256 - SHA256

SHA384 - SHA384

SHA512 - SHA512

SHA224 - SHA244

Whirlpool - whirlpool

P9902 OpenVPN CA 8192— Max Character Number NULL

P9903 OpenVPN Certificate 8192— Max Character Number NULL

P9904 OpenVPN Client Key 8192— Max Character Number NULL

P20715 | OpenVPN Client Key | Maxlength: 64 NULL
Password

MAXIMUM NUMBER OF SIP REQUEST RETRIES

e Web Configuration
User can find the configuration in Web Ul -> Profile Settings.

Maximum Number of SIP , _
Request Retries: (between 1 and 10, default is 4.)

e Functionality
This feature allows user to configure the number of SIP retries before failover occurs.

¢ New P Values

Pvalue Description Value range Default
P60055 Maximum Number of SIP Request Retries (Profile 1) Min: 1 4

Max: 10
P60155 Maximum Number of SIP Request Retries (Profile 2) Min: 1 4

Max: 10
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FAILBACK TIMER

e Web Configuration

User can find the configuration in Web Ul -> Profile Settings.

Failback Timer: (in minutes. default 60 minutes, max 45 days)

Functionality

When the primary SBC is up, device will send SIP requests to the primary SBC. If at any point device fails
over to the secondary SBC, the SIP requests will stay on the failover SBC for the duration of the failback
timer. When the timer expires, device will send SIP requests to the primary SBC.

e New P Values

Pvalue Description Value range Default

P60056 Failback Timer (Profile 1) Min: 60 60
Max: 64800

P60156 Failback Timer (Profile 2) Min: 60 60
Max: 64800
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FIRMWARE VERSION 1.0.23.5

PRODUCT NAME
HT812, HT814

DATE
1/13/2021

FIRMWARE FILE INFORMATION

e HT81x firmware file name: ht81xfw.bin
MD5: 450a4328f3dcbh82f41aa0bf100dcd30a

ENHANCEMENT
e Added support for more than 2 layers certificate chain loading. Expanded max length of P8472
from 4096 to 8192.
e Added Special Feature 1ZZI to support N-Way conference hosted on Nokia IMS.
e Added support for “DNS SRV Failover Mode”. [DNS SRV FAILOVER MODE]
e Added support of “Register Before DNS SRV Failover’. [REGISTER BEFORE DNS SRV
FAILOVER]

BUG FIX

e Fixed with option 43, device could not upgrade via FTPS.

e Fixed losing connectivity on LAN connected devices on ATA’s using PPPoE.

e Fixed when upgrade via HTTPS, if server returns more data than requested in partial content, the
provision will fail.

e Fixed the device obviate the T flag on dial plan.

e Fixed when Internet Protocol set to Both, prefer IPv6, device does not send registration after
changing the sip transport from TCP to UDP.

o Fixed “Automatic Upgrade” does not take effect as configured.

e Fixed when STUN is using, the device may fail to resolve the host name of STUN server and
resulting in calls failure.

KNOWN ISSUES

e Device will crash when downgrade to firmware 1.0.21.4 or lower version via GDMS platform

NEW FEATURES OVERVIEW

This section lists major new features and describes how to use it from the user’s point of view.

DNS SRV FAILOVER MODE
e Web Configuration
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User can find the configuration section at Web -> Profile Settings.

DNS SRV Failover Mode: | Default v
] N, . .
Register Before D] S SRV ) No ® Ves
Failover:

e Functionality
Configure the preferred IP mode when DNS Mode is SRV or NAPTR/SRV.
o Default
SIP request will always be sent to the address with the top priority based on the SRV query result,
even if this address is different from the registered IP address.
e Saved one until DNS TTL
SIP request will always be sent to the registered IP address until DNS TTL expires or registered IP
address is unreachable
e Saved on until no response
SIP request will always be sent to the registered IP address only until registered IP address is
unreachable.

e New P Values

Pvalue | Description Value range Default
P26040 | DNS SRV Failover Mode (Profile 1) 0 — Default 0 — Default

1 — Saved one until DNS TTL

2 — Saved one until no response

P26140 | DNS SRV Failover Mode (Profile 2) 0 — Default 0 — Default

1 - Saved one until DNS TTL

2 — Saved one until no response

REGISTER BEFORE DNS SRV FAILOVER

e Web Configuration
User can find the configuration in Web Ul -> Profile Settings.

DNS SRV Failover Mode: | Default v
] N, . .
Register Before D] S SRV 5 No ® Ves
Failover:

e Functionality
This feature is used to control whether the device need to initiate a new registration request (following
existing DNS SRV fail-over mode) first and then direct the non-registration SIP request (INVITE) to the
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new successfully registered server or not.

e New P Values

Pvalue Description Value range Default

P29095 Register Before DNS SRV Failover (Profile 1) 0-No 0-No
1-Yes

P29195 Register Before DNS SRV Failover (Profile 2) 0-No 0-No
1-Yes
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FIRMWARE VERSION 1.0.21.4

PRODUCT NAME
HT812, HT814

DATE
10/16/2020

FIRMWARE FILE INFORMATION

e HT81x firmware file name: ht81xfw.bin
MD5: 3862b56¢c7613a9c9cd881c6cdefd6fab

ENHANCEMENT

e Added support for IPv6 address without square brackets.

e Added support for DHCP Domain Name configuration. [DHCP DOMAIN ]

e Added support of “Use Configured IP” for “DNS Mode”. [DNS MODE USE CONFIGURED IP]

e Added support for “Play Busy Tone When Account is unregistered”. [PLAY BUSY TONE WHEN
ACCOUNT IS UNREGISTERED]

BUG FIX
e Fixed when DNS Mode set to SRV, device does not failover to the second IP got from SRV when
receive 503.

e Fixed STUN Server cannot identify square bracket.

e Fixed when Internet Protocol is set to “Both, prefer IPv6”, device will not switch to IPv4 to get
registered if IPv6 is not available.

e Fixed device will send SIP requests to default port 5060 when a different port was configured.

o Fixed “Automatic Upgrade” does not take effect as configured.

NEW FEATURES OVERVIEW

This section lists major new features and describes how to use it from the user’s point of view.

DHCP DOMAIN NAME

e Web Configuration
User can find the configuration section at Web -> Basic Settings.

® dynamically assigned via DHCP

DHCP hostname: ‘ | (optional)
DHCP domain name: || (optional)
DHCP vendor class ID: ‘ HT8XX | (optional)
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e Functionality
This feature specifies the domain name that client should use when resolving hostname via the Domain
Name System.

e New P Values

Pvalue | Description Value range Default
P147 DHCP domain name Max Length: 32 Null

= DNS MODE USE CONFIGURED IP

e Web Configuration
User can find the configuration in Web Ul -> Profile Settings.

DNS Mode: ® ARecord O SRV~ O NAPTR/SRV | O Use Configured IP
DNS SRV use Registered
IP:

Primary IP: ‘ ‘
Backup IP1: ‘ ‘
Backup IP2: ‘ ‘

®No O Yes

e Functionality

When "Use Configured IP" is selected, if SIP server is configured as domain name, device will not send
DNS query, but will use "Primary IP" or "Backup IP" to send sip message if at least one of them are not
empty. It will try to use "Primary IP" first, after 3 tries without any response, it will switch to "Backup IP 1",
then "Backup IP 2", and then it will switch back to "Primary IP" after 3 re-tries.

¢ New P Values

Pvalue Description Value range Default
P2308 Primary IP (Profile 1) Max Length: 15 Null
P2309 Backup IP1 (Profile 1) Max Length: 15 Null
P2310 Backup IP2 (Profile 1) Max Length: 15 Null
P2408 Primary IP (Profile 2) Max Length: 15 Null
P2409 Backup IP1 (Profile 2) Max Length: 15 Null
P2410 Backup IP2 (Profile 2) Max Length: 15 Null

= PLAY BUSY TONE WHEN ACCOUNT IS UNREGISTERED

e Web Configuration
User can find the configuration in Web Ul -> Advanced Settings.
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Play Busy Tone When Account is  ® No (O Yes (If set to Yes, busy tone will be played when user goes offhook from an
unregistered: unregistered account.)

e Funct